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Tim Öhlenschläger
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Abstract—Delay-Tolerant Networks are designed to function
under extreme conditions like intermittent connectivity and high
mobility of network nodes. Their application in disaster networks
is widely researched, especially the potential of using throwboxes
— simple and inexpensive relay nodes to connect isolated network
partitions. However, most research work focuses on analysis and
large-scale simulations for network and protocol design. Only
a few are extended to hardware, typically requiring specialized
hardware and extensive power. To bridge this gap, we present
DTN7-ESP, a performant and extendable DTN bundle protocol
implementation running natively on low-cost and power-efficient
ESP32 microcontrollers. The provided prototype implementation
is compliant with RFC 9171 and interoperable with established
work. The functionality evaluation on hardware demonstrates
its real-world suitability to function as a robust throwbox for
DTN-based disaster communication.

Index Terms—Delay-/Disruption-Tolerant Networking, ESP32,
Hardware Implementation and Evaluation

I. INTRODUCTION

Reliable communication is a critical component of effective
disaster relief. In the aftermath of natural disasters such
as hurricanes in the United States or catastrophic floods in
Europe, communication infrastructures have repeatedly shown
to be highly vulnerable. Their destruction often results in
widespread communication blackouts, isolating affected com-
munities from the outside world and severely hindering coor-
dination within the disaster area itself. These blackouts leave
victims unable to call for help or reach emergency services,
exacerbating the impact of the disaster and delaying critical
response efforts [1]–[3].

As climate change increases the frequency and intensity of
extreme weather events [4]–[6], the need for robust, resilient
communication systems becomes ever more pressing. The ab-
solute necessity of communication for disaster relief has been
widely acknowledged [7], with a growing body of research
focusing on resilient communication infrastructure [8], [9] and
alternative strategies to enable communication in the absence
of traditional networks, e.g., cellular networks [10], [11].

One widely researched approach is the use of Delay-
and Disruption-Tolerant Networks (DTN), which are specif-
ically designed to function under conditions of intermittent
connectivity, mobility, and extreme variations in delay and
bandwidth. Unlike traditional networking approaches, DTNs

utilize the store-carry-forward principle, in which messages
are actively stored on middle nodes. This allows DTNs to
function even in challenging environments without any end-
to-end connectivity. Furthermore, DTNs are not restricted to
a specific communication technology, even allowing a com-
bination of multiple thereof [12]. Practical tests have shown
that DTNs can provide disaster communication to the affected
population, e.g., by spanning a WiFi-based DTN for disaster
communication between smartphones [13].

To overcome the short range of WiFi, the use of long-
range technologies like LoRa [14] was proposed. The integra-
tion of LoRa into the well-established Bundle Protocol [12]
implementation highlighted its applicability for DTNs [15].
Additionally, range and connectivity of DTNs can be extended
by using throwboxes, small and inexpensive relay nodes that
are placed between isolated parts of the network [15], [16].

However, most approaches are only analyzed in simulation
with a focus on network performance. The actual constraints,
performance, and usability of possible hardware components
are not within their scope. Only a few approaches for DTN
relay nodes were also implemented and tested on hardware,
serving as a proof of concept. However, they rely on relatively
expensive and power-hungry hardware paired with specialized
communication equipment. Their direct viability for extensive,
long-term deployments is, therefore, very limited.

Microcontroller devices, like the ESP32, are often men-
tioned as a possible solution for more low-cost and energy-
efficient throwboxes. Off-the-shelf ESP32 boards provide mul-
tiple communication technologies like Bluetooth, WiFi, and
LoRa on a single device and have already been used as a
simple modem in combination with more powerful devices
like Raspberry Pis and smartphones [14]–[16]. The actual use
of microcontroller devices as standalone relay nodes within a
DTN, however, has not been addressed sufficiently.

This paper presents DTN7-ESP, a native implementation of
the DTN Bundle Protocol for ESP32 microcontroller devices.
DTN7-ESP is designed for performance and extendability.
Our prototype focuses on LoRa as the main communication
technology for interoperability with established work. DTN7-
ESP is evaluated with a focus on the actual performance
of communication and hardware using extensive real-world
testing and measurements.
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Specifically, our main contributions are:
• A native ESP-IDF implementation of the Bundle Pro-

tocol, compliant with RFC 9171 [12]. Modular and
extensible, it provides a flexible architecture for different
communication technologies and DTN protocols.

• Prototypical integration with LoRa communication using
the LILYGO ESP32 microcontroller platform, compatible
to established work of LoRa-based DTNs [15]–[17].

• A hardware-based evaluation regarding different ap-
proaches for DTN communication, bundle handling, and
storage solutions for the ESP32 outside of simulations
and models.

By eliminating the need for additional components such
as a Raspberry Pi or external communication modules, our
approach enables low-cost, energy-efficient deployments of
standalone microcontroller-based DTN nodes. Our prototyp-
ical implementation is already more than capable of handling
LoRa-based DTN communication on the resource-constrained
hardware, and ESP32 devices are continuously increasing in
availability and computational power. This paves the way
for more accessible and scalable communication solutions in
underdeveloped or disaster-stricken areas.

II. RELATED WORK

Delay- and Disruption-Tolerant Networks (DTNs) are typ-
ically applied in challenging situations like disaster areas or
space. Thus, robustness, resilience, and flexibility are impor-
tant for the design of the respective communication systems
to address high network dynamics and uncertain network
topologies [18], [19].

The Bundle Protocol 7 (BPv7) as defined in RFC 9171 [12]
is a widely used standardization with available open-source
implementations1. The concept of DTNs is open to virtually
any communication technology and combinations thereof [12].
WiFi is often used, offering high-speed connections between
everyday devices up to 100 meters, especially suitable for
large-scale disaster networks [13], [20]. LoRa, a widely used
low-power long-range IoT communication technology [21], is
also usable for DTN communication despite its low through-
put [14]. Adaptations of DTN mechanisms for LoRa al-
low its usage even under severe limitations, like the EU’s
1% duty cycle restrictions [15]. The Bundle Protocol over
LoRa (BPoL) [16] specifically implements BPv7 for LoRa-
based DTN communication. Other works leverage the benefits
of DTN by combining LoRa with other radio technologies like
UHF [22] or WiFi [16] to achieve interoperability between
various devices and systems.

To extend DTN coverage and connectivity in disaster situa-
tions or underdeveloped areas, related work proposes the usage
of easy-to-use throwboxes [15], [16], [19]. These are typically
thought to be small, robust, and inexpensive relay nodes
running on battery power, that are placed between isolated
parts of the network to connect them. Extensive simulation
results clearly highlight the advantages of such throwboxes.

1E.g. in Rust and Go, see https://dtn7.github.io/

However, the few available hardware demonstrators were
deployed on power-hungry and relatively expensive Raspberry
Pis with specialized LoRa hardware extensions [15], [16].
With considerable price and effort required for network setup
and maintenance, they have limited viability for extensive and
long-term deployments in large-scale areas.

On the other hand, related approaches like Meshtastic2

or disaster.radio3 have generally proven the applicability of
low-cost, low-power devices like ESP32 microcontrollers in
wireless communication networks. However, they provide end-
to-end mesh networking without DTN functionality or BP
compatibility. Most notably, DTN7zero [17] is a work-in-
progress implementation comparable to ours, providing an
RFC 9171-compliant BP implementation in Python. The code
can be deployed and executed on ESP32 via MicroPython.
However, MicroPython is considerably less performant than
a native ESP implementation in C/C++ [23]. Furthermore,
DTN7zero provides only rudimentary interoperability with
LoRa on ESP32 devices. A Bundle Protocol implementation,
tailored to use the constrained resources on microcontroller
devices efficiently, is missing.

III. DTN7-ESP

To close this gap, we propose DTN7-ESP, an RFC 9171-
compliant [12] implementation of the Bundle Protocol 7.
DTN7-ESP4 is a native solution for ESP32 microcontrollers,
complementing established approaches like BPoL [16] and
LoRAgent [15], and optimized to work with the limited
resources of the ESP32.

DTN7-ESP is written in C++ using ESP-IDF (Espressif
IoT Development Framework5). In contrast to the Arduino
framework, ESP-IDF gives more fine-grained control over
hardware resources, e.g., better access to dual-core utilization
via FreeRTOS6, and access to integrated logging functions7.
DTN7-ESP is provided as an IDF component; the IDF Com-
ponent Manager enhances reusability by enabling seamless
integration of components into future projects. Extensive care
was taken to prevent memory leaks while handling and storing
large numbers of bundles, and to remain compatible with
established DTN implementations.

Figure 1 provides an overview of the main components and
most important actions. DTN7-ESP follows an object-oriented,
modular approach to facilitate the necessary extendability and
interchangeability of components like routing algorithms and
storage implementations. System parameters can be adapted
using the menuconfig user interface.

2https://meshtastic.org/
3https://disaster.radio/
4https://github.com/fjrefluxx/DTN7-ESP
5https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-guides/

cplusplus.html
6https://www.freertos.org/Documentation/02-Kernel/02-Kernel-features/

01-Tasks-and-co-routines/00-Tasks-and-coroutines
7https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-reference/

system/log.html
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In accordance with established BP7 implementations, e.g.,
in Rust8 and Python9, we separated the Bundle data structure
from the actual Bundle Protocol implementation as individual
components. All required functionality, like endpoints, bundle
IDs, representation of defined extension blocks, cyclic redun-
dancy checks (CRC), and handling of unknown block types,
is implemented.

1) Bundles: Bundles are the data packets used by the
bundle protocol for communication. Conform to RFC 9171,
bundles and bundle blocks are encoded using Concise Binary
Object Representation (CBOR)10 — specifically, the CBOR
component provided by Espressif11.

2) Bundle Protocol: The Bundle Protocol Agent (BPA)
is the core component on every DTN device. It manages
endpoints, storage components, and tables, for example, of
known network neighbors. The BPA uses and interacts with
a Router, which applies a Convergence Layer Adapter (CLA)
to transmit and receive bundles over the available hardware
interfaces. DTN7-ESP also supports the optional use of a
GNSS12 module with the BPA. This allows the BPA to
acquire a precise time reference, which in turn allows sending
bundles with a bundle age block for improved distinction in
combination with bundle sequence numbers [12].

A. Asynchronous Task Management

DTN7-ESP takes advantage of the ESP32’s dual cores
by utilizing FreeRTOS to define individual, asynchronously
running tasks. In contrast to a sequential routine, which con-
stantly executes different tasks or functions one after another,
concurrently running tasks provide more flexibility and are
executed only when needed.

For example, bundle handling and processing at the BPA
are separated into different tasks. After the reception of a
message at a CLA, it is inserted into the receiving queue13. The
reception task is idle, as long as the queue is empty — now it
is scheduled for execution. The task checks every message to
be a conforming bundle, drops expired bundles or duplicates,
updates the known neighborhood list, and forwards the bundle
either to the node’s endpoint, if it is the intended receiver, or
puts it in the forwarding queue for further transmission.

Similarly, a forward task processes the bundles from the
forwarding queue by selecting the appropriate CLA(s) for
transmission based on the used routing protocol and the bundle
information. Depending on the Router and CLA, the task
may also delete successfully transmitted bundles, reschedule
previously unsuccessfully transmitted bundles, or put them
back into storage.

Other asynchronously running tasks are also used, for exam-
ple, to periodically send node announcements (i.e., advertise

8https://github.com/dtn7/bp7-rs
9https://github.com/teschmitt/py-dtn7/
10https://tools.ietf.org/html/rfc7049
11https://components.espressif.com/components/espressif/cbor/,

based on Intel’s TinyCBOR, https://github.com/intel/tinycbor
12E.g., GPS or Galileo
13Queue sizes can be adapted via menuconfig.

Fig. 1: Structural overview of the main components.

messages) for neighborhood discovery or as a housekeeping
process for the bundle storage.

B. Bundle and Information Storage

With the store-carry-forward mechanism being one of the
key features of DTNs, duplicates of bundles need to be stored
on many DTN nodes. The number of bundles a node optimally
would need to store depends on aspects like the routing
protocol used, the connectivity of the network, or limitations
like bundle lifetime (time-to-live, TTL). Furthermore, DTN
nodes may need to have information available to be used by the
routing protocol, such as the known neighbors in the network
and the ID of known (already received) bundles. Additionally,
bundles themselves can hold valuable information, like the
number of hops or the nodes a packet has already traversed. In
general, more sophisticated routing protocols require more or
different information to make more optimal routing decisions.

Thus, an efficient and accessible bundle and informa-
tion storage is very important — especially for resource-
constrained ESP32 devices. To generally limit memory usage,
entire bundles are either in storage, in a queue, or attached
to a task, but there are never multiple instances of a bundle
at different locations. For the actual implementation of the
bundle and information storage, different aspects influence
efficiency and accessibility. Therefore, DTN7-ESP provides
four different storage type options with individual properties:

1) Object: Bundles and node information are directly
stored in memory in their class representation as objects.
Requires the most space and memory usage cannot be pre-
determined, but objects can be accessed directly.

2) Serialized: Bundles and node objects are serialized for
more efficient memory usage. However, access requires dese-
rialization, which increases overhead and decreases efficiency
with more bundles and nodes.

3) Serialized, Improved Access: Bundle objects are serial-
ized, but information for known nodes and often-checked bun-
dle information is not serialized. Improves access efficiency for
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regularly required information in memory, but memory usage
is harder to predetermine.

4) Flash Storage: Bundles are stored serialized in an
ESP32 flash storage, using Espressif’s library14 for non-
volatile storage and a custom partition table. To optimize
access times by storing bundles in order and allowing sim-
pler overwriting of the oldest bundles with full storage, the
standard key-value pair table is changed towards a ring buffer
behavior. Additional system components may also use the flash
memory, which could reduce the available space for different
deployments. Our prototype is able to utilize up to 3 MB of
onboard flash. Note that flash memory is not available on all
devices.

Regardless of the storage option, the insertion of a new
bundle into full storage triggers the removal of the oldest
bundle. Note that such a bundle is not deleted immediately,
but instead given to the router for terminal processing.

The object storage is pre-allocated and limited by a maxi-
mum allowed number of stored bundles. In contrast, the two
serialized memory options are dynamically limited by the
amount of memory that must stay free for other processes. At
the time of triggering the deletion process for full storage, i.e.,
when receiving an unknown bundle, the exact size of the later
serialized bundle and its additionally retrieved information is
not known. Thus, a heuristic approach is needed to not exceed
the memory limit while still providing enough storage space
for the new bundle. In the end, removing the n oldest bundles
in a batch provides an acceptable tradeoff between guarantee
and computation.

Storage alternatives encompass the use of external storage,
such as SD cards, or the use of ESP32 PSRAM, which are
open for future work.

C. Router

DTN7-ESP provides two basic router implementations, lo-
cated between the BPA and the CLA, respectively. The Broad-
cast Router sends bundles consecutively from the transmit
queue. If the CLA indicates that sending was successful, a
counter in that bundle’s information is incremented, and the
bundle is inserted again at the end of the transmit queue, until
a defined number of retransmissions have been performed.
The Broadcast Router does not provide a peer discovery
mechanism and requires no further information.

The Epidemic Router sends bundles only to those nodes that
may not have received that bundle yet (cf. [24]). This requires
a peer discovery mechanism to detect which nodes are present
in the direct network neighborhood. Our prototype supports
peer discovery with the LoRa CLA in BPoL-compatible mode
(cf. Section III-D). The epidemic router assumes that all
present peers receive a sent bundle. Clearly, this assumption
can be problematic since sending never guarantees recep-
tion, and exchanging acknowledgment messages for increased
delivery reliability would be a better approach in general.

14https://docs.espressif.com/projects/esp-idf/en/stable/esp32/api-reference/
storage/nvs flash.html

However, acknowledgments would also drastically increase the
usage of the heavily limited LoRa channel and, thus, are not
a viable option over LoRa [16].

D. Convergence Layer Adapter (CLA)

Two generic types for Convergence Layer Adapters (CLA),
pull- and push-based, are provided. Pull-based CLAs require
additional tasks to pull received messages to the BPA, while
push-based CLAs actively transfer messages into the BPA’s
receiving queue. A CLA implementation and examples are
provided for each type.

1) LoRa CLA: In our prototype implementation, LoRa
is the main communication technology used. Therefore, the
push-based LoRa CLA serves as the main reference for further
implementation work. The CLA handles the direct interaction
with the LoRa hardware , including transmission and interrupt
handling, using the esp-idf component of RadioLib 15 The
CLA is responsible for adhering to the given limitations and
restrictions, like a set duty cycle, and may restrain or cancel
a transmission if necessary. Specifically for our prototype, the
CLA adheres to the EU duty cycle regulations: these limit
transmission power and sending activity (measured within a
1-hour timeframe), depending on the used frequency band.
For example, between 868.0 MHz and 868.6 MHz, a maximum
power of 25 mW and a duty cycle of ≤ 1% applies [25].

DTN7-ESP aims at interoperability with other LoRa-based
DTN implementations like dtn7zero and BPoL. However,
these two are themselves not compatible — for example,
dtn7zero uses CBOR for message encoding and transmits bun-
dles unaware of its surroundings, while BPoL uses protobuf
and employs a peer discovery mechanism. Therefore, the LoRa
CLA in DTN7-ESP provides a BPoL-compatible (protobuf)
and a non-BPoL (CBOR) mode. In BPoL mode, transmitted
bundles are encoded via protobuf-c16. For the necessary neigh-
borhood discovery, a task is spawned that periodically sends
advertise (ADV) messages. In non-BPoL mode, transmitted
bundles are CBOR-encoded, and neighborhood discovery is
omitted. Nevertheless, the reception of bundles allows in-
teroperability with both: the LoRa CLA checks whether an
incoming bundle is CBOR-encoded or a protobuf message and
parses it accordingly. Dynamically adapting the send mode
depending on peer information may be possible, but it is not
within the scope of the prototype.

2) Serial CLA: As the name implies, the Serial CLA
facilitates communication over the ESP32 serial (hardware)
port. Similar approaches exist in dtn7zero and BPoL, for
example, providing an interface to test message parsing and
processing functions on the device without the need to adhere
to duty cycle restrictions using LoRa. It also allows bundle
communication for other devices that do not have, e.g., LoRa
technology; in that way, the ESP32 can act as a modem.
The Serial CLA serves as an example for a pull-based CLA
implementation.

15https://components.espressif.com/components/jgromes/radiolib
16https://github.com/protobuf-c/protobuf-c; no BPoL-compatible esp-idf

component available.
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IV. EVALUATION

Previous work has evaluated the performance of LoRa-based
DTN communication in disaster scenarios using large-scale
network simulations [15], [16]. In contrast, our evaluation
focuses on the individual DTN nodes and the actual perfor-
mance on hardware. Due to the lack of comparable bundle
protocol implementations running on the same hardware, no
direct comparison is performed. The only option would be
DTN7zero, which has not all the features of DTN7-ESP, and a
performance comparison would mainly measure the significant
performance gap between C++ and microPython (cf. [23]).

Since using and building upon a large stack of built-in
functionality from the ESP32 and LoRa hardware, but also
of FreeRTOS and Espressif software, not everything can be
controlled perfectly. This means that our measurements are,
for example, impacted by sporadically occurring interrupts that
can delay the conclusion of our own running tasks. Similarly,
results are impacted by the measurement process itself, which
introduces some extra workload for measuring and storing data
points. To address some of these common issues when working
with real hardware, we repeated each experiment multiple
times and minimized measurement impact by focusing on
single functions, respectively. All tests were performed using
the LILYGO LoRa32 board, using the basic ESP32 with a
standard CPU frequency of 160 MHz.

A. Storage Options

We test the four different storage options (cf. Section III-B)
by sequentially creating and inserting 150 test bundles into the
storage as part of a BundleInfo object. Each bundle includes a
small random payload of 4 bytes; apart from this, they differ
only in their sequence number, which is incremented for each
bundle. The BundleInfo is extended with information on two
other nodes, representing additional network information.

Figure 2 compares the four options over each bundle
insertion regarding the remaining free heap memory. The

Fig. 2: Free heap memory comparison for the different avail-
able storage type options.

Object storage can hold up to 100 bundles and accompanying
information. As everything is stored in an uncompressed
object representation, this results in the smallest free memory
compared to all storage types. On the other hand, the Serialized
and Serialized Improved storage types require considerably
less memory for storing bundles and information. Serialized
reaches the heap limit of 250 kB after 139 bundles. Ser.
Improved requires a small amount more memory for the non-
serialized information per bundle, and approaches the heap
limit already after 130 bundles. After this point, the amount
of free memory oscillates for both storage types due to the
batch-wise removal of the oldest bundles. Based on memory
utilization, we see a clear benefit of serialization as it facilitates
storing more bundles in general. For the Flash storage, there
is no direct comparison possible, due to the bundles being
stored in the flash memory and not the heap. Nevertheless, a
slight and irregular increase in heap usage with more bundle
insertions is present. Most probably, this stems from the library
we used for accessing the flash memory, as this behavior was
only persistent when using the Flash storage.

Similarly important to memory usage is the required time
to add bundles to storage. Figure 3a depicts the insertion time
for all bundles when the storage is not full and no replacement
operation is necessary. Clearly, the larger memory utilization
from using unserialized Object storage comes with the benefit
of the shortest insertion times, with an average of 0.518 ms.
1% of measurements are outliers, reaching 0.640 ms. Insertions
into Serialized storage require an average of 0.800 ms (0.7%
outliers, max. 1.034 ms); slightly more with 0.815 ms (0.6%
outliers, max. 1.018 ms) for Serialized Improved. For Flash
storage, insertion times are significantly higher compared to
the other options, being a clear disadvantage. Furthermore,
measurements form two clear sets: around 32% of measure-
ments cluster at approximately 9.4 ms, while the remainder
clusters around 3.4 ms.

The large problem of the bundle storage, however, becomes
evident when considering the replacement operation on a full
storage. As shown in Figure 3b, the time delay between trying
to insert a bundle in a full storage, finding the appropriate
bundle(s) to replace, removing them, and finally inserting
the bundle as intended, is excessive. In comparison to the
memory insertion, the entire procedure takes up to 2000 times
longer. Especially for the Serialized and Ser. Improved storage
options, which replace the five oldest bundles instead of just
one to keep their set heap usage limit, the entire process
exceeds 6 seconds until completion. Although not stalling the
entire device due to its definition as an asynchronous task, the
performance of the device still degrades. Clearly, the utilized
standard data structure in the ESP32’s memory for the bundle
storage does not provide a suitable performance for searching
and replacing specific bundles.

Utilizing a data structure similar to the Flash storage could
be a more suitable solution. With the ring buffer-like approach,
the replacement time is only around a factor of 60 increased
compared to the simple insertion time. However, since working
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(a) Time (in milliseconds) to insert a new bundle into storage.
Mind the logarithmic scale.

(b) Time (in seconds) to find and replace the oldest bundle in
a full storage with a new one. Mind the logarithmic scale.

Fig. 3: The time to insert bundles differs for the various storage options. A significant difference arises between a vacant
storage (left) and a filled storage (right), due to the required workload for searching and deleting the oldest bundles.

in the ESP32 memory is more restrictive than on a distinct
partition in flash memory, this is left open for future work.
Note that this problem is not as severe within our current
LoRa-based prototype as it would be for deployments with
other communication technologies due to the low throughput
of LoRa in general. Furthermore, the rather large heap usage
limit of 250 kB used in the evaluation setup was set to achieve
a comparable number of bundles to the object representation.
A more realistic limit would be much smaller, resulting in a
considerably increased number of possibly stored messages,
which would lessen this problem.

B. Bundle Transmission via LoRa

We analyze the execution time of the send operation called
by the BPA, which depends on the utilized router and the CLA
before reaching the LoRa chip for transmission and returning.

First, we look into the specific time difference between
non-BPoL and BPoL-compatible mode of the LoRa CLA.
We measure the time to encode and send a given test
bundle of fixed size until the LoRa hardware completes
sending it. The non-BPoL compatible mode using CBOR
for packet encoding requires 161.8 ms (std:± 27µs) in total,
while the BPoL-compatible mode using protobuf requires
208.0 ms (std:± 108µs), an increase by 28%. However, the
LoRa packets differ by 30 bytes due to the different encoding.
Calculating the LoRa time-on-air for the encoded test bundle
— approx. 143.62 ms and 184.58 ms —, we deduce an increase
of 5.24 ms for protobuf encoding in our setup.

Next, we analyze the execution time for send operations as
seen from the different routers. Note that this does not include
the previously measured time, because the send operation
call on the router returns when issuing the message for
sending is successful, and the duty cycle is not checked for
testing purposes. Figure 4 compares the execution time from
call to termination of the send operation for the broadcast

Fig. 4: Execution time for consecutive send operation calls at
SF7 with different intervals. Due to LoRa’s long time-
on-air, a small interval quickly saturates the hardware.

(non-BPoL-compatible) and the epidemic (BPoL-compatible)
router, respectively. To put further stress on the system, we
employ a fixed interval ∆ ∈ {5 ms, 50 ms, 500 ms, 1 s} at
which the operation is called consecutively to send a test
bundle. All results were obtained using the LoRa CLA with a
spreading factor of 7 and the Flash memory option.

For both routers, the call intervals of 500 ms and 1 s do not
pose a challenge. With an average execution time of 2.5 ms,
no queues are filling up and the bundles are directly issued
to the hardware. With shorter intervals, however, this changes
after a few operation calls. There is a significant increase in
the execution time with the 23rd call for ∆ = 5 ms and the
29th/30th call for ∆ = 50 ms, respectively. At this point, the
LoRa hardware is still occupied with sending the previous
bundle, and the execution routine waits. Due to the different
encoding, the Epidemic Router requires more time to send the
larger bundles; thus, saturated execution times are generally
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Fig. 5: Storage behavior in different network scenarios using
SF7 and the Epidemic Router.

larger compared to the Broadcast Router.
Before the saturated state, a small increase to around 10 ms

per call is seen for ∆ = 5 ms. A similar increase also exists for
both 5 ms and 50 ms at the 47th call for the Broadcast Router.
For the Epidemic Router, however, the execution time is less
stable, alternating between two values, but within the same
range as the increase for the Broadcast Router. This hints at
some accumulating delays, possibly due to consecutive flash
memory access or due to many waiting processes.

Furthermore, the flash memory can impact the execution
time significantly when it interrupts or delays the operation.
Such an interrupt can be seen for both routers in Figure 4,
happening for ∆ = 5 ms and ∆ = 50 ms at the same operation
call, respectively. In the end, we cannot determine the cause
of these phenomena with absolute certainty. Nevertheless, it
is only occurring with numerous consecutive calls happening
much faster than a regular LoRa communication channel
would be used.

C. Bundle Storage Behavior

With the Epidemic Router, messages are held in storage un-
til they can be forwarded to other nodes that have not received
them. To showcase this behavior, we created four different
network scenarios. These encompass the sender being (1) an
isolated node (no network neighbors), (2+3) the reception of
an ADV message during transmission at two different times (a
network neighbor moves into contact range), and (4) receiving
the ADV before starting transmission (a network neighbor is
already present). 50 test bundles were created and stored, the
transmission process was executed ten times, and the sending
queue was set to contain 5 bundles, as depicted in Figure 5.

For the isolated node, no ADV messages are received during
the transmission. Thus, the sending of each test bundle is not
deemed successful, and they are re-inserted piece-wise into the
bundle storage. In the other scenarios, the bundles are marked
as successfully sent after having received the ADV message.

Fig. 6: Time delay from sending a bundle to its acknowl-
edgment reception. Different combinations of routers,
spreading factors, and network hops.

For scenarios two and three, this is visible at the point where
the re-insertion of bundles stops. For the fourth scenario, no
re-insertion is performed, and the storage drains completely
within the transmission process. Overall, this showcases that
the interaction between the router, the sending queue, and the
storage performs as expected.

D. LoRa Performance

Finally, we evaluate the LoRa communication performance
within a 1-hop and a 2-hop scenario, comparing Broadcast
(Non-BPoL) and Epidemic (BPoL) Router with spreading
factor 7 and 10, respectively. 50 test bundles are sent out by
a dedicated sender node and acknowledged (ACK bundle) by
either the second (1-hop) or the third (2-hop) node.

Figure 6 measures the performance as the time delay
between sending a bundle and receiving its ACK on the BPA.
Thus, bundles must traverse the entire stack.

The differences between spreading factors 7 and 10 are
as expected, and highlight the significant difference in the
time communication requires with the choice of the spreading
factor. Notably, the difference in delay between one and two
hops is larger for the Epidemic Router, resulting in a longer
2-hop delay despite a shorter delay in the 1-hop scenario.
Overall, the measured reception delays are very stable, with
the Broadcast Router being the most unstable with a standard
deviation of approximately 37 ms.

However, not all LoRa packets are sent or received suc-
cessfully, e.g., due to interference on the physical layer.
With the Epidemic Router (SF7, 1 hop), two bundles are
re-transmitted at a later time, leading to a significant delay
outlier measured at the BPA — around 340 seconds with
multiple attempts. Nevertheless, communication is successful
eventually, in contrast to the Broadcast Router, where one
bundle was completely lost.
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E. Discussion

Functionality analysis on real hardware is challenging and
not always as clear or definitive as with simulations. Further-
more, our focus on actual hardware performance and testing
of individual functionality differs from the typical large-scale
network analysis for DTNs. Nonetheless, the evaluation of our
prototype provides important insights and problems, which
must be addressed for the important step of implementing
theoretical approaches into practice. DTN7-ESP, as a native
ESP32 implementation, works stably and reliably, providing
similar and comparable results between multiple test repe-
titions. In addition, we discussed different possibilities for
implementing the bundle storage or routing protocols. Since
the used hardware still has significant memory capacities left,
more sophisticated implementations are possible.

V. CONCLUSION

This paper presents DTN7-ESP, a native ESP-IDF imple-
mentation of the Bundle Protocol 7. We discussed the general
structure and components of DTN7-ESP, interoperability with
established work, as well as different implementation options.
The prototypical implementation is extensively evaluated on
LoRa-capable ESP32 devices with a focus on the performance
of the individual hardware and software implementation. In
conclusion, the results highlight the capability of DTN7-ESP
to provide the necessary software to allow standalone DTN
relay nodes based on the ESP32 microcontroller. Our work
allows substituting more expensive and less power-efficient
devices like Raspberry Pis for the same task. This allows more
accessible and scalable communication solutions for areas
without proper communication infrastructure, like disaster-
stricken areas, where communication is key for effective
disaster relief.

Future work encompasses the extension of DTN7-ESP to
different versions of the ESP32 microcontroller and the inclu-
sion of other communication technologies like WiFi. Since our
evaluation shows that the used hardware is not at its capacity,
more complex and sophisticated DTN routing protocols are
also a viable next step. The prototypical implementation was
tested and evaluated only under lab conditions with up to
five devices, which necessitates a more extensive network
under different realistic environments. Nevertheless, DTN7-
ESP closes the gap between DTN solutions only available in
simulations and the lack of efficient, real-world implementa-
tions working on actual hardware.
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[14] J. Höchst, L. Baumgärtner, F. Kuntke et al., “LoRa-Based Device-To-
Device Smartphone Communication for Crisis Scenarios,” in Intl. Conf.
on Information Systems for Crisis Response and Management, 2020.
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