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Abstract—The use of redundant data transmission for critical
applications is gaining increasing traction because it increases
reliability and timing stability. However, it also allows novel meth-
ods to detect anomalies specific to such redundant transmissions,
but these concepts have not been explored so far. Therefore, we
present and implement RCAND (Redundant Channel ANomaly
Detection), the first approach to detect anomalies in redundant
transmissions on multiple channels. We evaluate RCAND in a
series of lab experiments, in which we first quantify measurement
precision and component delays, and subsequently demonstrate
the anomaly detection capabilities of RCAND, including the
detection of a machine-in-the-middle (MITM) attack.

Index Terms—RCAND, Redundant Channel, Resiliency, Net-
work Anomaly Detection, DetNet.

I. INTRODUCTION

Systems with high availability requirements and timing
constraints are omnipresent in, e.g., industrial control networks
or networks for critical infrastructure, such as railway or in-
formation and communications technology (ICT). Historically,
these needs were met by application-specific networks with
limited scale and connectivity. Over the past decades, however,
standardized IP networks have seen adoption instead, in part
due to increased scalability, interoperability, and support for
more complex interactions within the systems [1]-[3].

However, outages and disruptions of individual components
can have a larger impact on overall system availability and
timing with increasing connectivity and network size in these
best-effort IP networks. One option to increase reliability and
timeliness is to use self-owned, high-availability networks and
redundant transmissions over independent channels [4]. This is
the case in European railway communication systems, which
utilize two independent paths in a dedicated network via the
specialized transport protocol Railway Safe Transport Appli-
cation (RaSTA) [5]. This approach is not limited to railway
communication, as, e.g., RFC 8655 also proposes the use of
redundant transmissions to increase reliability for other appli-
cation domains with Deterministic Networking (DetNet) [6].

Nevertheless, redundant transmission of the same data
across multiple channels also enables novel, currently unex-
plored methods for anomaly detection by comparing these
transmissions. Features for such a comparison go beyond
the content of the packets, including per-channel packet loss
and timing. Utilizing this additional information, we propose
Redundant Channel ANomaly Detection (RCAND) as a novel
approach to anomaly detection for redundant data transmis-
sions. Our solution is built upon the observation of redundant

traffic and increases security and resilience in critical systems.
RCAND requires precise capture timestamps and predictable
latencies in the network, which are realistically achievable in
safety-related and control networks.

Contributions. We make the following key contributions:

1) We propose a novel concept of using information from
redundant data transmissions for redundancy-specific
anomaly detection.

2) We survey two real-world systems for redundant trans-
missions in I[P networks and show how this information
is obtainable.

3) We design and present RCAND, our approach to
redundant-channel anomaly detection.

4) We evaluate an implementation of RCAND in a range
of experiments examining time-measurement precision,
characterizing the impact of different components on the
redundant channels, and demonstrating the feasibility of
RCAND for anomaly detection.

The remainder of this work is structured as follows. Sec-
tion II gives an overview of related approaches for anomaly de-
tection, focusing on existing time-based approaches and multi-
path settings. Section III examines two real-world approaches
using redundant transmission: (i) RaSTA as an application-spe-
cific system for railway signaling networks, and (ii) DetNet as
a generic system. We formulate prerequisites on the network
and transmission for our approach for anomaly detection
on redundant channels in Section IV. We then describe our
anomaly detection system, RCAND, in detail in Section V.
In Section VI, we evaluate RCAND through extensive lab
experiments, demonstrating both its feasibility and its potential
for anomaly detection. Section VII concludes the paper.

II. RELATED WORK

Anomaly detection in computer networks has received sig-
nificant attention in both academia and industry [7]-[10]. One
main purpose is to detect attacks as an intrusion detection
system (IDS). Different approaches to the problem range from
rule-based methods (e.g., [11]) to statistical methods (e.g.,
[12], [13]) to Machine Learning (ML) and Al (e.g., [14]),
using different levels of extracted features or aggregates at
packet- or flow-level.

Timing Information for Anomaly Detection. Time-based
features are mainly used for ordering [15] or to infer ag-
gregated features such as rates [16]. However, some works
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focus on a more central use of time-based features. E.g.,
Mirsky et al. use active latency probing via ICMP ping to
map the network and detect attacks and topology changes [17].
Later, this concept was applied to railway networks to detect
attacks [18]. Salahuddin et al. use extended time windows
and an autoencoder for distributed denial-of-service (DDoS)
detection [19].

Multipath Settings. Some approaches perform anomaly de-
tection in multipath traffic. In contrast to redundant transmis-
sions, multipath traffic is distributed via different paths without
duplication. Ma et al. [20] and Afzahl et al. [21] propose
methods to detect distributed or partial signatures in Multipath
TCP (MP-TCP) streams. Cao et al. use empirical mode
decomposition (EMD) to detect attacks in such traffic [22].
Lei et al. combine EMD with LSTMs for anomaly detection
in secure multipath QUIC [23].

However, no work has specifically addressed anomaly detec-
tion for redundant transmissions, and timing and delay infor-
mation have been underutilized for anomaly detection due to
the variability of latencies in shared networks [24]. Dedicated,
controlled networks, however, enable more stable latencies,
in turn allowing this information to be used. In contrast, we
present a mechanism to leverage additional information from
redundant data transmissions for advanced anomaly detection.

III. REDUNDANT TRANSMISSIONS IN THE WILD

In this section, we showcase two existing systems that
utilize redundant data transmissions in IP networks in order
to identify properties that enable our anomaly detection ap-
proach: (i) the Railway Safe Transport Application (RaSTA)
protocol [5], an application-specific protocol for communi-
cation in railway signaling networks, and (ii) Deterministic
Networking (DetNet), a generic system for redundant data
transmission that can be implemented transparently for end
hosts.

A. Rail Safe Transport Application (RaSTA)

Safety is an imperative requirement in railway systems,
focusing on high reliability of all components and their
immediate return to a fail-safe state whenever control or
communication is disrupted. This trend continues with the shift
to digital communication between the interlocking and field
elements, i.e., points, light signals, or occupancy detection. A
specialized transport protocol, RaSTA [5], is being deployed
as part of the European railway initiative EULYNX.' RaSTA
runs on top of UDP and is comprised of two sub-layers: the
safety layer provides features like ordering, re-transmissions,
and channel monitoring, while the redundancy layer mainly
provides mechanisms for packet duplication and deduplication.
Each RaSTA packet includes a sequence number and addi-
tional source and destination identifiers. Redundancy at the
physical layer is achieved by a ring architecture, connecting
each field element to the interlocking via two paths [25].

Thttps://eulynx.eu/

B. Deterministic Networking (DetNet)

Redundant packet transmission is also applied to other
real-time applications that require extremely low packet loss
and timely data delivery, e.g., in industrial control applica-
tions. DetNet [6] operates at the IP layer, optionally utilizing
TSN or MPLS. DetNet aims to increase the delivery ratio,
limit delay variation, and provide time bounds. To that end,
DetNet suggests using resource reservations, explicit paths,
and packet duplication. The latter can be implemented using
Packet Replication Functions (PRFs) to duplicate packets and
Packet Elimination Functions (PEFs) to deduplicate them.
DetNet requires flow identification and sequence numbers in
order for the functions to work correctly. To address potential
reordering caused by packet duplication and deduplication, a
Packet Ordering Function (POF) is proposed to reorder packets
within a flow. These functions can be placed independently or
colocated within network nodes, and their operation remains
transparent to end hosts.

IV. PREREQUISITES

RaSTA and DetNet, provide replicated data transfers and
operate on largely dedicated networks. We use these systems
as examples for safety- and timing-critical systems to design
our anomaly detection system and derive available informa-
tion.

Broadly, we define an anomaly to be the result of a change
to the underlying network. These changes can be malicious,
e.g., machine-in-the-middle (MITM) attacks, due to failures
of, e.g., network components, changes in routing, etc. We
identify three kinds of anomalies specific to redundant data
flows across different channels, which our solution aims to
detect:

1) the contents of duplicate packets differ,
2) the per-channel packet loss is anomalous, or
3) the delay between the two channels is anomalous.

Our proposed solution compares duplicate traffic and its
timing metadata across multiple channels. In order to match
and compare redundant packets, a number of features must
remain derivable from the observed traffic, including: (i) chan-
nel identification, e.g., the name of the capturing interface,
(i1) flow identification, (iii) information to match the packet
pairs, e.g., sequence numbers, and (iv) accurate per-packet
capture timestamps.2

To allow the comparison of packet contents, we assume the
payload of the redundant transmissions to be byte-comparable.
We do not require the timestamping mechanisms for the two
channels to be synchronized, but they must provide stable,
monotonic timestamps of sufficient accuracy.

The placement of our solution assumes that the observation
happens where the redundant transmissions merge, i.e., where
deduplication happens. Our approach can also be adapted to
work with distributed observation points with some limitations.

2We expand on the topic of timestamp resolution and accuracy in our
experiments.
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Fig. 1: System overview of RCAND and its components.

V. REDUNDANT CHANNEL ANOMALY DETECTION

In this section, we describe the design of Redundant Chan-
nel ANomaly Detection (RCAND), our approach to detect
anomalies in redundant data transfers. We first give a brief
overview of the main system components and the handling of
incoming packets, and then describe them in detail.

RCAND consists of four main components (cf. Figure 1):
(1) the Packet Pre-Processor to extract necessary features
from incoming packets, (ii) the Flow Registry to store un-
matched packets and per-flow channel information, including
(iii) the Statistics Modules to calculate channel information,
and (iv) the Timeout Registry to keep track of unmatched
packets and detect packet loss.

A. Packet Pre-Processing

Before being processed by the main RCAND logic, packets
pass through a pre-processor. The main goal of the packet
pre-processor is to extract required information from captured
traffic into a uniform and condensed format. The following
information is extracted: (i) the capture timestamp of the
packet, (ii) information for channel identification, (iii) a flow
key to identify individual flows, (iv) a packet sequence number
to identify packets within a flow, and (v) a content fingerprint.

Capture Timestamp. To limit the impact of processing time
on the precision of the delay calculation, the capture timestamp
of the captured packet must be set as early as possible.
Preferably, the capturing method at packet ingress sets this
field immediately. Depending on the network interface cards
(NICs), this can be achieved, e.g., through the hardware
timestamping option in libpcap.

Channel Identification. The channel identifier distinguishes
the path on which the packet is observed. Depending on the
capturing method, it can be derived from, e.g., the capturing
interface, the capturing node in case of distributed captures,
or tunneling information in the case of DetNet.

Flow Identification. The flow key describes the unidirectional
connection of two end systems and is identical between the
redundant paths. For RaSTA, the flow key can be computed as

a hash of the RaSTA source and destination fields. For DetNet,
the flow key is either directly provided in the packet header
as a flow ID or can be computed as a hash of the tuple that
identifies the tunneled end-to-end flow.

Sequence Numbers. Packet sequence numbers and flow keys
can be used to match redundant packets, as they uniquely iden-
tify the duplicated packet. Both RaSTA and DetNet contain
sequence numbers directly.

Content Fingerprinting. The content fingerprint reflects the
packet payload, which is identical between the redundant
transmissions. The fingerprint can be computed as a hash of
the payload or extracted from the packet if a similar field is
already present and populated correctly.

B. Flow and Packet Lookup

RCAND stores information to find matching packet pairs
per end-to-end flow in a Flow Registry. Using the flow key
as the identifier, the registry stores (i) a Packet Buffer for
unmatched packets, and (ii) flow statistics via a Statistics
Module for each flow. The Packet Buffer stores an entry
for each unmatched packet, consisting of the timestamp,
the channel identifier, and the content fingerprint, with the
sequence number as the unique identifier.

Algorithm 1 shows the handling of an incoming packet in
the Flow Registry. First, we use the flow key to look up the
corresponding flow container, which we create for new flows.
We then query the Packet Buffer for a packet with equal
sequence number. If no packet is found, a new entry is added
to the Packet Buffer. In case a matching packet entry exists, it
is compared to the new packet’s extracted information. If the
captured packet and the existing entry are from different chan-
nels and their content fingerprints match, we compute the inter-
channel delay and compare it to the expected inter-channel
delay of that flow, before deregistering the packet entry from
the flow’s packet buffer. Mismatched content fingerprints and
other anomalous detections are reported.

C. Flow Statistics and Anomaly Detection

As the latency of a channel and, respectively, the inter-
channel delay heavily depend on the network and paths, it is
difficult to define static thresholds to detect anomalous delays.
Instead, RCAND computes and stores timing information per
flow dynamically.

These statistics, which are mainly the estimated inter-
channel delay and its variation per flow, can then be used
to check whether the delay difference for an observed packet
pair is within expectations or an outlier.

However, storing the full delay history for many high-
throughput or long-lived flows and computing the statistics
on them is not feasible. As such, we consider three alternative
approaches to track delay information and compute dynamic
thresholds: (i) limiting the computation of flow statistics to the
first n packets, (ii) using a sliding window-based mechanism
over the k most recent packets, or (iii) using mechanisms for
streaming statistics. These alternatives come with tradeoffs and
each encode different expectations on the network:
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Initial-packet Seeding. Using the first packets per flow to
estimate the delay difference between channels encodes the
expectation that paths and latencies remain constant over
the entire lifetime of a flow. It requires fixed storage and
computation per flow, is straightforward, and does not require
additional computations after the initial estimation. While this
method prevents manipulation of the estimation by malicious
actors after the initial phase, it conversely cannot adapt to
benign changes, such as clock drifts. Lastly, the certainty of
the statistics does not increase with subsequent observations.

Sliding Windows. Using sliding windows allows to correct
incorrect timing estimates and to adapt to changes in the
network. It, too, requires a known and fixed budget of storage
and computation per flow. However, the adaptation mechanism
enables malicious actors to gradually influence estimates.

Streaming Statistics. Using streaming statistics like the
Welford algorithm [26] to compute the expected value and
error band offers a tradeoff between availability of statistics,
adaptability, and cost. It enables early use of the statistics
with increasing certainty and adaptation to changes with low
computational and storage overhead. While the adaptation
still theoretically permits maliciously induced drifts in the
estimates, the effort required increases with the number of
observations used. For these reasons, RCAND uses streaming
statistics to compute flow statistics by default.

RCAND includes outliers in its estimation to ensure correct
estimation of the inter-channel delay and its variance. While
this theoretically allows a malicious actor to influence the
estimator, the exclusion causes the estimator to underestimate
the true variance. Secondly, the inclusion of outliers allows
the system to reconcile previous erroneous estimations and to
adapt to potential fluctuations, such as clock drift.

Algorithm 1 Flow Lookup and Packet Handling

1: procedure REGISTERPACKET(¢s, ch, fk, sn,dk)
2: F + GETORCREATEFLOWREGlSTRYENTRY(fk:)
3 E < GETPACKETENTRY(F), sn)
4: if £ = () then
5: REGISTER(F), sn, ts, ch, dk)
6: else
7 if £.ch = ch then
8: REPORTDUPLICATE(FE, ts, dk)
9: else if F.dk # dk then
10: REPORTINCONSISTENCY(F, ch, ts, dk)
11: else
12: d < COMPUTEDIFF(F, ch,ts)
13: S <« F.statistics
14: if ISDIFFINMARGIN(S, d) then
15: ADDTIMEDIFF(S, d, ts)
16: else
17: REPORTTIMINGANOMALY(F, ts)
18: ADDTIMEDIFFOUTLIER(S, d, ts)
19: end if
20: DEREGISTER(F, E)
21: end if
22: end if

23: end procedure

D. Handling Missing Packets

One main goal of redundant transmissions is to increase
transmission reliability. However, packet loss on a single path
is still as likely as it is without redundancy. Missing packets
can qualify as anomalies depending on the network and
frequency. We, thus, design RCAND to also detect and report
missing packets. Detecting the absence of packets, however,
is challenging as a packet may also be delayed. To classify
single-channel packet loss, RCAND uses a timeout registry.

Each packet without a previously observed matching dupli-
cate causes an entry to be added to the timeout registry. In case
RCAND subsequently observes a matching packet on the other
channel during the timeout period, the timeout is deregistered
and the packet is handled as usual. If no matching packet is
received during the timeout period, the packet is reported as
lost for the respective channel. Choosing the correct timeout
value is non-trivial: setting the timeout too low marks delayed
packets as lost, whereas setting the timeout too high can cause
later packets to be wrongfully identified as matching duplicate
packets, depending on the sending rate and sequence number
space. For this reason, RCAND calculates the timeouts per
flow using the estimated inter-channel delay and its variation,
similar to the timeout computation used in TCP [27].

E. Anomaly Detection and False Positives

By default, RCAND reports all outliers and missing packets
as anomaly candidates. As with any anomaly detection system,
not all reports are true positives. Aggregating outliers before
reporting them as anomalies, e.g., using a packet- or time-
based window, can decrease the false-positive rate but may
increase the delay and the false-negative rate. Applying a
sliding window over the stream of anomalous/non-anomalous
packets to derive an anomalous packet rate allows an operator
to define threshold-based alerts.

VI. EVALUATION

In this section, we evaluate RCAND through a series of
lab experiments. First, we introduce the measurement setup
and methodology, followed by an analysis of the measurement
precision. Next, we examine the inter-channel delay of a
baseline setup with DetNet duplication logic in place, followed
by an analysis of inter-channel delays across different static
scenarios using various components to forward traffic. The
final part of this section focuses on dynamic scenarios with
changes to the network, and the assessment of the detection
capabilities of RCAND.

A. General Experiment Setup

For all experiments, we use a lab setup with three to
five physical workstations. Each workstation runs Ubuntu
24.04 on a Ryzen Threadripper Pro 5955WX with 128 GB of
memory. The workstations are equipped with multiple physical
10 Gbit/s network interfaces: (i) for (de-)duplication and
capturing we use Intel X550 Network Interface Cards (NICs),
which have two 10 Gbit/s interfaces each and offer adapter
time-stamping, (ii) for application traffic, and (iii) experiment
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Dupl
[ AppO H Dup0 ﬂ +C';p H Appl ]

(d) DetNet duplication and deduplication with a forwarding work-
station on one channel (experiment 4).

Fig. 2: Setups for the different experiments. Dup marks DetNet duplication/deduplication workstations. Fwd marks workstations
forwarding traffic as-is. Cap marks workstations capturing traffic.

orchestration we use two different network interfaces of the
mainboard. We use the FS $5850-24XMG switch for experi-
ments that require a switch. (De-)duplication is done according
to the DetNet [6] specification using a custom C program:
for duplication, the program injects sequence numbers into
incoming packets before sending the IP-tunneled packets on
two outgoing interfaces via liburing. The deduplication
side decapsulates the packet, checks the sequence number, and
forwards it. For reproducibility, we capture traffic once using
tshark with unsynchronized adapter timestamps and process
it afterwards using RCAND. However, it is also possible
to employ the mechanisms of RCAND on live data. We
store the captures in PCAPNG format with integer nanosecond
resolution for timestamps.?

For statistical significance, we repeat all experiments five
times. If not specified otherwise, we generate traffic with
iperf3 at a rate of 250 Mbit/s, which results in a packet
rate of roughly 25,000 pps.

B. Capture Timestamp Precision and Accuracy

To put the following measurements into perspective, we
first assess the precision and noise of the measurement en-
vironment to timestamp and capture incoming traffic with
libpcap and adapter timestamping. We generate broadcast
traffic with trafgen and use a switch to duplicate it to
multiple interfaces. The two interfaces of the NIC of the
capturing workstation are connected to the switch by two
cables, and the traffic for each interface is captured. Figure 2a
summarizes the experiment setup.

Switches typically handle packet forwarding in their switch-
ing ASIC, which results in stable processing delay. We
exploit this, along with the implicit packet duplication in
broadcast forwarding, to generate duplicated packets with low

3We make our captures available at https://doi.org/10.5281/zenodo.
21626674.

inter-channel jitter. Since we use the unsynchronized adapter
timestamp option of libpcap, timestamps are generated as
hardware timestamps at packet ingress on the Intel X550 NICs.

Our first experiment tests whether these timestamps are of
sufficiently high precision to detect changes to per-channel
latencies in realistic scenarios. Our measurements confirm this
hypothesis. Across all runs, each with approximately 6 million
packet pairs, we observe consistent inter-channel delay, mea-
suring a mean inter-channel delay of 16.28 us with a 99 percent
interval range of 0.04 ps. Since the timestamps of the different
interfaces are not synchronized, the computed inter-channel
delay includes a static offset.* As noted in Section IV, this
does not interfere with our detection methodology. Figure 3
shows the density distribution of the inter-channel delay across
five runs.

Run

[ R S

16.24 16.26 16.28 16.30
Inter-Channel Delay [us]

16.22 16.32

Fig. 3: Reference measurement using broadcast traffic and a
switch to duplicate the packets (experiment 1).

C. DetNet Duplication Inter-Channel Delay and Jitter

To examine the inter-channel delay introduced by the repli-
cation and encapsulation of packets through our implementa-
tion of DetNet and whether capturing or timestamping suffer

4Note that eventual drift between the clocks is handled by RCAND’s self-
adjusting streaming statistics.
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Fig. 4: Inter-channel delay distribution for different data rates
with duplication via DetNet packet replication (experiment 2).
The density shows the aggregated density per data rate with
the shaded area showing the standard deviation between runs.

at higher data rates, we use a setup with four workstations
as depicted in Figure 2b. The workstations AppO and Appl
serve as an iperf3 client and server, respectively. They are
connected to each other via two workstations, Dup0 and Dupl,
which are connected via two links and run our DetNet dupli-
cation/deduplication application. In addition, Dupl captures
the redundant traffic. The target data rate of the iperf3 client
varies between 100 Mbit/s and 1,000 Mbit/s with a resulting
packet rate between roughly 10 kpps and 100 kpps.

Figure 4 shows the density distribution of the inter-channel
delay for different data rates. We aggregate the density across
the runs and use the standard deviation to show the error bands.
We observe only minor variations across the different data
rates: The experiments at a data rate of 1,000 Mbit/s show
slightly lower average inter-channel delays and a narrower
spread compared to the other experiments.

For the following experiments, we use a target data rate of
250 Mbit /s (25 kpps), as capturing at this rate with tshark
proved more reliable. Nevertheless, the results of this experi-
ment indicate that RCAND can be used at higher data without
decreasing measurement accuracy.

D. Inter-Channel Delay and Jitter in Static Scenarios

Elements on the network path impact the packet delay.
While the selection and combination of network elements
can arbitrarily affect delay and jitter, this section examines
the inter-channel delay across selected scenarios to provide
insights on the impact of specific elements. In the following,
we analyze the impact on the inter-channel delay of common
network elements, namely a switch and a forwarding worksta-
tion, and a composition of them through a MITM setup.

For experiment 3, we add a network switch on one channel
as shown in Figure 2c. Adding the switch increases the average
delay slightly, with little impact on the spread (cf. Figure 5).

For experiment 4, we add a workstation on one channel
between the two DetNet nodes to forward traffic. The for-
warding workstation significantly increases the inter-channel
delay from 19.10 ps to 65.86 ps on average, and the 99-percent
interval range increases from 2.72 ps to 64.98 us compared to
DetNet without forwarding.

For experiment 5, we simulate a MITM attack on one of
the DetNet channels via a workstation connected to the switch
as in experiment 3. The workstation performs ARP spoofing
to redirect traffic through itself. The ARP spoofing is done via
the arpspoof command of Dug Song’s dsniff package’.
The added delay mirrors that of the forwarding workstation in
experiment 4 (cf. Figure 5), albeit slightly shifted due to the
additional switch, which is passed twice in this setup.

The overall results indicate that the inter-channel delay and
jitter depend on the specific network elements on the path.
Forwarding on a workstation, in particular, adds significant
delay and spread to the inter-channel delay. The results of
the MITM attack of experiment 5 also highlight that the
effects of different components on the channel can stack,
while individual characteristics remain. Table I summarizes
the results of the different static experiments.

E. Anomaly Detection

We previously examined static network settings and the
delays introduced through them. Our experiments show that,
e.g., forwarding traffic via an additional workstation, as is the
case in MITM attacks, adds measurable delay. We now move
to dynamic scenarios, in which the network changes after a
set period of time — recall (cf. Section IV) our definition of
an anomaly as a change in the network — and examine the
feasibility of RCAND to detect these anomalies.

Z-Score Threshold. To classify unusual inter-channel delays,
RCAND calculates the difference between a new measurement
and the computed mean per-flow inter-channel delay, and
checks whether this difference lies within a multiple of the
previously observed standard deviation. This factor can be
adjusted to control the threshold for anomaly classification
and, thus, the sensitivity of RCAND. A higher factor causes
the false-positive rate to decrease, whereas a lower factor
increases sensitivity.

Setting this parameter ultimately depends on the network,
but we explore different thresholds and their impacts on our
earlier static experiments. Figure 6 shows the outlier ratio
for the different static experiments in relation to the the Z-
score threshold, i.e., by how many standard deviations a data
point deviates from the mean. We average the outlier ratio
across the five runs, with the shading indicating the standard
deviation across runs. Recall how in these static scenarios
the network remains unchanged throughout the experiments.
Thus, no outliers are expected, and all detected outliers can
be considered false positives.

Changepoint Detection Parameters. RCAND reports all
outliers and missing packets (cf. Section V-E), which can then
be filtered via a sliding window and threshold mechanism to
produce alerts. For the following experiments, we implement
this mechanism on top of RCAND to show that even this
simple solution allows the detection of changepoints. We
set the Z-Score threshold to 3 and use a window size of
1,000 pkts.

Shttps://www.monkey.org/~dugsong/dsniff/
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Fig. 5: Distribution of the delay between the redundant channels for the static experiments. The density is aggregated across
runs, and the error bar shows the standard deviation across runs.

TABLE I: Inter-Channel Delay of static experiments. The statistics are aggregated with the standard deviation as the error

between five runs.

Experiment Avg [us] Std [ps] PO5 [us] Median [us] P95 [us] Plgg [us]
Exp.1 Switch Dup 16.28 0.01 16.27 16.28 16.29 0.04
Exp.2 DetNet 19.10 £0.12 0.39 £0.17 18.81 £0.04 19.03 £0.14 19.63 £ 0.17 2.72+2.23
Exp.3 DetNet (Switch) 23.27 £ 0.08 0.50 +0.33 23.03 £ 0.01 23.19 £ 0.03 23.70 £ 0.23 1.87 £ 0.55
Exp.4 DetNet (Fwd) 65.86 + 0.37 17.72 £0.31 37.93 £ 0.32 65.60 £+ 0.57 93.17 £+ 0.59 64.98 £+ 0.50
Exp.5 DetNet (MITM) 78.20 4+ 0.96 16.90 £ 0.69 48.13 +£1.43 79.09+1.36  102.55 4+ 0.52 62.24 + 0.50
100 red. The outlier density per sliding window is shown as a
' Experiment heatmap over the same time series below the plot. As the
2075 — Exp.1 Switch Dup inter-channel delay rises the outlier density rises with it, which
< .
o Exp.2 DetNet is detected and reported. A longer delay before the change,
g 050 Exp.3 DetNet (Switch) i.e., more samples used for computation of the inter-channel
8 0.25 Exp.4 DetNet (Fwd) delay statistics, causes RCAND to be better trained on the

Exp.5 DetNet (MITM)
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Z-Score Threshold

10

Fig. 6: Ratio of outliers per Z-Score threshold for different
static experiments.

Dynamic Scenarios. To examine RCAND’s anomaly detec-
tion potential, we implement scenarios in which the network
changes during the experiment by adding a MITM proxy to
one of the redundant channels. These experiments correspond
to real threats in which an attacker inserts themselves into a
path in the network.®

Experiment 6 showcases a dynamic MITM scenario. We use
the same setup of a switch on one channel (cf. Figure 2c) but
repeat the experiment multiple times, adding the MITM proxy
at different points in time, ranging from 15s to 120s of the
total duration of 240s per run.

Figure 7 shows the inter-channel delay between packet
pairs around the time the network configuration changes, at
60s and 120s, respectively.” Anomalous packets, i.e., those
with inter-channel delays of |Z-Score| > 3, are marked in

More sophisticated MITM can also be detected, as even optimized devices,
such as switches, measurably affect the inter-channel delay (cf. Figure 5).

"Note that the change in delay is slightly delayed due to the orchestration
setup by which the workstations are controlled.

usual network configuration, and to be more resilient to the
malicious change (cf. Figure 7b compared to Figure 7a).

Detection Performance. While these results show that
RCAND can detect changes in the network, its adaptation
to changes makes it difficult to quantify a desired outlier
ratio. Therefore, we disable the adaptation of RCAND for
the following analysis by excluding outlier values when com-
puting the inter-channel delay statistics. Figure 8 shows the
timeseries inter-channel delay for the same experiment and
run as Figure 7a, but without using outlier data points in the
computation of the inter-channel delay. Here, all inter-channel
delays after the change are marked as outliers, and the outlier
density remains high.

Figure 9 shows the outlier ratio per threshold of the different
MITM experiments. The lines show the average outlier ratio
across runs for each change delay, the shaded area indicates
the standard error between runs. The dashed lines show the
expected outlier ratio, which is derived from the change delay
divided by the total runtime of 240s. A higher threshold
decreases the difference between the determined outlier ratio
and the expected to some point. However, with a too-high
threshold, the determined ratio is slightly below the expected
value, indicating that not all outliers are correctly detected.

Sensitivity. To analyze the outlier classification under different
degrees of inter-channel delay variation, we implement scenar-
ios in which artificial delay is added via tc to one channel.
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(a) MITM insertion after 60 s. tc experiments (experiment 7).
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o fHH _ 0.0 B The outlier ratio for these experiments is shown in Figure 10.
[ B ] g Since the network changes after 30s of the 240 s runtime, we
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expected an outlier ratio of 1 — 12.5 % = 87.5%. The results
of these experiments demonstrate that even small changes of
the inter-channel delay of 1us can be detected by RCAND.
(b) MITM insertion after 120ss. Similar to the MITM experiment, choosing a suitable threshold
Fig. 7: Timeseries plot for one run of the dynamic MITM is non-trivial: a too-low threshold yields many false positives,
attack (experiment 6) with insertion after 60s and 120s. while a too-high threshold misses outliers.
Outlier inter-channel delays are marked in red. The colorbar
shows the sliding outlier density. Outliers are included to
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VII. CONCLUSION

update the statistics. Redundant transmission of data can be used to increase
reliability and timeliness, but also provides additional informa-
tion for novel anomaly detection methods that have not been

- 1.0 —

?zz ] OZ fé explored so far. We designed Redundant Channel ANomaly
5 . -t : - Detection (RCAND) as a first-of-its-kind approach to perform
o 100 - - 0.6 = anomaly detection using this additional information. One core
= 50 04 & feature used by RCAND is the time difference of redundant
P — oo E transmissions across different channels, i.e., the inter-channel
W g delay. RCAND monitors the inter-channel delay per flow to

detect unusual variations, which can indicate failures, changes,
or attacks in the network. We analyzed and demonstrated
the feasibility of RCAND in an extensive evaluation across
different scenarios through lab experiments. Our results show
that different network elements have characteristic impacts
on the inter-channel delay, and that changes in the network
can be detected by observing changes in the inter-channel
delay. Future work concerns extending RCAND with different
statistics and detection methods, such as a moving average for
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Fig. 8: Timeseries plot for one run of the dynamic MITM
attack (experiment 6) with insertion after 60s, but outliers
are excluded from the computation of the inter-channel delay
statistics.
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