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Abstract Within the traditionaltelephonesystema certainlevel of quality andse-
curity hasbeenestablishedver the years.If we try to uselP Telephoy
systemsasa corepartof our future communicationinfrastructurgle.g.as
classicalPBX enhancementr replacementontinuoushigh availabili-
ty, stableanderrorfree operationandthe protectionof the privagy of the

spolenword arechallengesthatdefinitelyhave to be met.

Sincemanufcturersstartdeplo/ing new endsystemsandinfrastruc-
ture componentgatherfastnow - a critical inspectionof their securi-
ty featuresandvulnerabilitiesis mandatory The critical presentatiorof
thetheoreticabackgroundf certainvulnerabilities testingandattacking
toolsandtheevaluationresultsreveals thatwell-known securityflaws be-
comepartof implementationsn the newv applicationareaagainandthe
securitylevel of anumberof examinedsolutionsis ratherinsufficient.
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1. INTRODUCTION

IP telephory applicationsareconsideredo have a hugeeconomigo-
tentialin the nearfuture. Therole of IP telepholy canbe describechsa
specificpartof a continuouslyemenging sceneof moregeneramultime-
dia applications. Concerningsignalingprotocols,interfacesand imple-
mentationdetails,we currentlyfacea lot of work in progresswith high
dynamicsandmultiple concurrentapproaches.

Securityand privagy are mandatoryrequirementgor this application
area. Unfortunatelydevelopersdo not pay too muchattentionto these
featuresthey areoftenseemasa“add-ontask”, following theimplemen-
tation of the basic(communicationfunctionality

Our papertriesto createsecurityawarenesi thefield of IP telephony
andaddressemainly two tamgetgroups:First, potentialconsumer®sf IP
telephon solutions,who shouldbe ableto “ask theright questions’and
performcheckswith the suppliedtools. Seconddevelopergprotocolde-
signers,implementorsandvendors)of IP telepholy equipmentthatcan
eitherfix problemsin their currentproductsand (even moreimportant)
may reasoraboutpro-actie securityapproachem their future designs.

From our point of view, presentinghe informationdoesnot increase
the risk for currentIP Telephoy systeminstallations. Both customers
andvendorswill benefit,if securitylimitations arediscussedefoe po-
tential attaclers startexploiting themandthe installedbase(with severe
vulnerabilities)getsreally large.

The shavn vulnerabilitieshave not beenpublishedimmediatelyafter
discovery. Onthecontrary we have informedthevendorsin orderto en-
ablethemto work on effective solutionsfor final products As stressedh
[9] askilled attacler hasprobablyalreadydiscoveredthedescribedlaws.
Thenconcealingof the securityproblemswould just causethe contrary
of the (perhapsnitially good)intentionnotto spreadheknowledge.

2. TERMINOLOGY AND EVALUATED
SCENARIO

A systencomponenshavs a(security)vulnerabilityif protectedn an
insufiicient way againstabuse. Onceadwantageis taken of this vulnera-
bility, the securityprovidedfor the systemin questionis jeopardized9].
In orderto understandhe potentialreasongndnatureof thevulnerabili-
tiesto beshavn, we will first describethecharacteristicef theevaluated
IP Telephowy scenario.



2.1 GENERIC IP TELEPHONY SCENARIO

Figure 1 shavs the partsthat are typically usedto build an IP Tele-
phory scenario. It normally compromises independentrom the used
protocol (H.323, SIP or others)- a signalingplane,a mediatransport
planeandvarioustelephory components.
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Figurel GenericlP Telephoy Scenario

The signalingplaneis usedfor transportingthe necessarsignaling
informationbetweerthecomponentsAfter acall setup themediatrans-
portplaneis usedo carrythevoicedatabetweerthecomponentse.g.ter
minals or gatevays. Normally the componentdave to be operatedre-
motely sothereis alsoa needto transportmanagemendata. This could
be seenasarthird plane,but this functionis often considerecasanaddi-
tion to the signalingplane.

For a securityassessmené numberof (related)factshave to be con-
sidered.First, both planesthatare used,dependon the sameinfrastruc-
ture,thelP network. Comparedo thecorventionaltelephory in the Pub-
lic SwitchedTelephoneNetwork (with SS#7),wherethereis a certain
level of isolation,thisincreasesherisk of systenmisuse.ln our scenari-
o thereis no physicalseparatiorbetweerthe planes.

Secondthenetwork infrastructuras notmaintainecdbr controlledby a
singleauthorityor just a small (trusty-worth) setof providers. Signaling
andmediaplanemight be basedn untrustechetwork parts,components
andoperators.

Finally thelP network, whichis usedby thesignalingandmediaplane,
is alsousedby otherservicesaandbothendsystemandinfrastructurecom-
ponentsareoftenfull featuredcomputersableto fulfill mary othertasks.

Basedon thesefactswe canconcludethat not only telephowy relat-
ed securityproblems(e.g. possiblemissingprivagy of the spolenword)
may occut IP telephoy systemsarebasedon normalnetwork andcom-
puter systemsand interferewith them. The resultingsecurityproblem
domainis considerablytarger comparedo a standard®STNbasedele-
phory system. We will furtheronconcentrateon IP Telephowy specific



problemsthough,andwill e.g.not mentionthefact, thatroutersor other
generalnfrastructurecomponentsrevulnerableaswell.

2.2. VULNERABILITY TARGETS IN H.323

Figure 2 describesa scenarioin which H.323 basedcomponentsare
used.lt is consideredo berepresentate for commonoperationabreas
andmay slightly beadaptedo individual otherconfigurations.
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Figure2 H.323IP Telephory Scenario

We identify the following potentialrisksandderved pointsof attack:

= Boththesignalingor mediatransporiplanecanbetamget of anat-
tack. Thisinvolvesintegrity, confidentiality authenticatioror non-
repudiationof thetransportediata.

= Both the audiopayloaddatabut especiallythe signalinginforma-
tion exchangeetweerthe componentss sensitve to eavesdrop-
ping, jamming and even active modification. The challengede-
comeevenmoreevidentif we considermnopenervironmentwhere
finding, choosingand usingservicesandtransferpointsfrom and
towardsthePSTN(we cancomparehisto corventional’Call Rout-
ing”) aresubjectto economiccompetitionbetweervariousservice
providers.

= Compromisingheidentity of anendsystenorinfra structurecom-
ponentieadsto additionalrisks evenwhenusingstandardéandnon-
compromisedsignalingmechanismslf a malicioususercanreg-
isterwith a H.323 Gateleeper(or SIP sener/raistrar),he canpo-
tentially gainthe personalityof the userwhomheattacks.Thatin-
volvesa potentialinvasionof privagy (sinceatleastincomingcalls
areroutedto the attacler and may give him the knowledgewho
calls) aswell asthechanceof miss-usingserviceghatarechaged
for.



m  The specificfunctionsof the IP telephory infrastructurecompo-
nentsmight be tamget of an attack. For examplewe considerthe
registrationserviceasprovided by a gateleeper

= ThecomponentgrvironmenthostingaspecificlP telephory func-
tion canbetargetof anattack. Thisincludesthemanagemerinter
faces,usedto configurethe IP telephoy function, which arealso
hostedby the operatingsystem.

= Even systemsand functionsthat are not directly involved canbe
attacled. For examplea IP telepholy enabledfirewall might be
wealeneddueto the factthatit supportsiP telephoy communi-
cation (and temporarily openscertain communicationpathsthat
might be usedfor attacksinsteadof regularvoice corversation).

Thenext sectiongivesaselectionof theexaminedvulnerabilityexam-
pleswhich canbearrangedaccordingto our classification.

3. CASE STUDIES

In thefollowing we presenselected/ulnerabilitiesof aH.323basedP
telephon scenariqFigure3) thatincorporategateleepersandgatavays
thatform the pointof (cost-rising)interactionwith the PSTNworld.
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The corventionalPBX componentandtheir administratie IP access
points(thatform furtherpotentialpointsof attackaswell) arejust shavn
for completeness.

3.1. ATTACKING END SYSTEMS

Getting control of an end system.

IP telephoy end systemswill often be placedin publically accessible
placeqe.g.officesor evenon publicfloors). Onceanattacler getsphysi-
calaccesgo theexaminedl P telephonén our scenarioheis ableto reset
it to its factoryconfiguration.(In thelaterwe shav typical characteristics
of thevulnerabilitiesor codefragmentsn aframedexamplebox.)

Instructiongtakenfrom the IP telephonenanual

Restoringthe factorysettings

Enterthe 6-digit passverd: 124816

Accesgo the Administrationmenu

In the as-suppliedcondition, the Administrators passverd is
123456.

Getting physical accesgo the telephonesmanagement

The exampleof providing backdoorsor weakinitial passverdsis not
a uniqueflaw but hasbeenexaminedfor multiple componentgrom dif-
ferentvendors.Theremotemanagemeritterface(via HTTP) thatthe P
telephoneusesis vulnerableto attacksaswell. The administratompass-
word is sentin plaintext which makesthe communicationvulnerableto
sniffing. Additionally (dueto its limited lengthand restrictedalphabet,
becauseat hasnormally to be typedin via the telephoneskeypad) the
administrationpassverd canalsobe attacled with a seriesof automated
brute-forcetrials.

Onceinitial accesgo thedeviceis gained,ts administratie passvord
for bothlocal (manual)aswell asremoteWWW accessanbe setto a
valueknown andbecomesusablefor further maliciousoperations.The
device configurationis visible to an attacler and can be usedfor gain-
ing additionalinformationabouttheattacled network, useridentitiesand
E.164numbersaswell asfor restoringvaluesafteran attack. In our ex-
ampledetailssuchasthelP phonedP addressits E.164numberandthe
IP addressf the H.323 gateleeper(s)thatit tries to register with, can
be obtainedandchanged.Doing so even allows an attacler to changea
phonescapabilitiesin away, thatit registerswith a differentgateleeper
whichis underthe attaclerscontrol. This givesthis attacler readingand
evenchangingaccesgo the IP telephoy signalingandmay be usedfor
getting information aboutcommunicationrelations(who calls whom),



enablegalculateddegradationor evendenialof communicatiorservices
(theuseris unableto receve callsfrom or originatecallsto specificother
phonespraccesso voicecontentfor outgoingcallsto PSTNparticipants
if thoseareroutedvia aH.323to PSTNgatavay of the attaclerschoice.

Obtaining administratre accesgo the device can even be usedfor
completelychangingits firmware, that can be loadedfrom outsidevi-
a the network. Thoughthis (still, aslong asno developmentAPIs for
telephondfirmware are available - which might changewith upcoming
configurable’Java-Phones”)meansa very high effort for the attacler,
consequenceare rathersevere, becausea new firmware placedon the
device couldoffer all the functionality thatthe original device had,while
providing permanenbackdoordor laterattacks.

DoS-Attack using IP telephonysignaling.

The endsystemsawve evaluated(botha commercialhard” phoneandthe
OpenSourceohphone)vereunableto withstandanattackthatsendsun-
expectedor incorrectH.323 signalingPDUs. Thoseresultedin eithera
temporaryunavailability or even a total systemfailure with the device
locked up, crashingor rebooting.
In the caseof a "registrationattack” - that we will describelater -

a maliciousattacler canusea Denial of Servicefirst, to (maybeeven
just temporarily)suppresshe pacletsfrom the original systemin order
to startthe de-ragistration/ registrationof anothemaliciousendsystem
then.

Denial-of-Sewice Attack using generalmeans.

The examinedIP phoneusesan integratedWWW sener that allows to
managethe device andto querysomeof its settings. This WWW serv-
er andits implementatiorfaults (thoughnot a basicpart responsibldor
IP telephon functionsof the device) makesit vulnerablefor malicious
attacks.Usinga URL with a suficiently long length,the device can(de-
pendingonthelengthof theURL string)eitherbemadeinoperablavhich
resultsin its total failure or rebooted.

/* usesstandardl CP soclet communicatioron port80 (HTTP) x/

memset(quenstring,0x1, 256);
querystring256 =0x0;
write(sock,query string,sizeof(querystring));

Denial of Sewice using the phonesHTTP sewer




For theattackjust minimal skills of the attacler, simpletools (we have
performedthe attackusing eithera standardorowser a telnettool or a
tiny testprogram)andlow effort arerequired,but they resultin a total
lossof systemdunctionality andcanbe performedat all endsystemsof
aninstallationfrom aremoteplaceat the sametime.

3.2. ATTACKING THE USERSPRIVACY

IP telephony applicationauseRTP [7] pacletstransmittedszia the UDP
protocolfor carryingaudiodatastreams.Thoughbasicmechanismgor
usingsymmetricallyencrypted1] audiopayloadsn RTP pacletsarede-
scribedin anappropriateRTP profile [6], thosearenot widely usedyet,
dueto thelack of deplo/ed key exchangeor negotiationfeatureswithin
the IP telephowy signalingprotocols. For a potentialearesdroppeit is
necessaryo identify the datastreamshatform the audioconnection(s).
Sincethe portsusedfor that, aretypically negotiatedin a dynamicman-
nerthisis notatotally straight-forvard task. With the public availability
of IP telephowly protocol stacksand an in-detail descriptionof protocol
mechanism#& becomesnoreeasyevenfor non-pertattaclersthough.
For investigationwe developedand testeda tool that - after specifying
the characteristicef the userswe obsere (dependingon the kind of sig-
naling andscenarioe.g. H.323with or without registrationof symbolic
namesat a Gateleeperwe cane.g.specifyan E.164numberwe wantto
obsere) - allows to monitorand/ or recordcallsonthefly.

/* usedibpcapfor paclet capturingx/
#defineRTP_PAYLOAD OFFSETO + 14 + 20 + 8 + 12

while (ffinished){
paclet=(u_charx) pcapnext(pcap,&pkthdr);

write(audiafd, (unsignectharx)paclet+ RTP_PAYLOAD _-OFFSET
rtp_payloadsize);

Playing audio data by sniffing the (unprotected)RTP payload

Sincea structuredcabling with dedicatedines towardseachpartici-
pantinsteadof a sharedethernetis usually considereda basicprecon-
dition for a sufficient datathroughput,low audio paclet delayandloss
bounds peopleoften agument,that the useof switchesinsteadof hubs
limits theproblemof unauthorizeéccesso thedataconnectionsRecent



publicationshave shavn though how vulnerablealsosuchconfigurations
areto attacks.After sendingfaked ARP repliesto a switchit startssend-
ing datanot only to the dedicateduserlink but alsoto the one of the

attacler.

3.3. ATTACKING INFRASTRUCTURE
COMPONENTS

Gatekeeperregistration attack.

WhenregisteringanH.323device, it establishea mappingcompromis-
ing its E.164 numberand a voluntary numberof additional symbolic
names(so called aliases)with its IP addressat the gateleeper This
mechanismis part of the H.225 RAS (Registration, Admissionand S-
tatus)signalingandallows for a comparableeasyauto-configuratiomnd
portability of deviceswithin agivenlocalenvironmentaswell asacertain
mobility.

Thegateleepettypically implementsa certainpolicy which describes,
whetherjust pre-configuredsetsof E.164numbers/symbolinamesand
IP addressesare allowed to register or every potentialend-systentan.
Thisis apurelyadministratre decisionandout of thescopeof theH.323
standardaspecificationtself. In the bestcase gateleepersallow to choose
which policy to usein agranulaiway andarepre-configuredvith arather
strict policy that forbids arbitrary access.For the systemswe evaluated
thatis notthe casethough.

In traditional PBX systemsyights (asfor instancewhethera certain
persornis allowedto originatelong distanceor internationakalls)areusu-
ally boundto useridentities. Thismechanisnwithoutadditional(e.g.cryp-
tographic)protectve meanscanbeexploited by "stealing” or fakinguser
identities.If theregistrationis notrestrictedoy ary meansheregistration
mechanisntanbe exploited for either (miss-)usingthe communication
serviceswhich oftenincludescalling to externalpartiesvia IP telephowy
to PSTNgatevayswithout payingfor thatservice,for just causingcosts
by calling expensve externalservicenumbersor even calling dedicated
numberghattheir operatohasa benefitfrom.



/* usesOpenH32Jor PDU generationt/
/* we shawv theunregistrationpartx/
/* anattacler canregisterthenx/

UnReReg.mcallSignalAddress.SetSize(1);
(UnRegReg.mcallSignalAddress[0]).Se#b(

H225 TransportAddress_gAddress);

H225 TransportAddresgpAddress &
h225 transportaddresipaddress
(UnRegReq.mcallSignalAddress|[0]);

h225 transportaddresipaddress.mp[0]=ip[O];

h225 transportaddresipaddress.mp[1]=ip[1];

h225 transportaddresipaddress.mp[2]=ip[2];

h225 transportaddresipaddress.mp[3]=ip[3];

h225 transportaddresipaddress.nport.Set\&lue(port);

sendto(sock,datad, datas, 0, (struct sockadd¢)&name, size-
of(hame));

Attacking GatekeeperRegistrations

As aminimal meansof protectiononly de-registrationrequestarry-
ing the IP addresof the previously registeredparticipantcould be ob-
sened while othersshouldbe disregardedor may eventrigger warnings
or alarmsfor the systemsadministratar Sincethe (de)ragistrationlP ad-
dressis carriedin the (usually unprotectedpayloadof an H.323 PDU,
they caneasilybefaked. Additional checks(e.g.the testwhetherthe P-
DUs sourcelP addresscorrespondso the correctentity) have eitherto
be evaluatedfor their generalapplicability (e.g.in the caseof proxying
instanceor additionalgatavay originatingmessagesyr canbe broken
by using spoofingat the IP layer (This posessomemore burdenat an
attacler, but canandhasbeendone.)

Only cryptographianethodssuchastheH.323protocolextensionge-
scribedin H.235[2] andAnnex F form abetterbasisfor protectve mech-
anisms.They arenotimplementedn the deviceswe evaluatedthough.

Denial of Sewicetargetingthe Gatekeeper

We wereableto preventall (bothcommerciabndOpenSourcepbsered
gateleepersfrom fulfilling their regular tasksby sendingthem a large
numberof eitherregular (cyclic registrationand de-ragistration of ter
minals)or irregular H.323PDUs. This makesthe IP Telephowy service



unavailable eitherfor a certainperiodor in general(if the gateleeperis
forcedto crash).

It mustbe mentionedthat for thoseDoS-attacksonly a comparable
smallbandwidthis necessarysincewe areattackingthe signaling)andit
is difficult to protecta gateleeper(e.g.by meansof afirewall) if it needs
regularcommunicatiorrelationshipsvith "outside” partiesfor its regular
tasks(e.g.if outsideclientsareallowedto regularly call).

4. CONCLUSIONS
4.1. ASSESSMENTRESULTS

The scenarioghat we describechave beenevaluatedwithin our uni-
versity ervironmentandwe believe themto be ratherrealistic,oncelP
phonegqatthe currentsecuritylevel) would be deplgyed regularly within
publically accessibleetwork sggmentsof our campus.This deployment
within just onesingle network (thenusedfor both dataaswell asvoice
traffic) hasbeendeterminedason of the potentialreasondor startingto
uselP telepholy - soscenarioplanningto usetwo separatéthenbothIP
networks)areconsideredo be notrealistic.

Evenif a certainlevel of "isolation” could potentially be obtainedby
usingVLAN techniqueghis would alsolimit the promisingchancedgor
closecomputerandtelephony interactionwhich formsthe basisfor nev
innovative services.

It shouldbe mentionedthat- differing from the situationwith a con-
ventional PBX, which compromisecdhighly specializedequipmentand
is usuallynot available for attaclerswith an”averagebackground™ IP
infrastructurecomponentsuchasH.323gatelkeepersor H.323to PSTN
gatevaysareavailableevenasOpenSource[3][4] implementationgand
caneasilybe obtained adaptedanddeplo/ed.

4.2. POTENTIAL COUNTERMEASURES

The paperintentionally concentratesn the search(basedon theoret-
ical analysisof the protocolsand scenarios)descriptionand practical
exploit of vulnerabilities.We justgive ashortreferenceo potentialcoun-
termeasurewhich canbebeclassifiedaseither

= short-termandmoreor lessjust "bug-fixing” (which is definitely
necessarput will notchangehe problemsituationin general)or

= longerterm and comprehense (which we seeasa generalmust
for the practicalfeasibility andsucces®f IP Telephoi solutions).



IP TelephonySpecificApproach.

Boththe IETF andITU recentlyshav moreefforts to provide standards,
thatalsocover the securityaspect.For examplethe ITU providessome
extensionsto the H.323 framawork, which specifyhow securitycanbe
added2]. For SIP, cryptographicauthenticatiorandprivagy featuresare
definedwithin the baseRFC already An overvien aboutthesesecurity
relatedextensiondo thelP telephoy standardss givenin [5]. As shavn
in this contrilution, theseprotocolextensionsarenecessaryo be ableto
solve somesecurityproblemsput do not provide agenerabindautomatic
securitysolutionto brokensystemdesigns.

Establishing a Security Impr ovementFeedback-Loop.

In [8] we introducedthe conceptof a SecuritylmprovementFeedbak-
Loop (SIF) which is a systematiovay of understandingecurityweak-
nessesand elaboratingefficient solutions. The SIF conceptconsistsof
four stages:

= Obsenation: securityweaknessesf existing systemsareobsered
andreflectedin variousforms suchas mailing-lists, nevsgroups,
andarticles.

= [nformationRetrieval: informationis gatheredrom differentsources.
In caseof electronicdocumentghis can be done automatically
Form-basednterfacescanbe usedto guidehumanusersby enter
ing informationthatcomesfrom non-digitalsources.

= Screeningthe datais transformedaccordingto a uniform, highly
structureddataschemeasthisis moresuitablefor furthermachine-
basedprocessing It is possibleto apply screenindilters in order
to determinaherelevanceof informationthatwill bestoredin vul-
nerabilitydatabases.

» AnalysisandUtilization: aswe have describedn [9], appropriate
datamining procedure$elpto identify andimprove patternshat
arein turnusedo engineenew orto improve existing systemsFor
examplethis knowledgecanbe usedfor the elaboratiorof security
designpatterns securityguidelinesor asinput for securitytools.
Thusthe securityof new andexisting systemswill beimprovedas
known errorsshouldnot occuragain. Now the feedback-loops
closed.

The data-miningapproachrevealsvaluableinsightsfor securityim-
provement. Our long term goal is to identify a setof comprehense



securitypatterndor securedistributedapplicationdomainswith IP tele-
phory justoneof those.

4.3. FINAL REMARKS

The obsered designflaws and potentialmisbehaior of IP telepho-
ny solutionsarein their majority not dueto limitations or shortcomings
within the technologyor its architecturesand signalingprotocolsitself,
but resultfrom severedesign,implementatiorandpolicy faults.

With just "basic attackingcomponents’and without specialprecon-
ditions (mostattackswere performedfrom userspaceandwithout even
physicalaccesdo the attacled network) we could shav vulnerabilities
thatreachfrom theinvasionof the usersprivacgy over servicemisuseand
fraud to the total degradationof services. Both commercialequipment
aswell aspopularOpenSourcemplementationgsuchasthe OpenH323
stack,thatalot of peoplenow startbasingtheir future solutionson) have
beenshawvn to be vulnerablein the sameway. Basicallyall the attacks
thatwe theoreticallyplannedn thefirst evaluationstepsucceeded.

The shavn problemscanand mustbe fixed by the manugcturersof
the equipmentand should definitely be avoided in future designs. We
stronglybelieve thata critical view on the currentsituationis helpful in
orderto avoid potentialthreatsto useraswell as operatorand vendor
interestoncethe equipmenis deplg/edin largerquantities.

The authorsare working on improving the situationin closecontact
and cooperatiorwith the componentmanufcturersand systemintegra-
tors. Interestegartiesareexplicitly encouragetb contactheauthorgor
the sourcecodeand(Linux) executabledor all the describedchecksand
attacks. A numberof detailson the potentialexploits are - dueto their
sensitvity - availableonrequesbnly andwill bepublically availablejust
afterthey have beenfixed.
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