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Abstract
Peer-to-peer (P2P) applications have recently attracted
a large number of Internet users. Traditional P2P systems
however, suffer from inefficiency due to lack of information
from the underlay, i.e. the physical network. Although there
is a plethora of research on underlay awareness, this aspect
of P2P systems is still not clearly structured. In this paper,
we provide a taxonomical survey that outlines the different
steps for achieving underlay awareness. The main contribution of this paper is presenting a clear picture of what
underlay awareness is and how it can be used to build next
generation P2P systems. Impacts of underlay awareness
and open research issues are also discussed.

1

Introduction

Peer-to-peer (P2P) has lately become a rather surprising Internet paradox. On the one hand, P2P is the most
cited reason for upgrading to broadband Internet connection
[22]. On the other hand, this traffic has created extra costs
for Internet Service Providers (ISPs) due to increased interdomain traffic and new challenges in traffic management.
P2P is a large-scale distributed resource sharing paradigm
that leads to enormous amounts of traffic reaching up to
70% of total Internet traffic [27]. Also, due to the distribution of shared content all over the world, P2P traffic is
plagued by inter-AS (Autonomous System) traffic nature.
Thereby creating large but avoidable costs for ISPs [1].
Underlay awareness is defined as the collection and usage of underlay information in a way to enhance various
performance aspects of P2P systems. Without underlay
awareness, guaranteed Quality of Service (QoS) is difficult
to achieve. This also results in routing inefficiency, larger
overheads, bottlenecks, and longer waiting times even for
non P2P traffic. Moreover, inter-AS traffic increases, increasing costs for ISPs.
Currently, underlay information is rarely used in most
popular P2P systems. In [1], Aggarwal et al. show that
1 This work was funded by the Federal Ministry of Education and Research of the Federal Republic of Germany (support code 01 BK 0806,
G-Lab). The authors alone are responsible for the content of this paper.

only less than 5% of peers in the Gnutella network choose
neighbors from their own AS.
From the user’s point of view, underlay awareness represents an improvement in search and download times. In
addition, ISPs are increasingly limiting bandwidth of some
P2P applications because of higher costs inflicted by this
traffic. By using underlay aware P2P systems, there will no
longer be the need for ISPs to resort to such extreme measures. Thus, underlay aware P2P systems are ISP-friendly
and allow for better QoS.
The literature on underlay awareness in P2P is not new,
however it lacks the big-picture point of view. We propose
the first survey that considers studies on underlay awareness
and classifies them according to two parameters: techniques
used for underlay information collection, and usage of this
information for building the P2P overlay network.
Hence, the contribution of this paper is threefold: we
present a survey of collection and usage of underlay information with discussion on the different approaches and designs, we propose a taxonomy on how underlay information
is collected; and finally, we discuss the impacts underlay
awareness has on the Internet.
The paper is structured as follows, Section 2 presents an
overview of underlay awareness in P2P systems. Section
3 explains the methods used to collect underlay information. The usage of this information is discussed in Section
4. Section 5 outlines the impacts as well as benefits underlay awareness has on the Internet. Section 6 marks some
common challenges for underlay awareness. Finally, we
conclude this paper in Section 7 and discuss open issues.

2

Underlay Awareness

The underlay is defined as the substrate on which the
overlay resides. Therefore, the underlay abstracts the physical, Medium Access Control (MAC), network and transport layers. When we talk about underlay awareness, we
talk about parameters through which the underlay affects
the overlay. These parameters, or information, are: ISPLocation, Latency, Geolocation, and Peer Resources. Thus,
we define underlay awareness as the collection and usage
of underlay information to enhance the performance of P2P

1
The documents distributed by this server have been provided
by the contributing authors as a means to ensure timely
dissemination of scholarly and technical work on a non-commercial basis. Copyright and all rights therein are maintained by the
authors or by other copyright holders, not withstanding that they have offered their works here electronically. It is understood
that all persons copying this information will adhere to the terms and constraints invoked by each author's copyright. These
works may not be reposted without the explicit permission of the copyright holder.

systems. Collection of underlay information is performed
by measuring, calculating and estimating various parameters of the underlay. The collected information is used by
the P2P system to build, update and manage its overlay.
It is worth noting that different applications have different QoS requirements, and thus make use of different underlay information to enhance their performance. For example, to reduce ISP costs, more locality of traffic is induced
through the use of ISP-location information. To enhance the
performance of real time communication, latency between
direct neighbors in the overlay should be minimized, and so
forth.
We now discuss these ideas in more details for different
underlay information.

2.1

ISP-location Awareness

ISP-location is the identification of the ISP through
which a peer connects to the Internet. ISP-location awareness has attracted a lot of research mainly because of the
huge costs inflicted by P2P traffic on ISPs. These costs are
avoidable especially because of locality correlated users’
searches, whose desired contents are located in the proximity [25] [18] [24]. ISP-location awareness in P2P systems
will result in more locality of traffic. Moreover, Inter-AS
costs and traffic problems due to congestion and jitter will
make ISPs more interested in keeping P2P traffic in their
own networks. It is also beneficial for the user, since the
user’s quality of experience will improve even for non-P2P
traffic.

shown in Figure 1. Transit ISPs charge local ISPs for using the transit links based on the peak rate measured using
samples over a months’ time [24].
As illustrated in Figure 2, transit traffic costs per Mbps
are almost fixed resulting in a proportional increase of costs
with more traffic. This leads to high costs due to P2P activity. However, between local or so-called peering ISPs, the
cost is just that of maintaining the direct link between the
two ISPs and is therefore constant. This results in a cost per
Mbps that is inversely proportional to the total exchanged
traffic.
Therefore, benefit of locality of traffic is twofold: ISPs
need to use their transit links less since local peers are preferred by the system, and ISPs are motivated to make more
peering agreements with other closely located ISPs. The
shift of traffic from transit to peering links due to locality of
traffic means that increased P2P traffic does not inflict any
additional costs on the ISP.

Figure 2. Costs relations [24]

2.2

Figure 1. Hierarchy in the Internet. The solid
arrows indicate monetary flow, solid lines
between ISPs are peer connections and the
dashed ones are transit connections [32]

In order to emphasize the impact locality of traffic has
on the efficiency of the Internet, we provide here a brief
overview about its structure. Roughly speaking, the Internet
is built on two types of ISPs: Local ISPs that provide connectivity services in limited geographical areas, and Transit
ISPs that act on a global plane and supply connectivity between local ISPs. Data flow is not free and inter-AS traffic
must be paid for. Thus ISPs are ordered in a hierarchy as

Latency Awareness

Latency connotes the time it takes for a packet or stream
to travel from a sender to the receiver. The importance of
latency awareness lies in the fact that delay in information
transfer may pauperize the user experience and degrade the
QoS especially for interactive applications.
The reduction of network latency and the improvement
of QoS are correlated. Nowadays, more and more communication applications need real-time packet delivery, such as
VoIP, streaming, live radio or television, music jukeboxes,
and on-demand video services. In traditional telephony,
long delays occur only with long distance calls or calls with
mobile partners. But in the case of packet delivery, the effects of excessive delay have often been overlooked, which
results in quality degradation also for geographically close
calls.
Awareness of P2P applications on latency is a necessity
for next generation IP applications ranging from multimedia
content to live communication services.

2.3

Peer Resources Awareness

Peer resources are defined as the set of parameters that
estimate different capabilities of a peer. This might include
available bandwidth, processing power, harddisk space,
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Figure 3. Classification of underlay information and their collection.
available memory, and online times. A P2P system that
is aware on peer resources – can thus benefit from an increased performance – since the overlay can be arranged in
such a way that different roles in the network are taken by
appropriate nodes [11]. The main application area would be
in hybrid P2P systems, where some nodes, known as supernodes, take more responsibility in the network. Using peer
resources information allows for a more accurate super-peer
selection process, and therefore a more stable system.

Now we start off by presenting how the different underlay information is collected. This would be the first step in
building an underlay aware system.

2.4

3.1

Geolocation Awareness

Geolocation is the identification of the geographic location of a peer. Geolocation can also be used to calculate the
geographical distances between two different nodes. The
geographical distance matches to some extent the transmission delay when both nodes lie within the same network.
However, it is important to emphasize that geographical
proximity is not necessary correlated with transmission delay, since two peers that are in the same building, could be
using different ISPs and thus result in more delay due to
traversing several routers and access links.
This underlay information can offer both users and ISPs
interesting applications including new business models and
solutions. Thus, it enables highly personalized services that
could be used to physically locate nearby points of interests
(restaurants, addresses, etc). Moreover, life-critical applications can benefit from such system, e.g. emergency services
[10].
Geolocation awareness can be applied to construct the
P2P network in such a way that peers, which are geographically close, are also closely located in the routing
overlay network. One parallel advantage is that this kind
of routing may be more scalable since with increasing load,
congestions are less probable due to locality of traffic. Challenges faced, when using such an overlay, include routing
around dead nodes and operating in low density environments.

3

Collection of Underlay Information

We now discuss the collection of underlay information
as a first step in introducing underlay awareness into P2P
systems. A classification of the different methods to collect
underlay information is presented in Figure 3.

ISP-location

ISP-location is defined as the ISP through which a node
connects to the Internet. For discovering the ISP of a certain
peer, there exists three methods:
IP-to-ISP Mapping Services. The ISP of a certain peer
can be discovered simply by using its IP. Since every ISP
has a set of well-known IP addresses, mapping every peer
to an ISP is straightforward. There exist many IP-to-ISP
mapping services, such as [13] [14] [15].
ISP Component In Network. Some solutions [29] [1]
aiming at having locality of traffic introduce a new component into the network. This component is situated at the ISP
side and helps in making a decision on neighborhood selection of peers. It thus provides information on proximity of
peers in the ISP metric space.
CDN Provided Information. Content Distribution Networks (CDNs) are hired to deliver content to end users in
order to improve web performance especially during flash
crowds. This is achieved by providing content from geographically distinct servers situated at the edge of the Internet near end users. The actual CDN servers which are
used for a certain time frame are those which have the least
load and shortest paths to the requesting peer. This fact is
exploited to infer locality information [5].

3.2

Latency

The latency between any two peers in the system can
be either explicitly measured or predicted. We now dis-

cuss these two methods pointing out different advantages
and drawbacks.
Explicit Measurements. Latency can be measured explicitly using a simple ping or traceroute technique. This,
however, incurs the network with much overhead. These
measurement can further congest the network when a group
of peers try to measure the latency at once. Typically,
these kinds of measurements are used only sparingly, relying mainly on prediction techniques to find latencies between any two peers in the system [35].

Another class of methods to infer the geolocation of
peers is based on IP-to-Location mapping. For this,
there exist a plethora of commercial [13] [14] and noncommercial [15] mapping services. This method is less
accurate and thus gives only a rough geographical area in
which a peer is (most probably) located.
Here again, ISPs can also provide geolocation information about users connecting through it to the Internet, since
each ISP knows the addresses and exact locations of all of
its customers.
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Peer Resources

The most interesting solution for collecting peer resources is based on an information management overlay
[11]. This overlay is used to generate statistics on the P2P
system, which enables resource-based peer search and thus
different parameters can be retrieved to build a resourcesaware P2P system.
Next, we present how the different underlay information
can be used to enhance the performance of the P2P system.

4

Usage of Underlay Information

ISP-location information is usually used to improve the
neighborhood selection of the peers in such a way so as to
gure 5: An example architecture for the proposed Internet coordinate system (five beacon nodesreduce
and three
inter-AS traffic. To explain how ISP-location is used
dinary hosts).
Figure 4. Proposed architecture for the Into build the system, we consider as an example the solution
ternet coordinate system3. (five
beacon nodes
proposed in [1]. This solution introduces an ISP component
ere lij = L2 (UnT di , UnT dj ) and Un = [u1 , . . . , un ]. The
When n=4, α = 0.5927, L2 (c̄1 , c̄2 ) = L2 (c̄3 , c̄4 ) = 0.8383,
nsformation matrix is and
obtained
from the
distance matrix
and[20].
L2 (c̄1 , c̄3 ) = L2 (c̄1 , c̄4 ) = L2 (c̄2 , c̄3 ) = L2 (c̄2 ,into
c̄4 ) = the
3.0224.
three
ordinary
hosts)
network called the oracle. The oracle is queried for
between beacon nodes and its singular value decomposilocality information about the peers. Mainly, it just considn. The coordinates of beacon nodes are then calculated
5.3 Determining The Coordinate of A Host
c̄i = ŪnT di for all i ∈ {1, . . . , m}.
ers ISP-location-based ordering of peers to avoid inter-AS
The procedure that a host takes to determine its coordiPrediction
Methods.
Using prediction
is only
In summary, the procedure
taken to calculate
the coordinate in ICS ismethods,
as follows: Aithost
traffic. As presented in Figure 5, the use of the oracle corretes of beacon nodes is as follows:
required that each node in the (H1)
system
measures
latencies
Obtains
the list of beacon
nodes and the lates
transformaboth the overlay and the underlay, constraining peers
tion matrix (Eq. (12)) from the administrative node.
1) Every beacon node measures the round trip times to
to
just
a
small
set
of
other
nodes
(typically
its
neighbors
into
their
own networks. The process of choosing neighbors
the other beacon nodes periodically.
(H2) Measures the round trip times to all the beacon nodes
or
landmarks)
[16].
Many
methods
exist
that
give
a
sofrom
the
same
ISP is known as biased neighbor selection.
using ping or traceroute. (We will discuss how to re2) An administrative node aggregates the delay informaduce the number
measurements
5.4.) 6 shows the impact of biased neighbor selection on
tion and obtains
the distance
matrix
in Eq. (2). the most prominent
lution
to this
problem,
oneof is
Vivaldi in Section
Figure
(H3)
Calculatesestimate
the coordinate
mea3) The administrative
applies PCAbased
in Eq. prediction
(7) to
[7]. node
Landmark
methods
thebyla-multiplying
thethetopology
of the P2P system. Clustering of the network
sured distance vector with the transformation matrix.
the distance matrix.
tency between two arbitrary peers without direct measurebased on ISP boundaries is noticed. Here there is a miniIn (H2), a host A obtains an m-dimensional distance vec4) The administrative node determines the dimension of
mentusing
using
a set of percentage
well-knowntorlandmarks. In [20], Lim et
the coordinate system
the cumulative
of variation defined
Eq. (9) (with
a pre-determined
al. inpropose
such
an architecture that uses GPS-like
la = [la1 , . . .trian, lam ]T ,
(13)
threshold value).
gulation techniques, where the so-called
beacon
nodes
per-between host A and
where lai denotes
the delay
measured
5) The administrative node calculates the transformation
the ith beacon node. Then in (H3) the coordinate, xa , of
form
transmitter as shown in
matrix in Eq. (12)
fromthe
Eq. functionality
(8) and Eq. (11). of a satellite
host A is calculated with the transformation matrix Ūn in
Eq. (12) as
Figurenode
4. may be replicated (perte that the administrative
host 1

b-node 3

ps in a hierarchical manner) to enhance fault tolerance
d availability. This subject is outside the scope of this
per, but is warrant of further investigation.
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Geolocation

xa = ŪnT · la .

(14)

Example 5. A host A measures its round trip times to
the four beacon nodes in Example 4. Assume that host A is
Example 4. Assume There
that the four
in Example
1
closer to
AS where geolocation
the first two beacon nodes reside, and
are hosts
numerous
techniques
totheharvest
e beacon nodes. When n = 2, c1 = c2 = [−3.5, 2.5] and
obtains a distance vector of la = [1, 1, 4, 4]T . By Eq. (14),
T
T
information.
These
are
divided
generally
= c4 = [−3.5, −2.5]
. By Eq. (11), the
scaling techniques
factor α
xa = [−3, 1.8] . In the case of ninto
= 2, the estimated dis0.6, and the transformation matrix Ū2 is
tances between host A and beacon nodes are L2 (c̄1 , xa ) =
two
classes:
»
–T
L2 (c̄2 , xa ) = 0.94 and L2 (c̄3 , xa ) = L2 (c̄4 , xa ) = 3.42. On
−0.3 −0.3 −0.3 −0.3
other hand, assume
that host B is far from all four beacon
The first class
the geolocation
Ū2 =
.is based ontheinferring
−0.3 −0.3 0.3
0.3
nodes, and obtains a distance vector of lb = [10, 10, 10, 10]T .
T
from
a
satellite
positioning
system
such
as
GPS,
In this case, xb = [−12, 0]Galileo,
, and L2 (c̄i , xb ) = 10.01 for
erefore, c̄1 = c̄2 = [−2.1, 1.5] and c̄3 = c̄4 = [−2.1, −1.5].
i = 1, . . . ,the
4. UTM (Universal
e distances between
hosts in different
ASs [18].
is exactlyTypically,
ortwoGLONASS
[12]

Transverse Mercator) coordinate system is used to represent this geolocation [12]. This method is usually used for
effectively locating points of interest.

Figure 6. (a) Uniform random neighbor selection and (b) biased neighbor selection.

(b) Gnutella with Oracle

(a) Unbiased Gnutella

Figure 2: Visualization of Gnutella overlay topology

Figure 5. Comparison of original Gnutella overlay topology with the one after applying the Oracle [1]
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Benefits and Impacts on the Internet

We now ACM
present
an analytical study of the influence that
SIGCOMM Computer Communication Review
underlay aware P2P systems would have once fully implemented. Classified by scopes, impacts are presented trying
to add a business point of view to the merely technical one.
In addition, legal issues and challenges are presented.

This leads us to conclude that consulting the oracle for neighborhood selection, during bootstrapping stage as well as file-exchange
stage, leads to significant increase in localization of P2P traffic.
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tivity are used by the ISP to enhance the performance of
the overlay. It is worth noting that most users will not use
a service that involves the ISP knowing about certain P2P
activity.

Impact on
Users
ISPs
Both

Parameter
Download time
Delay
ISP OAM
ISP Costs
New Application Areas
Resilience

ISP-location
++
o
++
++
o
++

Latency
o
++
o
o
+
++

Geolocation
o
+
o
o
++
o

Peer Resources
++
o
o
+
o
+

Table 2. Impact of underlay awareness on Internet users and ISPs. Table legend; ++: big effect, +:
small effect, o: neutral.

5.2

Impact on ISPs

ISPs are mainly interested in having underlay aware
overlays in order to reduce inter-AS costs. Thus they support mostly ISP-location based underlay awareness. Since
locality of traffic would bind P2P flow to the local network,
ISPs can save costs and edge resources, avoid bottlenecks,
and enhance internal network management.
Moreover, a wider business market as a result of underlay awareness is expected. The different types of underlay
awareness information allow for individualized and focused
solutions depending on applications or even users with specific requirements. For example, using geolocation information from the ISP, new location-based services can be
realized.
Different underlay information can be used for different
applications to optimize application specific QoS requirements. One interesting possibility is that ISP can sell specific resources for applications in order to enhance their performance, and thus, ISPs can gain money, while providing
a better QoS for applications.

5.3

Open Issues and Challenges

Any solution aimed at being underlay aware has to be
able to handle some challenges in order to properly introduce underlay awareness into the Internet.
Asymmetric Node Selection and Long Hop
Asymmetric node selection is one of the most common problems found in latency-aware systems. This problem occurs
when an incoming peer searches for the closest peers from
the overlay. It can happen that the path from node A to node
B is the shortest for node A, but at the same time the path
from node B to node A is not the shortest for B. Therefore, the asymmetry of peer selection results in less precise
underlay measurements.
The long hop problem on the other hand occurs in hopbased latency aware systems which do not take message delays into consideration. Thus, one single hop may represent a big distance in terms of delay and hence, the medium
through which the physical signal travels introduces a time
penalty, even with active locality awareness.

Impact on P2P System Providers

The main impact which is foreseen for the people behind
P2P system development is some joint ventures with ISPs
which might result in better cooperation and less fighting.
However, this is still a very challenging task mainly because
of legal issues.

5.4

6

Impact on the Quality of P2P Systems

As discussed throughout this paper, benefits from underlay awareness are numerous and promising. However
more research should go into the direction of impacts on different performance aspects of P2P systems. This includes
search completeness, overlay connectivity, and robustness
especially against churn. This and a general study about
the introduced overhead due to underlay awareness remain
open issues.
A summary of the impacts of underlay awareness on the
Internet in general and on different QoS parameters in particular is presented in Table 2.

ISP Internal Information
Some proposed solutions are based on the cooperation of
ISPs furnishing internal information such as routing policies, costs or traffic flow management. In many cases the
recipient would be an external node, not controlled by the
ISP, which could be malicious. This is an important issue
to consider, since an ISP will not provide such information
unless there exist clear incentives or benefits to do so.
Mobile Support
Mobile users are envisioned to increase rapidly in the next
years. For this, underlay mechanisms that support low footprint mobile devices should be incorporated. In turn, some
underlay provided information such as ISP-location and latency no longer apply because of continuous variation, or
at least this might introduce additional overhead to any
mobility-aware P2P system in case of low-scale mobility.

Legal Issues
This is the most controversial aspect of P2P applications
since the most popular use of this technology is file sharing.
This situation may be hindering the incorporation of the P2P
technology to major IT companies.
In [3] Bindal et al. suggest the use of an ISP component
which would manage P2P traffic by scanning the packets
and taking the role of the tracker. This could situate the
provider in a delicate situation due to privacy issues.
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Conclusion

In this paper we analyzed the state-of-the-art in underlay
awareness for P2P systems. We provided a taxonomic classification of the literature on underlay awareness in P2P systems according to two main categories, collection and usage of underlay information, and the impacts and benefits it
triggers. The studied underlay provided information were:
ISP-location, latency, geolocation, and peer resources.
ISP-location information helps in realizing solutions that
keep P2P traffic inside the ISPs’ networks in order to decrease inter-AS costs. An important challenge here is not
to degrade the performance of the overlay because of ISPbased clustering of the network. Latency-aware systems
aim at reducing the communication delays between peers
by choosing shortest paths. This is of particular importance
for services based on multimedia distribution or live communication. Geolocation information can be used for next
generation point of interest localization services, in which
the P2P-system always has up-to-date information about the
location of its peers. Peer resources information is used to
construct P2P systems with better efficiency since different
roles in the network are taken by appropriate nodes.
Underlay awareness has many impacts on the Internet.
We pointed out the possible improvement of QoS for users,
as well as better data routing management and reduction of
costs from inter-AS traffic for ISPs. Overlay providers may
find new business models with the possibility of joint ventures with ISPs and offer for user added values. Underlay
awareness is thus an important property that must be considered in next generation P2P systems.
Some solutions were based on collecting and using underlay information at the ISP. Here, we have an extra ISPowned component that affects and manages the overlay in
many ways. ISP-provided information can thus alter the
network based not only on ISP-location, but also on other
policies and mechanisms of the ISP. An open issue here remains in trust and in sharing internal information.
Another open research issue is the development of a general architecture for underlay awareness in which different
underlay information can be collected and used. Thus an
underlay awareness framework is the definitive next step in
implementing underlay awareness in the Internet.

New technologies in multimedia distribution [18] such
as on-demand content distribution, Internet TV and VoIP
services require the switch to P2P to have lower costs. But
without underlay awareness, this might never be an easy
switch. Nonetheless, through the synergy of efforts of ISPs,
content providers, and P2P system developers, a more reliable Internet and cheaper services might not be so far off.
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