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Abstract 

In tinies of globalisation und internationalisation enterprises have to establish 
flexible business processes to react to dynamically changing markets und to 
satisfi sophisticated customers. IT architectures  hat support the integration of 
legacy systems as well as the collaboration with business partners are a key 
sirccess.factor for flexible business processes. Thus, we present an approach to 
support flexible business processes by the means of a Service-oriented 
Architecture (SoA). Web Services as a realization of a Service-oriented 
Architecture gain more and more in importance to implement business 
processes. We address Qualiiy of Service (QoS) as cnrcial for a sustainable 
success of Web Service based workjloizs. Thtrs, we designed and implemented a 
Web Service architecture with comprehensive QoS support. The selection o f  a 
particular Web Service depends on its QoSproperties that must be guarariteed 
in Service Level Agreements (SLAs). The compliance wilh such SLAs is 
monitored by a component of the architecture as well. 

1. Introduction 

1T architectures within enterprises and organizations are characterised by a large 
amount of different legacy systems, middleware platforms, programming 
languages, operating systems and communication mechanisms (e.g. [25]). This 
heterogeneity has led to high complexity that is barely manageable. Traditional 
EAI (Enterprise Application Integration) solutions have often failed to 

overcome this heterogeneity. A report by Forrester reveals that less than 35% of 
integration projects have been successful within time and budget [17]. 

web-~&ices  as an emerging technology based on Open standards have 
the potential to overcome such integration problems (e.g. [2], [20]). Legacy 
systems expose their functionality as Web Services. Web Services can be 
composed to implement business processes without any effects on the 
underlying legacy Systems. As a result enterprises can react much faster to 
dynamically changing markets and sophisticated customers. Only companies 
with a high flexibility to adapt to new conditions will survive in the long-term 
[5]. Furthermore it is possible to integrate Web Services offered by external 
Web Service providers to establish cross-organisational business processes. 
Thus, enterprises can focus on their core competence. 

~ e s ~ a r c h  in the context of Web Services has revealed that the usage of 
WSDL (Web Service Definition Language) [37], SOAP (Simple Object Access 
Protocol) [38] and UDDI (Universal Description, Discovery and Integration) 
[36] is not sufficient to establish Web Services in real-world scenarios (e.g. [I]). 
Considering Quality of Service (QoS) requirements is crucial for a sustainable 
success of Web Services ([28], [31], [35], [44]). Without any guarantee 
regarding QoS, no enterprise is willing to rely on external Web Services within 
critical business processes. Thus, we designed and implemented an integrated 
architecture for a QoS driven composition of Web Service-based workflows that 
is introduced in this paper. Our research (e.g. [6], [34]) takes place within the E- 
Finance   ab' ; the E-Finance Lab is a an industry-academic partnership between 
Frankfurt and Darmstadt Universities and partners Accenture, Deutsche Bank, 
FinanzIT, IBM, Microsoft, Postbank, Siemens, T-Systems, DAB bank, IS 
Teledata and VR-NetWorld. Goal of the E-Finance Lab is to develop scientific 
yet managerial methods for rearranging the business processes of the financial 
sewice industry. 

The rest of this paper is structured as followed: In Chapter 2, we discuss 
work related to our research and how our research is different. An approach 
how business processes can be mapped onto the underlying IT architecture by 
the means of a Service-oriented Architecture (SoA) is described in Chapter 3. 
This approach allows the integration of legacy systems as well as the usage of 
external services. In Chapter 4 we introduce our integrated Web Service 
architecture that provides a comprehensive QoS support. The implementation is 
shortly presented in Chapter 5. In Chapter 6 we summarise our work and give 
an outlook of our future research activities. 
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2. Related work 

A Web Service is defined as a sofmare System identified by a UR[, whose 
pzrblic iiiterfaces and bindings are defined and described using XML. Its 
definition can be discovered by other software systerns. These systems may tlien 
interact with the Web Service in a manner prescribed by its de$nition, using 
XML based inessages conveyed by Internet protocols [39]. WSDL, SOAP and 
UDDI form the Web Service core Standards. WSDL is used as interface 
definition language, SOAP as comrnunication protocol and UDDI as a 
repository to publisli and search for particular Web Services (e.g. [2]). 

BPEL4WS (Business Process Execution Language for Web Services) 
was introduced by IBM, BEA and Microsoft to model business processes that 
consist of Web Services. The BPEUWS specification [3] distinguishes between 
executable process models and abstract process descriptions. The latter specifies 
the message exchange between the involved business parties without revealing 
inner details. This considers the fact that enterprises do not Want to let their 
partner know how they do business. The BPEL4WS specification allows the 
dynamical binding of Web Services at runtime. However, criteria that determine 
what Web Service should actually be invoked are neglected. QoS is not 
considered in this context. 

The WSMF (Web Service Modelling Framework) aims at the 
overcoining of semantic and syntactical heterogeneity in the context of Web 
Service composition [I  I]. QoS related issues are not discussed within this 
framework. 

In [19], [27], [30] Web Service based workflows are addressed, but 
without a deep discussion of QoS. In [7], [SI, [32] the search of suitable Web 
Services and their QoS behaviour are discussed. The focus lies on the semantic 
description of Web Services by means of ontologies as an assumption to find 
proper Web Services. In tliis context the QoS behaviour is addressed as an 
irnport search criterion. [3 I] presents the priontisation of incoming Web Service 
invocations as an approach to realise QoS for Web Services. QoS criteria for 
Web Services are introduced in [15], [28], [44]. However, the technical support 
by an architecture is not discussed deeply. 

Service Level Agreements (SLAs) are widely established to guarantee 
Quality of Service (QoS) between Internet Service Providers (ISP) on the 
network layer. Service Level Agreements (SLAs) are bilateral contracts and 
defined in RFC 3198 as the documented result of a negotiation between a 
customer and a provider of a service that specifies the levels of availability, 
serviceability, performance, operation or other amibutes of the service [41]. 
SLAs are used for different types of services, e.g. pure network connectivity 

services with network service providers or e.g. Web Services with Web Service 
providers. A SLA contains a Service Level Specification (SLS). A SLS is a Set 
of parameters and their values which together define the service offered to the 
customer. Besides the SLS a SLA can contain pricing, contractual and other 
information. In [9], [I61 early approaches using SLAs in the context of Web 
Services are introduced. 

Compared to this work we present an architectural approach and its 
prototypical implementation with a comprehensive QoS support: 
- External Web Service providers have to subscribe at a portal to register 

their Web Services. 
- QoS properties of the Web Services have to be guaranteed by the provider 

in form of SLAs. 
- The selection of a particular Web Service is performed at runtime. 

Furthermore this selection depends on the QoS properties of the Web 
Service and rules defined by decision makers within the enterprise. 

- The compliance of the Web Service execution with the corresponding SLA 
is supervised at runtime. 

How QoS can be realised at the service provider or at the network layer 
is out of scope in this paper. For this, we refer to e.g. [13], [29]. 
Besides QoS there are fürther Open research issues in the area of Web Services 
(e.g. security and transaction processing [2]) we do not address within this 
paper. 

3. Decomposition of business processes by means of a Service- 
oriented Architecture (SoA) 

In organisation theory a business process is defined as a set o fone  or more 
interconnected activities which collectiveiy realize a business objective or 
policy goal, norrnally within the context of an organisational structure defining 
functional roles und relationships [42]. Business processes that are supported 
by information systems are labelled as workflows [I 81. 

To achieve optimal support by the underlying IT architecture, we first 
decompose business processes conceptually into activities (so-called process 
pattems). For this, we collaborate with the business process owners in the 
organisation. The decomposition is continued until the process pattems have the 
optimal granularity. The optimal granularity is determined by the business 
context and the functional handling as well as the optimal support by the 
information systems. 
Figure 1 demonstrates this approach by means of a genenc credit process. The 
credit process is decomposed into the process pattems loan request, credit 



Networking and Electronic Commerce Research Conference (NAEC 2005), October 6-9,2005, Riva Del Garda, Italy 

assessment, servicing and workout. As an example, the process Pattern credit 
assessment is decomposed again, namely into the process patterns intemal and 
extemal rating and decision. If we have a closer look to the internal rating, this 
activity is decomposed into three process patterns that are responsible for the 
evaluation of the required documents as well as loan requestor's income and his 
employment. 

Process patterns: 
1 Loan request 
2 Credit assessrnent 

Decornposition 3 Sewicing 
4 Workout 

B 
2, Interna1 rating 
2b External rating 
2c Decision 

2,l Evalaute docurnents 
2a2 Evaluate employrnent 
2a3 Evaluate incorne 

Figure 1 : Decomposition of a generic credit process 

The functionality of these process patterns is provided by so-called 
services. In this context a service is defined as a self-contained s o h a r e  
component that provides a well-defined functionality [43]. An architectural 
approach based on services is called Service-oriented Architecture (SoA). A 
SoA is charactensed by the loosely-coupling of the services involved. This 
means that services can be replaced by other services at runtime. Services 
communicate with each other by sending and receiving messages [26]. 

Figure 2 shows the mapping of conceptually modelled process patterns 
onto services. Those services encapsulate the functionality of legacy systems. 
The advantages of this approach are twofold: One the one hand the further 
operation of existing legacy systems is possible. On the other hand, despite of 
monolithic legacy applications, business processes can be modified by 
recombining existing and upcoming services in a flexible manner. As a 
consequence, a modification of business processes mainly affects the order of 
the different service invocations, but not the underlying legacy systerns. Thus, 
our approach follows tlie paradigm of a iwo-level programming, which rneans 
that there is a clear distinction between the business process rnodelling and the 
implementation itself [18]. In this context the modelling of the workflow (the 
definition of the data and control flow), is called programming in rhe large, 

whereas the implementation of the abstract process pattems is named as 
programming in the small. 

Service A Service B Service C 000 + C + 
Legacy systems 

Figure 2: Mapping of process pattems onto services 

Because services are loosely-coupled, this architectural approach allows 
the integration of services offered by external service providers. Compared to a 
traditional Business Process Outsourcing (BPO), not the complete process has 
to be outsourced, but only a few activities. We call this Service-based BPO. 
This approach allows a BPO with higher flexibility. 

Figure 3: Service-based Business Process Outsourcing (BPO) 

This architectural approach supports the reusability of process patterns in 
different business processes. Advantages of reusability are cost reduction, 
reliability and a faster development process [33]. For this, abstract process 
patterns and their implementations can be stored in repositories [24]. As a 
consequence business processes can be composed by combining process 
patterns out of a construction kit [22]. This approach becomes even more 
effective if these process patterns can be customised by Parameters. This allows 
additional flexibility and adaptability of business processes. Furthermore this 
architectural approach brings together standardisation and individualisation, 
because the combination of standardised components allows the creation of 
individualised business processes. 
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4. A Web Service architecture with comprehensive QoS support 

In Cliapter 3 we demonstrated the strength of a Service-oriented Architecture 
(SoA) to integrate internal legacy Systems as well as external services. Web 
Services as an implementation of the SoA concept gain in importance to 
establish business processes. However, there are a lot of concerns related to 
Web Services (e.g. [I]). A crucial issue is that quality of service is often 
neglected although it is obvious that enterprises are not willing to rely on 
external Web Services if there is no guarantee about their quality of service. In 
the future there will be a lot of Web Services that provide the Same 
functionality. Thus, the non-functional QoS properties of a Web Service will 
become more important. 

Thus, we present a Web Service architecture (Figure 4) with 
comprehensive QoS support. The decision, which particular Web Service 
among a group of Web Services with similar functionality is invoked, depends 
on its QoS properties. Furtherrnore our approach makes use of a portal and 
Service Level Agreements (SLAs). The compliance of the Web Service 
execution with these SLAs is monitored by the architecture as well. 

Next we introduce the components of this architecture and their 
interaction. 

An enterprise can publish invitations to bid for certain Web Services (e.g. 
Web Services for credit rating) at its web uortal. Providers that offer suitable 
services have to subscribe the portal'and register their Web Services. 
Additionally, they have to reference a Service Level Agreement (SLA). These 
SLAs contain binding information related to QoS criteria. Our architecture 
supports the QoS criteria discussed in [12], [15], [21], [35]: 
- Availabilitv of a Web Service means the probability that a certain Web 

Service is available wlien invoked by a client. A Web Service is considered 
as available if it is able to respond to a request within a defined time 
interval. 

- Performance as a generic term can be measured by the throughput and the 
response time. Throughput means the number of requests tliat can be 
processed during a defined time slot. The response time is the sum of 
transmission time and processing time and can be measured as the time 
required processing a request. 

- The error rate specified the number of processing errois within a particular 
time interval. 

- Security is a comprehensive criterion. Therefore it is assessed by the sub 
criteria authenticity, authorisation (of the participating partners) and data 
encryption. 

Business process architecture 

I 

t t t  t 

C 

< > Selectton < > 2 
A A h 

*ppllmt,o" fi WS, r;r1 W& WS I 
Web Service Architecture (Enterprise 

Figure 4: Architecture 

- The reputation of a Web Service and its providers aims at the past 
experiences with a certain Web Service and its provider. This criterion also 
considers external references of the provider. 

These criteria have to be guaranteed in a SLA. The SLAs are handled by 
the SLA Management component. After the registration of the SLA at the 
enterprise portal, the SLA 'is parsed by the SLA Management component and 
relevant information about guarantees is stored in a database. This information 
will be used by the QoS Monitoring component to detect potential SLA 
violations. 

The evaluation and assessment of the QoS criteria proposed above is 
performed by the Rating component. The Rating component creates a ranking 
based on the SLAs. For this, the Rating component evaluates the criteria defined 
within the SLAs. The non-measurable values like reputation and security have 
to be assessed by IT experts. Furthermore IT experts can define rules to exclude 
Web Services that does not satisfy certain minimal QoS requirements. An 
example for such a rule can be: "Do not admit Web Services with a response 
time longer than 10 ms". Web Services that pass this Stage are integrated by the 
Rating component in the internal registry. This registry contains links to all Web 
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Services that comply with the defined constraints. These Web Services can be 
made available by intemal business units or extemal service providers. Intemal ~f ' irl : l!lcc 1;iL 

.Web Services are favoured to encapsulate the functionality of legacy Systems L - .. 

[201. P,*)"^ V..: - . -.. . . 
The Proxy component and tlie Selection componenf dynamically invoke Hetjisf,.itioii 

Web Services considering QoS attributes of the registered Web Services. The P t " , O l l  ngrtl 
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Prox-V contponenf receives the Web Service invocations of the BPEL4WS r.Fn.l-<L C L,, 4'1 ott-::r ri.ji.; a . ~  ,;P' o n i ,  

process and forwards them to the Selection componenf. The Selection 
componenf cliooses the Web Service witli the highest Score calculated by the 
Ralitig component on basis of the SLAs. Then the Selection component executes 
the particular Web Service. When a Web Service is invoked by the Selection 
cornponent, the accounting mechanism is started as well. The Accounting 
cornoonenf tracks start and end time of a Web Service invocation as well as 
potentially occurring errors. Accounting is the process of tracing information 
s)atetiis activities to a responsible source [4] and is usually conducted by the 
service provider as a foundation for charging and billing. However, the 
approacli we propose in this paper enables accounting at the client side as well. 
This can be helpful to assign costs to intemal business units according the cause 
of the costs. Additionally, the service requestor can make use of accounting 
information to check the provider's invoice. 

The QoS Monitoring componetlt controls the compliance of the Web 
Service execution with the SLA. Thus, it evaluates the measurements conducted 
by the Accounting component. The measurements have to be compared to the 
guaranteed metrics within the SLA. If there are any violations of the SLA, the 
provider of the particular Web Service as well as the service requestor are 
notified. Furthermore the QoS Monitoring component can initiate that a bad- 
performing Web Service whose availability break down, is substituted by 
another Web Service with the Same functionality. For this, it sends a message to 
the Selection component to terminale the bad-performing Web Service and to 
start another one. 

5. Implernentation 

The components of our Web Service architecture are implemented in Java. As 
application server we use Apache Tomcat 5.0. Apache Axis 1.1 is employed as 
SOAP engine and MySQL acts as a database server. 

First of all, the Web Service provider has to register at the portal of the 
User (Figure 5). After the registration the provider is able to subscribe its Web 
Services (Figure 6) according to pre-defined categories (e.g. credit rating). A 
corresponding SLA hast to be referenced as well. 

4,0rn;.kiivi,.,rc* IDerno Inc 

Figure 5: Registration of the provider at the portal 

t:,:rc*t Exarnp~e Sbeel42 
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The SLA is evaluated by the SLA Management componenf. In this 
context information about the Web Services, e.g. provider name, name of the 
Web Service, guaranteed QoS metrics and the validity, are extracted and stored 
in the database. 

To model Service Level Agreements we use IBM's Web Service Level 
Agreement (WSLA) framework ([10], [16]). WSLA is based on XML Schema 
[40] and divided in three Parts: In the section Parties the organisations involved 
are described. Relevant Parameters and the way how they are calculated are 
illustrated in the section Service Descriptions. In the section Obligations 
Service Level Objectives (SLOs) are used to define criteria that have to be met 
by the provider. 
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Figure 6: List of tlie registered Web Services and categories 

Figure 7 shows an excerpt of a SLA for a Credit Rating Web Service. 
Witliin this SLA an availability of 99.5% is assured and the validity of the Web 
Service is defuied as well. 

Figure 7: Excerpt of a SLA for a Credit Rating Web Service 

The Web Service composition is realised in BPEL4WS (Business 
Process Execution Language for Web Services), because this specification has 
become a de facto Standard [23]. For the execution of the BPEL4WS process we 
use the BPEUWS engine provided by IBM AlphaWorks [14]. Figure 8 
illustrates the invocation of a Credit Rating Web Seßrice modelled by 
BPEL4WS. In BPEUWS this is realised by the <invoke> construct. 

Figure 8: Invocation of a Credit Rating Web Service by the BPEL4WS process 

However, in our approach the BPEL4WS engine does not directly invoke 
a certain Web Service (e.g. a Credit Rating Web Service), but the Proxy 
component instead. This is realised by modifying the WSDL file when the Web 
Service is registered at the portal in a manner that the physical address of the 
particular Web Service (e.g. http://www.schufa-company- 
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a.de/web/services/Schufa) is substituted by the address of the Proxy component 
(e.g. http:l/localhost:808Ilaxis/WSproxy). This modification of t h e  physical 
Web Service address is performed by the SLA Management component 
automatically. The Proxy component acts as a Server waiting with a daemon 
thread listening on a port (e.g. 8081) for incoming Web Service invocations that 
arrive as http requests. These http requests contain the SOAP message for the 
invocation of the particular Web Service. When an incoming Web Service 
invocation arrives on the particular port, the daemon thread Starts a new client 
thread to process the inbound invocation of the BPEUWS engine. 

Figure 9 shows an excerpt of a http request to invoke a Credit Rating 
Web Service witli the URL ,,/wsproxy/Schufa" and the SOAP Parameter 
„-surname" and „firstname" 

POST /wsproxy/Schufa HTTP/1.0 SOAPAction: " "  
User-Agent: Axis/l.l Host: 192.168.12.200:8081 
<?xml version="l.O" encoding="UTF-B"?> 
isoapenv: Envelope xmlns : soapenv=" ..." ... > 

<soapenv:Body> 
<m:validCustomer xmlns:m=" ..." ... > 

<-surname x s i : t y p e = " x s d : s t r i n g " > M i l l e r < / _ s u r n a m e >  
<-firstname xsi:type="xsd:string">Peter</-firstname> 

</m:validCustomer> 
</soapenv:Body> 

</soapenv:Envelope> 

Figure 9: http request for the invocation of a Credit Rating Web Service 

First of all, the client thread reads the incoming http request (e.g. Web 
Service URL and the SOAP message) and stores this data in a request object 
generated for this purpose. The request object is passed on to the Selection 
component by the client thread of the Proxy component. The task of the 
Selection component is selecting a suitable Web Service in compliance with the 
pre-defined rules by the user (cp. Chapter 4). This process consists of the 
following steps: 
- The intemal registry is browsed to find the appropriate Web Service 

category (e.g. credit rating) by evaluating the URL (e.g. 
/wsproxy/creditRating). 

- Based on this category, a so-called Target is created. This Target is 
declared as: <Protocol>:<Web Service category>:<Search criterion; 

- To determine the optimal Web Service, the Target is handed on to a 
SearchFactory generated for this purpose. The SearchFactory delivers an 
object according the specified protocol. This protocol depends on tlie 
registry that stores and manages the Web Services. Due to simplicity it is 
possible to use a SQL database. Our approach supports UDDI as registry as 
well. In this case the protocol has to be specified as UDDI. 

- The Selection component receives the object with the endpoint URL (i.e. 
the physical address) of the best suitable Web Service according to the 
ranking calculated by the Rating Component. Using this endpoint URL the 
Selecfion component invokes the particular Web Service. At the Same time 
the Accounting component is started as well. 

- If tlie Web Service returns an output, this output will be sent as a response 
to the client thread by the Selection component. The client thread forwards 
this response to the BPEUWS engine. After this step the Web Service 
invocation is completely finalised and the client thread is terminated. 

- Due to the tracked data, the QoS Monitoring component checks if there are 
any SLA violations. In this case a waming is generated and the provider of 
the particular Web Service is notified. 

The interaction of the participating architectural components described in 
this section is shown as a collaboration diagram in Figure 10. 

3: Find opumil Web S a v r a  -, 
4. lnwkc Web Scwicc + 

Figure 10: Interaction of the participating architectural components 

6. Conclusion and Outlook 

Constraint >. If the Credit Rating Web Service with highest Score without In the era of globalisation and sophisticated customers flexible business 
any conshaint should be invoked, the Target is modelled as followed: processes are crucial for the long-term success of an enterprise. Web Services as 
<DB>:<creditProcess.rating>:<maxScore, noConstraint> 
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realisation of a Service-oriented Architecture (SoA) gain in importance not only 
to intcgratc lcgacy Systems, but also to establish flexible, cross-organisational 
business processes. The adoption of Web Services in critical business processes 
depends on the manner how Web Services guarantee Quality of Service (QoS). 

Thus, we present an integrated Web Service architecture with 
comprehensive QoS support. This architecture supports the assessment of Web 
Services to assure that only those Web Services will be used in critical business 
processes tliat satisQ the requirements defined by tlie User. The selection and 
execution of a certain Web Service depends on its QoS properties that must be 
guaranteed in Service Level Agreements (SLAs). The compliance with such 
SLAs is monitored by a component of the architecture as well. Furthermore we 
described our prototypical implementation of the Web Service architecture 
presented in this paper. 

Our further research activities will focus on the performance evaluation 
of the Web Service architecture we propose in this paper. Additionally, we will 
research on self-configuration of business processes. Self-configuration of 
business processes aims at business processes that combine process Patterns to 
reach a certain business goal (e.g. assessment of a loan request) according to a 
particular business context (e.g. certain clients and past experiences). 
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