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Abstract. IP Telephony is an important application for building in-
tegrated communication services on IP networks. It provides telephony
functionality similar to the Plain Old Telephone System. A rich variety
of novel multimedia services is expected to augment the basic call func-
tionality of IP Telephony systems. These services make the use of IP
Telephony very attractive. However, multimedia services are much more
complex than plain telephony services. IP-based telephony solutions are
expected to be operated in a deregulated market where many different
parties develop and deploy their own services. The conflicts and interac-
tions that result from this practice make this application area challenging
on a technical but also on an operational level.

The growing number of services with different quality in IP Telephony
systems result in the service interaction problem, that is a well-known
phenomenon in the traditional telephony system already. Existing ser-
vices may interact with each other often in an undesired behavior. In
this paper a rule-based approach to avoid local service interactions is
proposed. The solution uses condition statements that have to be met
when a service is to be executed. Current solutions consider mainly tech-
nical aspects of the end-systems or call session process as condition ex-
pressions. In the proposed approach individual user’s demands are taken
into account in a novel way. This corresponds to the inherent nature of
a user centric communication. Context information of the user is con-
sidered as an implicit input to the rule decision process. Additionally, a
more comprehensive expressiveness of the conditions can be achieved.

1 Introduction

Communication has become a sine qua non in today’s life. It is a commodity for
business processes and individual relationships. Current telephony functionality
is mainly provided by Intelligent Network (IN) systems. These systems operate
on a single purpose circuit switched network with a limited number of dedi-
cated access points. The set of services in the Intelligent Network is small, but
carefully designed. It is provisioned and maintained by the network provider. IP
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Telephony uses packet switched networks, that are shared with other communi-
cation applications such as e-mail or instant messaging. The shared networking
platform facilitates the integration of real-time voice communication with other
IP based applications. Innovative services are expected as a consequence.

The telephone service has evolved over a century. Its highly esteemed at-
tributes are stability, availability, robustness, and correctness. IP Telephony has
to offer comparable properties otherwise users will not accept it as a serious al-
ternative. IP Telephony solutions are going to operate in an open multi-vendor
market with strong competition. Innovative and customized services will become
the main differentiator between the different providers. The distributed nature
of service intelligence and operational domains makes it harder to attribute re-
sponsibilities for a robust system.

The rising amount of services is predicted to have an impact on undesired
service interactions. The service interaction problem describes the behavior of
services that may be compromised when they are interacting. This is even more
aggravated through semi-professionally designed services, but also because only
little attention is paid on this problem in the IP Telephony area. We propose
a solution scheme to avoid local service interactions especially for the class of
custom user services. To clearly distinguish between services provided by the
telephone network, such as call control and supplementary services, and ser-
vices that offer tailored functionality to the user, we define the term custom
User Services. These services are typically designed by the user itself and not in
a professional development process. It distinguishes from traditional telephony
services where only parameterization by the user is possible.

The approach exploits the rich information conveyed in IP Telephony signal-
ing messages such as address field, subject, and media description. This informa-
tion is used in combination with an Event-Condition-Action (ECA) framework.
Interaction detection and resolution is shifted to a rule-based system. Addition-
ally, ECA rules are adapted dynamically according to the user’s current context.
This is achieved by the use of context information as a new type of condition
criterion. In addition the system becomes more user centric, which satisfies the
demands of user communication better.

The rest of paper is structured as follows: Section 2 defines the problem
domain for the proposed solution. The introduced approach to consider context
information as a new kind of condition criterion is described in Section 3. The
paper is concluded with a summary in Section 4.

2 Problem Domain

2.1 Services

The basic telephony call functionality is similar in IN and IP Telephony. Ma-
jor differences can be identified in the service development and provisioning
mechanism. A service provides additional and supplementary functionality for
the user and the network. The terms service, feature or service feature are of-
ten used interchangeably. It is often not possible to distinguish features from
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services. Moreover, the service itself and service provisioning are often used syn-
onymously. Thus, individuals tend to have their own vague understanding of
what a service is. In this document these concepts are defined as follows:

A service o is defined as a meaningful set of capabilities provided by an
existing or intended set of systems to all who utilize it [1].

Services are often composed of feature or service features. In this context
these are defined as:

Features ¢ are packages of incrementally or optional added functionality
to the base service [2].

The compositions of features to form a service can be denoted as

C=0B®) DPr B ... D by, (1)

where op denotes a particular basic service that is extended by the features
¢;. In this context the operator @ determines an arbitrary feature-composition
operation.

Different standards describe services that are using protocol primitives. For
Intelligent Networks these are defined in capability sets such as CS-1 [3]. Ser-
vices for IP Telephony using protocol primitives are defined in their core signaling
specifications (Session Initiation Protocol (SIP) [4] and H.323 [5]). Additional
supplementary services are defined in the ITU-T H.450.n series, RFCs and Inter-
net drafts. IP Telephony provides mechanism for another type of services. Cus-
tom user services are realized by high-level programming concepts. SIP Common
Gateway Interface (SIP-CGI) [6] and the Call Processing Language (CPL) [7]
approach are main concepts. In the context of the system described later the fo-
cus is on SIP and CPL as a scripting language to develop and provision custom
user services.

2.2 Service Interaction

Service development for the Intelligent Network is accomplished by a small group
of telephony experts. Standardization bodies carefully designed these service
to ensure their proper and flawless functionality even among different vendors.
However, in specific situations the behavior of the overall system is disturbed if
a new serviced is introduced to the system. This phenomenon is called service
interaction problem or feature interaction problem.

An interaction occurs if one additional feature modifies or disrupts the behav-
ior of the existing services in the system. This may be in a desired or necessary
way, but in most cases it is an unwanted result. A service interaction can be
formalized using the previous definitions of services and features. It occurs if

SooiEps 1<i<n (2)

and
869016902@...@Un#pl/\pg/\.../\pn (3)
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are both true. S denotes the system. Further, let p1,pe, ..., p, be the properties
of the services, such that the service satisfies the property denoted as o |= p.

Services are often developed by different vendors. These check their services
for correctness and potential implications without having full knowledge about
other existing services. Verifying services against interaction with other services
rises exponentially with the number of services. These are the cause of unwanted
interaction. However, service interaction is a basic principle to combine services
in order to create more sophisticated functionality, as expressed in Equation 1.
Service chaining is another use for desired service interaction. Therefore, ser-
vice interaction is an inherent and persistent feature of service development and
execution, hence methods for a correct handling are needed.

Different kind of service interactions exist. A taxonomy on the different fea-
ture interaction classes based on the nature of interaction is given in [8]. We
focus on the class of Single User Single Component (SUSC) interactions from
this taxonomy. A service interaction of the SUSC class arise because of functional
ambiguities between concurrently running services. This type of interaction cor-
responds well to the targeted class of custom user services where multiple services
can be active at the same time in order to achieve a user centric communication.

Example. The following example of parallel active Voice Mail (VM) and
Call Forwarding on No-Reply (CFNR) services illustrates the situation of local
service interaction. Figure 1 shows the corresponding situation during an incom-
ing call and a no-reply condition of the subscriber. The system can not execute
both services that provide a no-reply treatment properly. This problem arises
because the CFNR service forwards the incoming call to a specified address,
after the phones rings a certain time. The VM service in turn offers the caller
that a voice message is recorded for the original callee. O

Subscriber

incoming call

Fig. 1. The parallel active services Voice Mail and Call Forward on a no-reply condition

2.3 Related Work

The service interaction problem is well known in the context of the Intelligent
Network and research effort in academia and industry has been dedicated to this
problem. Different solution approaches can be applied at individual phases of the
service development and deployment process. The solution space can be divided
into three categories. In the first category there are off-line techniques which
are characterized by the application for formal methods. On-line techniques are
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another approach that provides a combination of detection and resolution mech-
anisms. They are only applicable if the targeted interaction problems can be
resolved at run-time. The combination of on-line approaches with knowledge
about services and interactions from off-line methods characterizes the domain
of hybrid techniques [9].

Off-line techniques are well suited for application in the design phase. Ser-
vices are typically described and analyzed in a formal description language.
The usage of these analytical methods have compelling arguments. They have
a mathematical foundation and use techniques such as extended Finite State
Machine (FSM), process algebra, and logic. The repertoire of off-line techniques
can be expressed as some form of analysis for reachability, termination, dead-
lock, nondeterminism or consistency. A constructive approach is provided by
the Distributed Feature Composition (DFC) [10]. This framework serves as a vir-
tual architecture for exposing and managing service interactions in multi-party,
multi-feature and multi-media sessions in telecommunication networks. Individ-
ual services are treated as black-boxes that communicate via an internal message
exchange. The origin target platform of this approach was the PSTN, but an
implementation of the DFC concept for IP networks is available as well [11].

A quick time-to-market support is one of the key benefits of on-line tech-
niques. They also fit better to the multi-vendor market, where global knowledge
about all services disappears. Services interaction is typically first detected when
the services are actually deployed and activated. The on-line method adopts to
probe service and their interactions in a testbed. Usually a priori knowledge
about services that presumably interact is used. A number of approaches aim at
probing without an interaction matrix which is gained afore. This is achieved by
run-time collection of data in an isolated test-bed process. Solutions use central-
ized entities [12] with the capability of observing and controlling the call process.
Alternatively, features need the ability to communicate with other features in
an out-of-band manner and negotiate a proper resolution [13].

2.4 Summary

Existing off-line techniques for service interaction detection have originally been
developed for IN telephony services. Nevertheless, an analysis show that these
techniques are also well suited for application in the context of service design
in TP Telephony. This is especially true for services that use protocol primi-
tives. These services are the outcome of a thoroughly standardization process.
Additionally, these services are typically designed by experienced developers.

Mechanism that allow the design and provision of custom user services are an
advantageous feature that IP Telephony offers. This enables the user to create
own services that fit best to their individual needs. However, the users are often
not familiar with any of the above mentioned formal description techniques.
Existing mechanisms do not reasonable support the development of high-level
custom user services by users.
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3 Approach

The approach proposed in this paper fills the gap that has been highlighted in
the previous sections. It avoids local service interactions with a focus on custom
user services. Services developed by 3rd-party service developer and provider as
well as skilled end users are the targeted group. Formal description techniques
as used in many off-line techniques require additional skills from the user and
have a steep learning curve. This is a not negligible additional burden. It is also
in contradiction to the intention of easy service creation. The basic principle
of the proposed avoidance is the utilization of an Event-Condition-Action rule
framework to control service execution.

3.1 Usage of Event-Condition-Action rules

An approved concept is used to control service execution. The Event-Condition-
Action (ECA) rule framework is well-known in the area of active databases [14].
However, it is novel to use this concept in the context of service interactions.
Special schemes for the detection and resolution of conflicts within the rule sets
exist in this context. These are considered helpful for the approach introduced
here. An ECA rule r can be written as

r:{E}:C—> A

where { E'} denotes the set of triggering events. C states the rule’s condition and
A states the rule’s action. After an event or a combination of events triggers a
rule, the condition statement of the rule is evaluated. If the condition expression
is true the service specified in the action part is executed.

Triggering is achieved by session related events like incoming or outgoing calls
but also by external events. Several operators support the combination of single
event descriptions [15,16] to express more powerful statements. A disjunction
(e1 Vez) is true if either one or both of the events occur. A conjunction (e; Aes)
specifies that both events have to occur within a specified time interval without
considering their order. The sequence (e1; e2) yields a true result if both events
occur in exactly the described order. Negation (not e; [interval]) is true if the
event has not occurred during the specified time interval.

3.2 Condition and States

Conditions can be any combination of predicates that evaluate time, address,
state information, etc. Time conditions offer an appropriate way to specify the
system behavior. The conditions C' are evaluated after a rule is triggered. The
condition statements are represented in a Disjunctive Normal Form (DNF):

(Cl,l N 01’2 AN Cl,n1) \% (CZ,I N 02’2 AN C2,n2) V...V (Cm,l A Cm,2 RPAN cm,nm)

where ¢; ; denotes the single conditions that are either TRUE or FALSE. A DNF
fits well with the natural expression of condition statements where all conditions
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within an alternative statements have to be true. Of all rules that match (the
candidate set) one is selected using a conflict resolution policy. The resolution
scheme uses priorities to chose the rule. If multiple candidates are still left addi-
tional information like time-stamps is taken into consideration. The first rule in
the candidate set is chosen if no unambiguous decision exist. Finally, the selected
rule is fired, which is that its action part is executed.

Within the condition statements a time specification that is compatible to the
time definitions in the Internet Calendaring (iCal) standard [17] is used. Time
conditions offer an appropriate mechanism to arrange the services corresponding
to the user’s daily routine. Different time scales and expressions, (such as time
ranges and recurring events) can be described with the time condition. Another
condition type describes address information.

The signaling semantic of SIP is exploited to obtain call specific information
like addresses, subjects, and media descriptions. The SIP header contains in-
formation which can be evaluated for address selection. A complete match but
also substring matches (e.g. only domain name) can be applied on the address
header fields. Address information together with white and black lists allow a
comprehensive mechanism to classify incoming calls. If an address is matched
with a specific address in a white-list the address condition is true otherwise it is
false. Black-list entries explicitly deny service execution if the matched address
is in the list. In all others cases it is allowed.

Session states can also be utilized as condition statement. These states rep-
resents specific phases of the session. These states can be described on different
abstraction levels. The Basic Call State Model (BCSM) provides a set low-level
states. The model describes the transition between the specific states during call
setup. Session states can typically be obtained by the analysis of the exchanged
signaling messages. The signaling in SIP is achieved by the exchange of requests
and responses. These signaling messages are standardized and allow to conclude
the current status of the caller, callee, and the session.

The above mentioned information provides a useful basis for fine grain con-
dition expressions. However, there are drawbacks with these kind of condition
statements. The set of high-level call states is very limited. Moreover, they de-
scribe generally only the end-system or the session process. Low-level states are
implementation depended and restricted to a specific end-system. Most notably,
the condition expressions mainly describe a static state of the system. This does
not correspond with the goal to support a user centric communication.

A benefit is gained if the current user situation is considered as a condition
statement as well. This situation is referred as the user’s context. The use of
contexts information allows to cover the dynamic behavior and communication
demand of a user. The behavior of service execution controlling can be automati-
cally adapted to the user’s context. Context provides a novel condition statement
that enables to execute the most appropriate service in a certain situation. An
automatic context estimation process serves as an implicit input to the conflict
resolution strategy of the system.
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3.3 Context as an Adaptive and Dynamic Momentum for Service
Execution

Most people have a general idea about what context is. However, there are diverse
(and often vague) notions about what the term actually describes. Throughout
this paper the following definition of context adapted from [18] is used:

Context is any information that can be used to characterize the situation
of a subject and its interaction with optional objects. Objects are per-
sons, places, or applications that are considered relevant to the subject.

The combination of several context values provides a very powerful mecha-
nism to determine the current situation. Location, entity activity and time are
typical context sources and are forming the primary context. Knowledge of the
current location and time together with a user’s calendar lets an application
have a good estimation of the user’s current social situation. It is preferable that
the user’s context is detected automatically and used as an implicit input to
the rule evaluation process. Applications that consider context information are
able to adapt to the situation. This property is add to the system that evaluates
the condition part of the introduced approach. This allows a more user centric
avoidance of service interactions. Carefully specified rules may be fitting well but
can be inappropriate in certain situations. This depends on the user’s context
and therefore this should be considered. Time specifications that can be used to
estimate the agenda of a user can only provide a coarse schedule. The specifica-
tion can be described with recurring time periods (lunch, working hours, etc.)
but also with time spans over a longer time, such as holiday, travel. Context is
advantageous in coping with dynamic daily activities.

3.4 Context Determination

The following issues need to be addressed to incorporate context into the Event-
Condition-Action rule-based framework to avoid service interactions. The con-
text has to be established with an appropriate certainty. Afterwards it has to be
announced to the place where the condition statements of the rules are evaluated.
Context can be obtained on different abstraction levels. Physical and logical sen-
sors represent the lowest input layer. The collected raw data is processed and
finally mapped onto a context. Single context information can be combined to
form a higher-level context. The context of being in a meeting for instance can
be determined by a combination of location, time and calendar information.

Location information is an often used and valuable context. The type of ob-
tained information exists with different granularities. The kind of information
can be in a symbolic notation or refer to a physical geographic position. Fur-
ther, location sensing can be accomplished with different methods. A device can
actively measure its position. Alternatively, the infrastructure provides location
information in form of beacons (e.g. in RFID tag environments) that are sent
out. Accurate positioning for outside usage that is determined by the device
itself can be achieved e.g., by the Global Position System (GPS).



Using Context Information to Avoid Service Interactions in IP Telephony 9

For indoor location estimation the RADAR method [19] provides a suitable
approach for the proposed system setup. This is an proximity approach that uses
an IEEE 802.11 wireless LAN infrastructure. The signal strengths (SS) between
mobile clients and access points (AP) are measured to perform a comparison with
a pre-measured signal strength map. A calculated distance measure yields the
approximate location. Experiments in our lab show that the coverage and also
the gained accuracy is sufficient to determine the room a user is currently in [20].
This type of location sensing is a beneficial side-effect provided by a wireless
network infrastructure. A drawback can be seen in the fact that the user has to
carry a PDA-like device with a wireless network card. This is needed for active
location sensing but also for the detection of the device by the infrastructure.

Other high-level context information that describe the user’s current situa-
tion are presence information. The feasibility of presence information has been
proven in large scale Instant Messaging and Presence systems. Typical presence
information are busy, available, out-of-office. For instant messages using SIP the
Rich Presence Information Data Format for SIP (RPIDS) [21] is a suitable for-
mat. It consists of a Common Presence and Instant Messaging (CPIM) compliant
format and defines tags such as privacy, placetype, and category. RPIDS focuses
on the automatically deriving of presence information since users are often not
diligent in updating their status.

3.5 System Architecture

Several requirements have to be fulfilled by the proposed system to allow a user
centric avoidance of service interactions. Firstly, the system must be able to
control and execute the services on behalf of the user. Therefore, it needs to
be aware of the session state as well as of the current context of the user. This
functionality is combined in the logical ECA entity, which is shown on the right
in Figure 2. The entity consists of three main building blocks described next.
Vovida Open Communication Application Library (VOCAL) was chosen as the
platform for this system. VOCAL provides a fully fledged Open Source SIP-
centric IP Telephony system. The system covers all parts, defined in the SIP
core standards, as well as additional functionality.

The Rule Enforcement point is the core of the ECA-based solution. The
stored rules are retrieved, selected and evaluated if a specific event occurs. Con-
flict resolution policy is achieve in this component. Services and CPL scripts are
executed in the Service Fzxecution component according to the matched rule.
Therefore, the ECA entity has to be located in the signaling path in order to
react on incoming and outgoing calls events. Further, this enables the ability to
parse SIP messages. Access to the information conveyed in the messages is re-
quired to assay the condition statements based on session state and header fields.
The B2BUA component is chosen to provide the demanded functionalities. It is
a logical entity that contains two SIP User Agents (UAs) working back-to-back.
It appears like a pure SIP proxy, but unlike a pure proxy the B2BUA allows
3rd party call control. It handles different calls legs, remains in the call and
maintains the complete call state.
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Fig. 2. The ECA-SIP System

For the evaluation of context condition criteria in the rules the system needs
to be aware of occurring context changes. The client communicates context
changes via an asynchronous transmission mechanism such as an event mes-
saging technique. The push mechanism is in favor of the pull mode. The push
mode guarantees shorter response time, but typically results in a larger number
of exchanged message. This kind of event message transmission and the subscrip-
tion mode for the proposed system is provided by the SIP event framework [22].
SUBSCRIBE and NOTIFY messages fit well into the SIP environment that is
used for IP Telephony systems. The system setup is shown in Figure 3. The
ECA entity subscribes to the clients for a specific context change using SUB-
SCRIBE messages. The user location is the context of interest in this context.
The client’s device determines its own location as describe in Section 3.4. Alter-
natively, it can use other techniques. If a location change occurs, the client sends
a NOTIFY message with its current context to all subscribers.

from ECA entity /‘\ to ECA entity
A
APy /PN

SUBSCRIBE - NOTIFY

context AP2 context=meeting
change

office i meeting
room
SS (45, 20, 38) SS (18, 51, 37)
location=office location=meeting room

Lo |77 K

no entry entry=meeting

time

Fig. 3. Context change of the user is announced to the ECA entity via a SIP NOTIFY
message
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3.6 Evaluation

The example in Section 2.2 with simultaneously active Voice Mail (VM) and
Call Forwarding on No-Reply (CFNR) services will be used to illustrate how
the system operates. An incoming call which is not answered within a specified
time triggers all services that have subscribed to this event. The potential con-
flict can be resolved if rules prevent both services to be executed at the same
time by specifying condition statements. The user’s context is considered for the
evaluation of the condition statement. If the user is in a meeting the call should
be forwarded to his secretary (in case it is urgent) otherwise a voice mail should
be recorded. A rule may look like the following (in pseudo notation):

on incoming call if context = meeting do CFNR(addr = secretary)

The context meeting is determined when the user is located in the meeting
room and an appointment in the user’s calendar is marked as “meeting”. The
according NOTIFY message is issued to the ECA entity when the user enters the
meeting room. An incoming call triggers the event mechanism and the condition
expression is evaluated. Since the user is in the context meeting the CFNR
services is executed and the call is redirected to the specified address.

4 Conclusion

IP Telephony offers mechanisms for a variety of new multimedia communication
services. The rising number of services will aggravate the service interaction
problem in IP Telephony. The proposed approach tackles this problem with
an Event-Condition-Action framework. Local interaction can be avoided using
a rule resolution strategy. We have enhanced this approach by adding a user
centric component to the condition part. Context information is considered as
an additional condition criterion. Context such as location and status gives the
systems the ability to determine the service that is most appropriate for the user’s
current context. The system subscribes to context changes with the clients. After
a context change occurred the subscriber will be notified. This shifts the service
control from a purely call-related to a more user-centric treatment.
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