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Abstract. The growth of mobile and wireless communications has also 
raised various concerns with respect to information-security. Recently, 
the design of secure protocols for wireless LANs has been placed under 
scrutiny to ensure the authenticity, integrity, and confidentiality of the 
communication. However, these protocols mostly focus on the protection 
of the ongoing communication only and neglect long-term security goals. 
Attack vectors against such long-term security goals include, but are not 
limited to adversaries that are eavesdropping the wireless communica- 
tion to perform a post hoc cryptanalysis (possibly years after the data- 
capture). This paper introduces the paradigm of geographically secure 
routing to address the aforementioned shortcomings of existing security 
schemes. In particular, we propose a solution to transmit sensitive infor- 
mation in a mobile ad hoc network such that the routes are restricted 
to trustworthy nodes. Our scheme is able to prevent eavesdropping of 
or tampering with data in-flight, thus, thwarting passive and active at- 
tacks and supporting the long-term security of the System. We implement 
our solution using a cross-layer approach that builds on existing ad hoc 
routing protocols and maintains the compatibility with these protocols. 
A Simulation study shows the feasibility of our approach and validates 
the proposed solution. 

1 Introduction 

1.1 Motivation 

The growth of mobile and wireless communications has also raised various con- 
cerns with respect to  information-security. Several breaches in security protocols 
for wireless communication systems based on IEEE 802.11 Wireless LAN, Blue- 
tooth, or GSM have recently been reported. As a result, the design of secure 
protocols in the wireless communication domain has been placed under scmtiny 
to ensure the authenticity, integrity, and confidentiality of the communication. 



Mechanisms and protocols such as WEP, WPA, IEEE802.11i on lower layers 
are combined with higher layer mechanisms such as IPSec and TLS to meet the 
security demands. Since these approaches are all based on currently available en- 
cryption mechanisms, they are potentially vulnerable regarding their long-term 
security. Attack vectors against such long-term security goals include, but are 
not limited to adversaries that are eavesdropping the wireless communication to 
perform a post hoc cryptanalysis. The mathematical problems that build the fun- 
dament of todays encryption algorithms might be solved in affordable time in the 
future if we consider improvements in computing power, e.g., based on advances 
in quantum computing [I]. The breaking of the DES algorithm, as described in 
[8], is one example of the past that surely will show up again. In Summary, the 
application of traditional security schemes in wireless networks Opens up various 
problems that demand for novel solutions. This paper introduces the paradigm 
of geographically secure routing to address the aforementioned shortcomings of 
existing security schemes. In particular, we propose a solution to transmit sensi- 
tive information in a mobile ad hoc network such that the routes are restricted to  
trustworthy nodes. Our scheme is able to prevent eavesdropping of or tampering 
with data in-flight, thus, thwarting passive and active attacks and enhancing the 
long-term security of the system. 

1.2 Cont r ibu t ion  

In this work we investigate novel mechanisms to support the long-term security 
coupled to mobile/wireless ad hoc networks. We develop a solution to provide 
geographically secure routes on top of legacy routing protocols such as Dynamic 
Source Routing (DSR). Our solution follows a cross-layer approach to control 
the routing protocol from application level. Our main contribution is the design, 
implementation, and experimental validation of a geographically secure routing 
scheme. We follow a cross-layer approach to couple the application layer (which 
specifies the securit,~ requirements) with the network layer (here: legacy ad hoc 
routing protocols). Our solution aims to enhance the long-term security of cor- 
porate ad hoc network deployments. 

1.3 Out l ine  

The remainder of this paper is structured as follows. In Section 2, we describe 
the scenario underlying our work. We perform a security analysis and derive 
the requirements for possible solutions. Our novel approach towards geograph- 
ically secure ad hoc routing is precisely described in Section 3. In particular, 
we motivate the choice of a cross-layer architecture for our solution and give a 
description of the routing control interface that includes all necessary protocol 
extensions. As a proof-of-concept we perform a simulation study to validate the 
operation of our routing mechanism. We outline the design of the simulations 
and analyze and present selected results in Section 4. Finally, we summarize our 
work in Section 5. 



2 Scenario 

Within our scenario we consider a research site with employees and visitors 
canying mobile communication devices. Visitors have to be considered as non- 
trustworthy and are therefore assumed to be restricted to a designated area 
within the research site. Employees are considered as trustworthy. For them, no 
restrictions with respect to movement are made. 

From the technical point of view, trusted employee devices are further divided 
into devices whose functionality can be changed with small effort (like notebooks 
or PDAs running Open source operating systems) and devices where this is not 
(easily) possible (like network printers with proprietary operating systems). 

Our approach is based on an extension of the functionality of nodes. Nodes, 
whose functionality we extend, are further called extended nodes. Nodes with 
unchanged functionality are referred to as standard nodes. 

For communication between any two involved devices, we use a mobile ad 
hoc network. The exchanged informatioil is classified into confidential and non- 
confidential data fiows. To setup the required routes, the deployed routing pro- 
tocol is DSR [5]. 

From the described scenario, we can extract four possible communication 
cases, which are shown in Figure 1: 

- Employee nodes exchanging confidential information 
- Employee nodes exchanging non-confidential information 
- Employee node and visitor node exchanging non-confidential information 
- Visitor nodes exchanging non-confidential information 
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Fig. 1. Scenario with schematic end-to-end communication relationships 

2.1 Security Analysis 

Various attacks that are inherently possible in mobile ad hoc networks due to 
their infrastructureless nature have been identified so far [6]. These can be clas- 
sified into active and passive attacks. In general, the intention of an active attack 



is to change the data flow in a mobile ad hoc network. For this, active attacks 
require changes in the behavior of the deployed routing protocols to achieve the 
desired effects. Thus, nodes that perform active attacks, can be detected (and 
located) by an intrusion detection system, as proposed for example in 171. In 
contrast to this, passive attacks like trafFic analysis or eavesdropping of specific 
communications do not require the attacker to change the routing protocol and 
have no direct effect on the behavior of the mobile ad hoc network a s  a whole. In 
fact, passive attacks do not require the node to transmit any information, what 
makes it (nearly) impossible to detect passive attackers. Active attack mech- 
anisms may (but do not have to) be used in combination with eavesdropping 
in order to make the result even worse (or better from the perspective of the 
attacker). 

Today, data encryption is the method of choice, to prevent that information 
collected during an eavesdropping attack can be exploited by the attacker. In 
view of long-term security, state of the art  encryption mechanisms could fail in 
a few years, giving the potentially malicious visitor in our scenario the chance to 
reveal the secrets once collected. If we further consider public key infrastructures 
[2], where a private/public key pair is usually used for a long period of time, it 
might be possible for an adversary to compute the private key from collected 
data and to later still misuse this knowledge. Rom this perspective, a feasible 
way to keep information confidential in the future with today's techniques is to 
keep it away from unauthorized persons. 

For our given scenario, we expect all attacks, whether they are of active 
or passive nature, to  be restricted to the visitor area. The consequence is that 
confidential information should not enter the visitor area. This is shown in Figure 
1 where end-to-end communication relationships are sketched. 

2.2 Resulting Requirements 

In the cases of non-confidential coinmunication, the visitor nodes should be used 
for hop by hop information fonvarding in order to provide the expected connec- 
tivity. A respective route in our scenario is shown in Figure 2(a). This route will 
most likely be chosen by DSR since it is the shortest with respect to  number of 
hops. 

In the case of a confidential communication between eniployee nodes, a visitor 
node should (for the reasons described in the previous section) not be part of 
a path between employee nodes. So a t  the first Stage, we need the ability of 
an explicit user interaction or an irnplicit policy mechanism within the utilized 
application to  inform the routing process whether or not the information to 
transmit is confidential. 

Fot- confidential communications, we have to establish routes which bypass 
the visitor area. Figure 2(b) shows a route in our scenario that meets this re- 
striction. 

When we take a look a t  node X in Figure 2(b), we See that due to its 
proximity to the visitor area, its transmission would also reach unauthorized 
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Fig. 2. Confidential versus non-confidential route 

nodes. Even though X is a trusted employee node, it should at  its current position 
not be used for forwarding confidential information. 

For the decision whether an employee node may be contained in a route that 
is used for confidential communicat~ion, information about its position and its 
radio range has to be available. 

With respect to the subclassifications of employee devices, we have to as- 
sume that connectivity decreases if we restrict routes to employee nodes whose 
routing functionality we extended to distinguish between confidential and non- 
confidential communication and to handle position information (extended nodes). 
To overcome this, we allow a route to contain a certain number of non-extended 
employee nodes (standard nodes) between any two adjacent extended nodes. The 
endpoints of a route, that is sender and receiver, are expected to be extended 
nodes. 

The properties of our scenario and the requirements can be summarized as 
follows: 

- Devices are classified into employee devices and visitor devices 
- Visitor devices are restricted to the visitor area 
- Employee devices are further classified into extended nodes and standard 

nodes 
- End points of communications are extended nodes 
- An information exchange between application and routing process is needed 
- Knowledge of the position and the radio range of extended nodes has to be 

available 

3 Approach 

To achieve the desired functionality as described in the previous section, we have 
to take influence on the vertical control flow within one node (from application 
to routing process) as well as on the horizontal data flow between two nodes. In 
the following, we describe the required extensions. 



3.1 Cross-Layer Architecture 

For reasons of compatibility, we base our approach on the well established Inter- 
net model with its strictly separated layer architecture, as shown in Figure 3(a). 
To exchange the necessary information between the application and the routing 
process, we add a cross-layer extension similar to the design proposed in [3] in a 
two step process. 

(a) Internet layer model 

.L T 
Neiwork > 

W C 

.. - m.  
(U 

(b) Cross-layer design 

Cross-Layer Services '1 Applicalion I 
( 

I t 
Transpori 

Fig. 3. Extension of the Internet layer model 
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In the first step an additional control interface which will be described in 
detail in the next section is attached to the network layer. This way, the desired 
influence on the routing process becomes possible. A similar approach with the 
aim to  rewrite routing tables in order to optimize Gnutella networks is presented 
in [4]. 

Step two adds an orthogonal sideplane, which offers the service primitives 
for cross-layer communication. A draft of the resulting architecture is given in 
Figure 3(b). 

The sideplane is organized as a lightweight data structure containing (name, 
value) tuples. Services are offered to add and change tuples, as well as to register 
a process to be informed about changes in a specific tuple. With respect to our 
scenario, an application adds and changes tuples as for example the required 
position information of the node ("NodePosition~', GPS coordinates) and the 
visitor area (" VzsitorArean, Polygon). The control interface of the network layer 
registers for changes in both tuples. The information is then used to influence 
the routing process respectively. 

3.2 Routing Control Interface 

To stay compatible with nodes that run a standard DSR protocol, we leave the 
DSR header unchanged. The necessary information is contained in an additional 
header that follows the DSR header. We assign the header number 253 that 
is reserved by IANA for experimentation and testing. Thus the value of the 
nezt h d e r  field of the DSR header (which itself has not been assigned a fixed 



number yet) is 253 and points to our additional header. The resulting MAC 
frame is shown in Figure 4. 
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Fig. 4. MAC frame with additional header 

Nodes that run a standard DSR protocol simply ignore the additional header, 
whereas nodes that are equipped with our extension can read and evaluate the 
contained information. We define three header formats for the three phases of a 
communication which are route request, route reply and data transfer: 

Route Request To provide security at  the earliest possible point in time, we 
already demand the route request not to reach the visitor area. This way, we 
prevent visitors to perform traffic analysis or (if able to handle our extension) 
to pretend a position outside the visitor area with the aim to be included in a 
confidential route. 

For the route discovery phase, the additional header contains the following 
information: 

Next Header This is used to determine the transport layer protocol as for 
example TCP or UDP. 

TTL The time to live for this route request. This field is decreased at  each ex- 
tended node by the number of hops that where traversed since the previous 
extended node. If we allow a route to only consist of extended nodes, TTL 
will be decreased by one at  each (extended) node. If standard nodes are al- 
lowed to be situated between extended nodes, TTL is decreased respectively. 

Max. intermediate standard nodes This field specifies the maximum amount 
of standard nodes that may be situated between two adjacent extended 
nodes. The TTL of the IP header is set to this value a t  every extended node. 
This way, the broadcast of a route request that will be done by standard 
DSR nodes is restricted to the desired amount of standard nodes between 
adjacent extended nodes. 

Expected Replies The amount of expected route replies which will be of rel- 
evance for our multipath approach as a part of our future research. 

Sequence Number This field is reserved for our multipath approach. 
Header Length The overall length of the additional header. The length is not 

fixed, since the following field contains a flexible description of the position 
and the shape of the visitor area. 

Restricted Area A polygonal model of the visitor area. 

Figure 5 depicts the resulting structure of the additional header for the route 
request phase. 



Fig. 5. Header format for route request 

Nea Header I TTL I Max. Intermediate I Expecied Replies 

Route Reply During the route reply phase, each extended node appends its 
current geographical position and its position in the recorded list of hops in the 
DSR options to the extended header. The resulting header format is shown in 
Figure 6. 

Sequena, Nurnber Header Length 

Fig. 6. Header format for route reply 
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Based on this information, the source evaluates the degree of security, a route 
can offer. As an example, we assume that one standard node is situated between 
two extended nodes. For a worst case scenario, we further assume each extended 
node to be as close to the visitor area as it is allowed by its radio range. 

If the distance between the extended nodes then converges to the sum of 
their radio ranges, the transmission of the intermediate standard node can not 
reach the visitor area, as shown in Figure 7(a). 
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Fig. 7. Route with one intermediate standard node 
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If, on the other hand, the distance between the extended nodes is smaller than 
the sum of their radio ranges, the transmission of the intermediate standard node 
may well reach the visitor area. Regarding this, a quantitative assertion about 

X X 

(a) Secure route (b) (Possibly) unsecure route 

A 
Extended Node Standard Node Y ...... 

i.,,) Radio Range 

,<_._ ........., .............. - ...,. ............ 
'.> / -i 

i ............... t) * .............. i 
i. N, / ?; N2 j . '.. . . i li - ........ ...- X_ ............-.. 

Visitor Area 

A 
Extended Node Standard Node ...... 

j..,.) Radio Range 

...<.......... /_ , . . . . .  . . . . . . .  
.,." 

; i: ". 
,..... ......... * * .............. j 
i NI : NZ j ., : ., : 

..... '... ,.)' 
........................... ................... - 

Visitor Area 
> 



the security of a route becomes possible. The possibility that the transmission 
of an intermediate node reaches the visitor area can be calculated from the 
knowledge of the position of the two neighboring extended nodes. Figure 7(b) 
depicts the worst case of a (possibly) unsecure situation. We have to notice, 
that the intermediate standard node could be situated anywhere within the 
intersecting plane of the radio ranges of the extended nodes. 

Data Transfer During the phases of route request and route reply, we estab- 
lished a route, that meets our security requirements. Since we are confronted 
with mobile devices, the route has to be maintained with respect to security 
during the data transfer phase. 

To obtain the required flexibility for our further work on more unrestricted 
scenarios, we define a headcr for the data transfer phase, that may be used 
optionally when the scenario (and thus the restrictions with respect to security) 
changes. The header therefore contains for each extended node in the DSR hop 
list a description of an area, where the node is allowed to detain. If a node leaves 
this area, it has to stop forwarding messages for the respective communication. 

Figure 8 shows the additional header that is used during the data transfer 
phase. 

Fig. 8. Header format for data transfer 
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4 Simulation and Evaluation 

Header Length 

We apply the methodology proposed by Jain [9] for the experimental analysis of 
our approach and adopt the individual steps to our scenario. The methodological 
steps can be summarized as follows: 

Position in DSR Hop List J !!!!?.Y.* ................................ 
Psrrnllled Area 

...................................................................................................................... 

- Definition of t,he system, goals, and services 
- Selection of the metrics 
- Definition of the parameters to study 
- Selection of the factors/elements of the parameter Set 
- Choice of the evaluation technique 
- Selection of the workload 
- Design of the individual experiments 
- Analysis and interpretation of the obtained data 
- Presentation of the results 



4.1 Simulation Setup 

A detailed description of the simulation setup regarding the dimensions is shown 
in Figure 9. We consider a research site of 3000 meters width and 2000 meters 
height. The visitor area is situated at  the Center of the bottom line with a width 
of 1000 meters and a height of 500 meters. The radio range of 250 meters is equal 
for each node within our scenario. No packets are lost during transmission. - 30Wm A 

Research Site m I I 
Safely margin fw 100% secure routes aswming .-..-. no inlennediala slandard nodes 

. . . . . one inlennediale nandard node I I 

Fig. 9. Dimensions of our scenario 

So obtain a worst-case scenario for our approach, we place the source and 
the destination in the lower left and the lower right Corner of the research site. 
If successful, our approach discovers a route which bypasses the visitor area, 
whereas we expect standard DSR to discover a route straight through the visitor 
area, as we already drafted in Figure 2. 

The utilized simulation tool is an adapted version of JiST/SWANS [10], a 
Java based Open source discrete event simulator for wireless ad hoc networks. 
JiST/SWANS has shown to be easy extendable and to provide good scalability 
and performance. 

In a first step, we compare the connectivity of standard DSR to the con- 
nectivity of our approach. As a metric for this we use the fraction of successful 
route requests out of the number of total route requests. A statistical mean 
value is determined during 1000 simulation runs with random node placement 
and one route reqiiest each. Sender and receiver are placed at  the fixed positions 
as shown above. Each extended node with a position outside the inner safety 
margin shown in Figure 9 (so at  least the sending range of 250 meters away from 
the visitor area) is allowed to be contained in a route. 

For this evaluation, the parameters for each 1000 runs are 

- the total number of nodes in the scenario, 
- the fraction of extended nodes, and 
- the number of intermediate standard nodes between two adjacent extended 

nodes. 



In the second step, we quantitatively evaluate the degree of security that is 
reached, if we allow one intermediate standard node to be situated between two 
adjacent extended nodes. For this, we choose a fixed parameter set, that showed 
to achieve 100% connectivity in the first step of evaluation described above. We 
then introduce a second safety margin, as shown in Figure 9. No extended node 
that is situated within this area is allowed to  forward messages. It is obvious 
that if this second safety margin then has the size of 250 meters (measured from 
the inner margin), no messages reach the visitor area, since the sending range of 
an extended node and a following standard node can a t  most be 500 meters. 

For the second step, the parameter that is considered in simulation is the 
width of the outer safety margin. Again, we perform 1000 simulation runs with 
random node placement and one route request each. Sender and receiver stay 
fixed at the positions shown in Figure 9. To check whether a discovered route is in 
reception range of the visitor area, we modeled listening nodes for JiST/SWANS. 
These are placed with a distance of 100 meters along the boundaries of the visitor 
area. The listening nodes do not forward any messages and thus have no effect 
on the route discovery process. The metric to measure the security of a route is 
the fraction of route request messages that are received by the listening nodes 
around the visitor area out of the total amount of route request messages that 
are sent during the route request phase. 

4.2 Simulation Results and Evaluation 

To graphically show that our approach works in general, Figures 10 and 11 pro- 
vide screenshots of the route request phases of our approach and DSR. The 
visualization is done with a graphical monitoring tool for the JiST/SWANS sim- 
ulator which has been developed a t  our institute. We model a static simulation 
setup, that is similar to the scenario as depicted in Figure 2. 

In Figures 12 and 13, the results of the first step of the evaluation of our 
approach are shown. Figure 12 depicts the evaluation of the connectivity of our 
approach and of DSR. For this evaluation we used homogeneous setups, which 
consist either of standard DSR nodes or of extended nodes. 

As we expected, the price for a secure route is a decrease in connectivity of 
our approach compared to standard DSR. The mean decrease in connectivity 
for our scenario shows to  be approximately 20%. The elaboration of the reason 
for this will be part of our future work. 

For the evaluation shown in Figure 13, a heterogeneous setup of standard 
and extended nodes is considered. Depicted is the connectivity of routes which 
only consist of extended nodes and of routes which may contain one interme- 
diate standard node between adjacent extended nodes. We simulate a random 
distribution of 400 nodes and stepwise increase the fraction of extended nodes. 

In Figure 14 the results of the second step of our evaluation are presented. We 
simulate a setup with 200 standard nodes and 200 extended nodes. One inter- 
mediate standard node is allowed to be situated between two adjacent extended 
nodes. The size of the outer safety margin is increased stepwise. 



Fig. 10. Standard DSR route request 
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Fig. 11. Restricted route request 

Like presumed, the degree of security of a route decreases if we allow standard 
nodes to  be contained in a route and along with this reduce the size of the 
outer safety margin. The explanation for this observation is that like DSR, our 



Fig. 12. Connectivity of DSR and our approach 
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Fig. 13. Connectivity for routes with none and one intermediate standard node 

approach will most likely find the shortest route with respect to number of hops. 
This route is most likely the one with the shortest distance to the visitor area. 
Therefore, as shown in Figure 7, the transmission of an intermediate standard 
node can reach the visitor arm, if the distance between the neighboring extended 
nodes is smaller than the sum of their radio ranges. In this evaluation, our 
approach always performs better than standard DSR. For our scenario, DSR 
shows to have a constant rate of 50% intercepted route request messages out of 
the total amount of transmitted route request messages. 
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Fig. 14. Quantitative security of our approach 

Summary and Outlook 

Keeping away confidential information from unauthorized persons turns out to 
be a feasible Support for today's available security mechanisms. This especially 
holds for scenarios with a demand for long-term security. 

Through a cross-layer extension of the existing Internet layer model, we 
achieve interaction between the different layers. This enables us to restrict routes 
in mobile ad hoc networks to nodes which meet our security requirements and 
therefore to prevent that their transmission reaches non-trustworthy nodes. 

Routing with regard to the geographical position of nodes with extended 
functionality and number of intermediate nodes with unchanged functionality 
as two degrees of freedom have been our concerns for now. Our scenario quickly 
reaches a high complexity when we take more than two (visitor, employee) levels 
of trustworthiness into account. Also a dynamic change of these levels may be 
necessary, when an employee enters the visitor area. Furthermore, visitors may 
be allowed to  move relatively unrestricted throughout the research site. These 
more realistic and thus more complex scenarios will be the focus of our future 
research. 

Within these scenarios, also temporal aspects will be part of our research. As 
an example we plan to delay sending on transport layer in order to prevent a high 
security level node from transmitting while in proximity to a low security level 
node. We furthermore will consider the adaptation of the transmission power of 
nodes to  increase the number of possible routing devices and with this further 
improve connectivity. 
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