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Wireless und decentralized networks enable enhanced communication services beyond rhe borderlines of 'tradi/ional 
centralized, inJ;asfructure-based systems. As an example, projects have been initiated that scrutinize the applicabilio 
of a combinafion ofmobile ad hoc networks (MNETs) und Peer-to-Peer (P2P) .systems to stipport on-site unifs in 
highly dynamic emergency response scenarios. This new class of networks demandsfor new securip mechanisms. Due 
to fhe wireless und infrastructureless nature, MANETs und P2P sysfems lack the well dejined network borders und the 
central trusted instances on which securip mechanisms (Gatewqs, Firewalls, etc.) deployed in 'traditional' environ- 
ments are based. Thus, these securip mechanisms cannot be transferred directly. In our work, we present securib 
mechanisms thar cope wifh fhe challenging conditions in wireless und decentralized sysfems. We show how coopera- 
tive decisions can counferbalance missing centrat instances und how networks being mure  ofspace und time con- 
sfraints can suwive without wett dejined network borders. 

I. Harnessing Cooperation 
Security mechanisms that ensure objectives such as authentica- 
tion and access control are commonly based on central trusted 
instances. In decentralized P2P Systems, the (constant) avail- 
ability of these central trusted instances cannot be taken as 
granted. Making security relevant decisions jointly, by a set of 
authorized peers, is a promising approach to counterbalance 
missing central trusted instances. This way, a seciirity level that 
is comparable to that of contemporary security mechanisms can 
be achieved. 

The mathematical foundation for a joint decision process is 
given by threshold cryptography or multisignatures. Both tech- 
niques can be utilized to enforce the cooperation of a specific 
number n„,.,llo,d of peers to perform cryptographic operations 
such as signing certificates that enable the access to restricted 
resources. Threshold cryptography allows for anonymous vot- 
ing, whereas multisignatures render the voting traceable and 
enable a detailed mapping of administrative hierarchies to the 
stnicture of the network. 

Predefined security policies for any security relevant decision 
possible will most likely not be available regarding the highly 
dynamic application domain targeted. Thus, a user interaction 
may well be required. Minimizing the number n„„ of users 
requested for one joint decision is an obvious optimization 
goal. To describe the bade-off between n„„, and the probabil- 
ity pS„ that a joint decision is successful (i.e. enough peers 
w.r.t. nrhresho/d issued their votes within a reasonable amount of 
time), as shown in Figure 1, we developed stochastic models. 
The derived closed-form description of these models serves as 
a tool allowing for the online adaptation of key Parameters 
which control the success of joint decisions while guaranteeing 
low overhead in the network. 

Figure I :  Success probability for cooperative decisions 

11. Harnessing Space and Time I 
Establishing networks without an 
a MANET, requires an accurate 
volved. Effects of misbehaviour, 
lead to a massive disruption of the network's services. 

the entire network. 

little effort. This way, address-based intrusion res 

data that is dropped by black hole nodes. 
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Figiire 2: Address-based vs. location-based intrusion rei:ponse 
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. . . . . . .  Decentralized Systems 
Enable communication beyond borderlines of 'traditional' systems - Here: Mobile ad hoc networks and peer-to-peer systems Sender .. ....... .....:.."... . . .... .! 

But: Highly dynamic scenarios. wireless transrnission { ; : '..! + No well defined network borders 
......... . . 

3 Functionality based on cooperation 
' Receiver j ,. 

3 Devices from many administrative domains . . 
. . . .  :.... 

. . . . . . . . . .  

But: No constant availability of devices and sewices 
3 No central. trusted instances 
+ No e.g. RADIUS, Kerberos 

+Decentralized Systems are beyond borderlines of 
'traditional' security measures 

. . . 2 
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Motivation (cont'd) i :'-,.,'.; UNIVERSITAT ' . ': 3 DARMSTADT . .> 

DUMBO (Digital Ubiquitous Mobile Broadband OLSR) 
Research project of Thailand, France, and Japan 
Communication services for emergency response scenarios 

= Designed for wide area deployment (natural disasters) 
= Offers video streaming, VolP, text messages 

Sairce: [Kanchanasut2M)7b] 
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Idea: Counterbalance missing trusted instances 
= Enforce cooperation for secunty relevant decisions 
= Distribute required cryptographic operations 

Alternative: Threshold Cryptography 
= Based on Shamir's secret sharing [Shamir1979a] 
= One cryptographic key distributed among multiple peers 
= Enables anonymous cooperation 

E.g. Shoup's threshold signatures [Shoup2000a] 

Alternative: Multisignatures 
= Naive approach: List of signatures and signers Shared 

= One cryptographic key per Peer 
= Enables detailed mapping of administrative stnictures 

E.g. Boldyreva's multisignatures [Boldyreva2003a] 
1 2 . .  n * l  Shareholder 

Index 
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Challenge: No predefined decision policies 
All security relevant requests in spontaneous networks hard to foresee 

Thus: User interaction may be required 
= To decide on non-predefined requests 

But: Users may not reply in time - Sending redundant requests reasonable 
m, 

Our Approach: Models for overhead I performance trade-off 
= To offer runtime adaptation of relevant Parameters 

1 
"n.,+ 

PTly ("„iP - " , l ~ r c . ~ l ~ n ~  + ') ( I  - prcPb )(n!hre.~lmld - I )  
+ ( 1  - P„ > 

( 1  - P ~ I , . ) ( ~ , I , ~ . ~ I , ~ I ~  - 1) np.r.cip - n , ~ , ~ ~ ~ ~ ~ , d  + 1 
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Challenge: No gateways, firewalls, ... . . .  

= Low-effort attacks on network possible 

'+G\.. , . , 

Thus: Exclusion of misbehaving devices required *P, -..? ..: ?a 
Reactive approach seems promising Sender , , .;$&, ,; 

, , .. , \*, . 
3,. Receiver 

. C . ;  
Allacker But: Devices from many administrative dornains . . 

i Changing addresses easily possible lnsecure 
krea 

3 How to identify misbehaving nodes? 

Our Approach: Location-based intrusion response 
Quarantine zones as temporal network borders 

3 e c e i v e r  

..< .... . ., $ *.." .... . 
Further Enhancements Sender 

= Adaptive transmission power to reduce size of quarantine zones 
Harnessing delay tolerante 

'G 
Allacker 

= E-mail, SMS, ... may be delayed until node lefl quarantine Zone 
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Comparison of address-based and location-based intrusion response 
= When confronted with black hole and Sybil attack 
= 1000 nodes, 7-8 neighbors, pedestrian speed, 1 hour simulated time 
= Metric: Drop ratio caused exclusively by black hole nodes 

Defensele~s N e 5 r k .  tddress-based-Respo~ 

<YB,.&" -- 
,"S,*PdH - -- B OS 

0 3  
_C ~ . 

- 

0 1 1 1 1 8 0  0 02 0 1  08  C.d 1 
Biudr 

0 I m W X Y m ' I I I ~ n  
SI- F- ( s c  'I rU.hVd(%CI 

: . .  . r. . , '  7 

&34 TECHNISCHE 

Thanks f0r Y O U ~  Attention! i 1 6 " ~ ~  UNIVER~ITAT 
- ' DARMSTADT 

I 

Drpa-nl al Eklriral E n g i m i n g  
snd lntwmatiwi T~hnology 

TECHNISCHE 1 
Multlmedlo communtrrtions Lib . KOM 9 " i V W ~ ~ ~ l i A ~  

OARMSTADT 

Dip1 -1niorm Andre Kbmg 
I 

I 
! 

Andre Kaenlg -KOM tu-darmtodl de 
Merckslr 25 Phone 4 9  (0) 6151j166137 1 
Ei283 Darmstodi Fax *49(0) 61511166152 
Germany V- kom ludarmsliidi de 

I 

Further Information 
www.kom.tu-dannstadt.delenlresearchlsecuritylovewiew 
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