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Abstract—Central trusted instances as well as predefined
security policies are not available in spontaneously established
peer-to-peer environments. The former can be addressed by
joint decision processes based on threshold cryptography. To
compensate the latter, users can be involved directly in security-
relevant decisions. In this case, minimizing the number of users
involved is a necessary optimization goal to keep user-based
joint decisions feasible for real-world deployment. Still, a certain
redundancy has to be introduced when taking into account users
that do not provide their decision in a reasonable amount of
time. In this paper we scrutinize different interaction schemes
for joint decision processes. We develop stochastic models that
describe the outcome subject to the number of users requested
and the probability with which one user provides his decision
in time. The derived closed-form representation of the models
serves as a tool for governing the decision process, allowing for
a real-time minimization of the number of users involved.

I. I NTRODUCTION

Peer-to-peer (P2P) systems enable enhanced communication
services in environments where client-server-based solutions
can not be established due to e.g. time and/or cost constraints.
Large scale emergency response scenarios are a prominent
application domain. Here, the exchange of information and
services between aid organizations can offer a considerable
benefit for the coordination of search and rescue or of recon-
struction efforts1. Yet, information and services should not be
accessible in an unrestricted way. By means of authentication
and access control, the admission to services and information
can be governed. However, contemporary means for authenti-
cation and access control such as Kerberos [3] are based on
central trusted instances. Thus, these mechanisms can not be
transferred directly from the client-server domain to a P2P
environment. In the absence of central trusted instances, secu-
rity objectives such as authentication and access control can be
implemented by threshold cryptography. Here, the cooperation
of (at least) a certain number of peers is required to perform
cryptographic operations. No single (possibly compromised)
peer is able to e.g. sign and issue certificates that grant
the access to restricted services. This way, a security level
comparable to that of centralized solutions can be achieved.

The applicability and performance of threshold cryptog-
raphy in P2P systems has been studied comprehensively.
However, only little attention has been paid to the fact that

1Related projects that apply P2P technology in large scale emergency
response scenarios (but do not consider cooperative security mechanisms)
are e.g. DUMBO [1] and SoKNOS [2].

(cooperative) security-relevant decisions require a well-defined
set of regulations, shall they be performed automatically.
In the application scenario outlined, any interaction desired
can hardly be foreseen. Thus, the availability of predefined
security policies can not be assumed. To deal with this, we
consider the case of authorized users being involved directly
in security-relevant decisions. In this case, performanceissues
of the network as well as of the threshold cryptography
schemes deployed are negligible compared to the delay that
is introduced by the users themselves. Rather, the number of
users involved per decision has to be minimized to keep the
approach feasible for real-world deployment. Nevertheless, the
minimization has to take into account users that do not provide
their decision in a reasonable amount of time. To deal with
this, a certain redundancy has to be introduced regarding the
number of users requested and the number of users that have
to cooperate as specified by the threshold scheme deployed.

In the following, we describe how security-relevant deci-
sions can be performed if neither a central trusted instancenor
predefined security policies are available. We briefly identify
variants of threshold cryptography that are able to deal with
the resulting challenges. Having laid these basics, we describe
different interaction schemes between the peer that requests
a decision and the potential decision makers. We provide a
stochastic analysis of the different interaction schemes.From
this, we derive a closed-form description that allows for the
real-time minimization of the number of users involved in a
joint decision.

II. RELATED WORK

In this section, we present related work that has motivated
and influenced our research. We focus on basics of threshold
cryptography and on studies on the performance of threshold
cryptography in P2P environments.

The operation of threshold cryptography is based on shares
of a secret key that are generated by choosing a poly-
nomial p(x) of degreen such that the shared secret key
equalsp(0). The peersPeer1, ..., P eerm receive the keyshares
p(1), ..., p(m) wherem > n. With the keyshares, the peers are
able to produce partial signatures. By Lagrange interpolation,
a full signature can be computed fromn + 1 partial signatures.

Most of the threshold cryptography schemes that have been
proposed require that the set of all partial signers contributing
to one full signature has to be known to each partial signer in
advance. This results in multiple rounds of communication
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(a) Broadcast - Unknown Signers (b) Multicast - Unknown Signers (c) Multicast - Known Signers

Fig. 1. Schematic representation of the different interaction schemes

required between the signers. A partial signature is valid
only within the set of co-signers specified. In the context
of our application scenario we have to consider devices
that are connected wirelessly and, thus, may be subject to
disconnections. What follows is that if one member of the
set does not provide its partial signature in time and has to
be replaced, all other partial signatures have to be discarded.
The threshold scheme deployed should therefore be able to
deal with signers that do not provide a signature without
having to discard partial signatures that have been provided
already. To make the system as reliable as possible, we build
upon a threshold cryptography scheme that does not need any
interaction between the signers involved. The scheme proposed
in [4], as an enhancement of [5], meets this requirement.

In [6], the authors compare threshold signature schemes
with respect to their performance in controlling access to
closed user groups in P2P systems. Performance is measured
in terms of basic operation costs (the time needed to produce
partial signatures) and join time (the amount of time a new
peer needs to join a closed user group). User interactions
have not been considered. Non-interactive signature schemes
were not part of the evaluation. The analysis of [6] has been
extended for additional signature schemes in [7].

A non-interactive mechanism for access control in mobile
ad hoc networks has been proposed in [8] and [9]. In contrast
to [5], the protocol proposed in [8] and [9] is not based on a
cryptographic key that is shared among multiple parties, but
on bivariate polynomials that can be used to establish pairwise
shared secret keys. A performance evaluation comparable
to [6] and [7] has been performed. User interactions have
not been considered. Because ’standard’ signed certificates
as required in our scenario can not be produced with this
approach, we have not taken [8] into account as a possible
cryptographic mechanism for our application scenario.

To the best of our knowledge, a stochastic model of user-
based joint decision processes including closed-form descrip-
tions for real-time deployment has not been proposed so far.

III. I NTERACTION SCHEMES

A peer that requests a security-relevant decision has to send
this request to a set of peers that are equipped with keyshares.
Each of these may take part in granting access by issuing a
partially signed certificate. The strategy according to which

the requests are disseminated within the P2P overlay directly
affects the number of users requested and the probability
to receive enough partially signed certificates to be able to
interpolate a full signature. In the following we describe
different interaction schemes between requesting peers and
peers that contribute to the signature process. We discuss
broadcast and multicast approaches. We also take into account
different levels of knowledge about which peers are equipped
with keyshares. We demonstrate the interaction schemes with a
Pastry P2P overlay [10] since we plan to verify the models in a
Pastry-based testbed. Yet, the interaction schemes as proposed
in the following are independent from the overlay and hold for
structured as well as for unstructured or hybrid P2P systems.

A. Broadcast - Unknown Signers

We assume that the requesting peer has no knowledge about
which peers in the network are equipped with keyshares and
would potentially answer a request. In this case, as shown in
Figure 1(a), a simple (but expensive) strategy to request a joint
decision is to send a broadcast initiated by the requesting peer
which is disseminated in the entire P2P overlay. This approach
is shown schematically in Figure 1(a).

In the Pastry topology, the broadcast can be realized e.g. by
forwarding messages to direct neighbors in the ID space or to
the complete leaf set to make the process more stable.

B. Multicast - Unknown Signers

Due to the high number of users involved that is caused by a
broadcast in the P2P overlay, the applicability of a broadcast
is limited in our scenario. Instead, a multicast approach is
reasonable. We still assume that the multicast is initiatedby
the requesting peer which has no knowledge about which peers
are equipped with keyshares. In this case, as shown in Figure
1(b), a multicast can be realized by sending requests to a set
of IDs that are selected randomly (if an ID is not used, Pastry
will route the request to the ID closest to the one selected).

C. Multicast - Known Signers

In our application scenario we assume administrative re-
strictions that limit the number of peers which are authorized
to take part in security-relevant decisions. Thus, a random
selection of the peers to which a request is sent may not
reach enough peers that are equipped with keyshares. To



TABLE I
NOTATIONS OF FORMULAE

nthres Number of partially signed certificates required to
be able to compute a full signature

prep Probability with which a single peer answers a
request

nolay Total number of peers in the P2P overlay
nkeys Number of peers equipped with keyshares
nready Number of peers (users) ready to contribute to a

decision
nmult Number of peers to which a request is sent
nrep Number of replies received for one request
p(nrep) Probability for receivingnrep replies from one

request
pb(nrep) p(nrep) for a broadcast with unknown signers
pmu(nrep) p(nrep) for a multicast with unknown signers
pmk(nrep) p(nrep) for a multicast with known signers
psucc Probability for receiving a sufficient (w.r.t.nthres)

number of replies from one request
psucc b(nthres) psucc for a broadcast with unknown signers
psucc mu(nthres) psucc for a multicast with unknown signers
psucc mk(nthres) psucc for a multicast with known signers

increase reliability, it is reasonable to base the dissemination
of requests on some knowledge about peers that are equipped
with keyshares (and about the status of their users). This
approach can be based e.g. on a peer that acts as a mediator for
the decision process. The mediator keeps track of the potential
signers and accepts and relays requests appropriately, as shown
in Figure 1(c).

While introducing a mediator can be done independently
from the particular P2P overlay, a way to implement a multi-
cast with knowledge about potential signers on top of a Pastry
P2P overlay is to make use of Scribe multicast groups [11].
Peers that are equipped with keyshares (and with users ready
to contribute to a joint decision) subscribe to a corresponding
multicast group. Requests can be sent to this group along with
the requested number of partial signatures.

IV. STOCHASTIC MODELS

In this section we develop stochastic models that describe
the success probabilitypsucc of the different interaction
schemes. A request is considered successful if a sufficient
number of partially signed certificates is received such that
a fully signed certificate can be interpolated. The number of
partially signed certificates received is sufficient if it isgreater
or equal to the thresholdnthres that is defined by the threshold
cryptography scheme deployed. Table I provides an overview
on the notation we use in the following.

We provide graphical examples of the models using a sce-
nario that consists ofnolay = 500 peers of whichnkeys = 25
are equipped with keyshares. The probabilityprep that a peer
that holds a keyshare provides its answer in a reasonable
amount of time is assumed to be50% for the broadcast and
the multicast with unknown signers. For the multicast with
known signers (and known status of their users), we assume
prep = 95% (we account a loss of5% for the network itself)
andnready = 13 (which corresponds to⌈50%⌉ of nkeys). With
these values given, we show the influence ofnthres andnmult

on the success probabilitypsucc. Please note that the values are

chosen for visualization purposes such that the system operates
in reasonable boundaries. The stochastic models themselves
are independent from this particular instantiation. Yet, these
parameters strongly affect the performance of cooperative
decisions in terms of requests issued and users involved. In
turn, in a real-world scenario where the parameters are defined
by the system itself, our models can be used to choose the
appropriate mode of interaction.

A. Broadcast - Unknown Signers

The broadcast with unknown signers can be modeled by
a binomial random variable. The binomial random variable
describes the outcome of repeated Bernoulli experiments each
of which has a certain probability to be successful. Thus, in
our context this distribution describes the probabilitypb(nrep)
for receiving a certain amountnrep of replies to a request for
a decision. We obtain

pb(nrep) =

(

nkeys

nrep

)

pnrep
rep (1 − prep)

nkeys−nrep

For a request to be successful it is not important to receive
a certain number of replies but to receiveat least enough
partial signatures to compute a full signature. I.e., a request is
successful if the amountnrep of replies received is greater than
or equal tonthres. The success probabilitypsucc b(nthres)
with respect tonthres thus can be described as the sum of
the probabilities for receiving a certain amountnrep of replies
starting fromnthres. The upper bound is given by the number
of peers equipped with keysharesnkeys. We get

psucc b(nthres) = p(nrep ≥ nthres) =

nkeys
∑

nrep=nthres

pb(nrep)

Figure 2 shows how the success probability is influ-
enced by the number of partial signatures required assuming
nolay = 500, nkeys = 25, and prep = 0.5. Since a broadcast
reaches all potential signers, we only show the influence of
nthres. Intuitively, the probabilitypsucc b(nthres) for receiving
a sufficient number of replies decreases if the number of
replies that are required to compute a fully signed certificate
increases and all other parameters are fixed.
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Fig. 2. Success probabilitypsucc b(nthres)

The broadcast with unknown signers can be considered as
best-case benchmark regardingpsucc since the request is sent



to all potential signers. Due to the same reason it is the worst-
case regarding the number of users involved. As an example,
we generate500 requests to involve25 users (all peers that
hold keyshares) to get a success probability of approximately
95% for a threshold ofnthres = 8.

B. Multicast - Unknown Signers

For the multicast scheme with unknown signers we assume
a random limitation of requested peers with respect to the
distribution of keyshares and to the status of peers. I.e.,
the scheme does not consider whether a peer to which a
request is sent is allowed to answer or able to answer within
an acceptable time frame. This random restriction can be
modeled by a hypergeometric random variable. In our case,
the hypergeometric variable describes the intersection ofthe
set of peers to which a request is sent and the set of peers
that would potentially reply to a request received. Thus, for
the probabilitypmu(nrep) of receiving a certain amountnrep

of replies, we get

pmu(nrep) =

(

nkeys·prep

nrep

)(

nolay−(nkeys·prep)
nmult−nrep

)

(

nolay

nmult

)

As for the broadcast with unknown signers, a request is suc-
cessful if the amountnrep of answers received is greater than
or equal tonthres. The success probabilitypsucc mu(nthres)
thus is again the sum of the probabilities for receiving a certain
amountnrep of replies starting fromnthres. The upper bound
of the sum is given by the numbernmult of peers to which a
request is sent. We obtain

psucc mu(nthres) = p(nrep ≥ nthres) =

nmult
∑

nrep=nthres

pmu(nrep)

The resulting success probability subject tonmult andnolay

is shown in Figure 3. As for the broadcast with unknown
signers, the success probability decreases ifnthres increases
(note that for reasons of presentation, the corresponding axis
is inverted) and increases along with the number of users
requested.
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For comparison with the broadcast with unknown signers,
if we assume a threshold of8, the requesting peer has to send

389 requests in order to ’hit’ enough peers that are equipped
with keyshares (and provide their reply in reasonable time)
to reach a success probability of approximately95%. If we
assume an equal distribution of the peers that hold keyshares
in the Pastry ID-space (i.e., every peer that holds a keyshare
is ’hit’ only once), this means that389·25500 ≈ 20 users have to
be involved.

If nmult is sufficiently small with respect tonolay, the
hypergeometric random variable can be approximated by
a binomial random variable. Since our goal is to send a
request to the least number of peers possible, the bino-
mial approximation to the hypergeometric random variable
is applicable for our needs. Figure 4 shows the resulting
error of the success probabilitypsucc which is calculated as
errsucc = psucc b − psucc mu. The approximation error is in
low percentage range for reasonable values ofnthres and
nmult with respect tonolay. Therefore, we represent the mul-
ticast with unknown signers by a binomial random variable.
This allows us to combine the models for the broadcast with
unknown signers and the multicast with unknown signers.
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Fig. 4. Approximation errorerrsucc

C. Multicast - Known Signers

For the multicast with known signers, the probability
pmk(nrep) of receiving a certain amountnrep of replies to a
request can (also) be modeled as a binomial random variable.
In contrast to the broadcast with unknown signers, it is not
parameterized by the total number of peers equipped with
keyshares, but by the number of peers to which a request is
sentnmult. This results in

pmk(nrep) =

(

nmult

nrep

)

pnrep
rep (1 − prep)

nmult−nrep

The success probabilitypsucc mk(nthres) with respect to
nthres again can be described as the sum of the probabilities
for receiving a certain amountnrep of replies starting from
nthres. The upper bound of the sum is given by the number
nmult of peers to which a request is sent. We get

psucc mk(nthres) = p(nrep ≥ nthres) =

nmult
∑

nrep=nthres

p(nrep)

The success probability subject tonthres and nmult is
shown in Figure 5. As for the multicast with unknown signers,



the success probability increases along with the number of
users requested and decreases ifnthres increases.10 requests
have to be generated to involve10 users in order to obtain a
success probability of more than95% for a threshold of8.
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D. Closed-Form Representation

We now derive a formula that provides a lower bound for the
success probabilitypsucc. Since we have been able to describe
all interaction schemes based on a binomial random variable
with different parameters, the resulting formula is applicable
for all interaction schemes discussed.

Let pfail = 1 − psucc = p(nrep ≤ nthres − 1) be the prob-
ability that our system fails (i.e., not enough partial signatures
have been issued). We apply Chernoff’s bound [12]

p(nrep ≤ nthres − 1) ≤ e(−τ(nthres−1))M(τ) ∀τ < 0

to obtain an upper bound forpfail. The moment generating
function M(τ) for nrep is given as

M(τ) = prepe
τ + (1 − prep)

nmult

thus,

pfail ≤ e−τ(nthres−1)(prepe
τ + (1 − prep))

nmult

To obtain an upper bound forpfail (thus a lower bound for
psucc) we have to find theτ that minimizes the right hand
side. Let

f(τ) = e−τ(nthres−1)(prepe
τ + (1 − prep))

nmult

thus
df

dτ
(τ) =e−τ(nthres−1)nmult(prepe

τ+(1−prep))
nmult−1prepe

τ

−nthrese
−τ(nthres−1)(prepe

τ+(1−prep))
nmult

By setting df
dτ

= 0 and resolving toτ we obtain

τ = ln

(

(nthres − 1)(1 − prep)

nmultprep − prep(nthres − 1)

)

Thus, as a whole,

psucc ≥ 1−

(

nmultprep − prep(nthres − 1)

(nthres − 1)(1 − prep)

)nthres−1

(

(nthres − 1)(1 − prep)

nmult − nthres + 1
+ (1 − prep)

)nmult

With this, we are able to adjust the system parameters during
runtime. Assuming e.g. the amount of replies required to be
able to compute a fully signed certificate is given. Furthermore,
we assume that the probability that one peer answers within
an acceptable time frame is known (measured) and changes
during runtime of the system (but not within our control). In
this case, the formula can be used to dynamically adjust the
number of peers to which a request is sent in order to guarantee
a minimum success probability and a minimum number of
users involved.

V. CONCLUSION & OUTLOOK

In this paper, we have discussed user-based joint decisions
in P2P systems as a means to counterbalance missing central
trusted instances and predefined security policies in order
to achieve basic security objectives such as authentication
and access control. We have described different interaction
schemes for the joint decision process. For each interaction
scheme, we have developed a stochastic model that describes
the performance of the scheme. The models developed hold for
non-interactive threshold signature and multisignature schemes
which we have identified to be the most appropriate tools for
enabling joint decisions in our application scenario. We have
provided a closed-form description of the stochastic models
which allows the relevant parameters of the joint decision
process to be adjusted during runtime.

In future work, we plan to assess the performance of the
interaction schemes introduced in a real P2P system. The
stochastic models shall be validated by experimental results.
For this, we use a pastry-based implementation that will be
deployed in PlanetLab.
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