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Abstract—Central trusted instances as well as predefined (cooperative) security-relevant decisions require a-gefined
security policies are not available in spontaneously established get of regulations, shall they be performed automatically.
peer-to-peer_environments. The former can be addressed by |5 he application scenario outlined, any interaction dbi
joint decision processes based on threshold cryptography. To hardlv be f Th th ilability of defined
compensate the latter, users can be involved directly in security- can _ar y k ? oreseen. us, the availability o .pre glne
relevant decisions. In this case, minimizing the number of users S€curity policies can not be assumed. To deal with this, we
involved is a necessary optimization goal to keep user-basedconsider the case of authorized users being involved direct
joint decisions feasible for real-world deployment. Still, a certain jn security-relevant decisions. In this case, performassaes
redundancy has to be introduced when taking into account users ¢ he network as well as of the threshold cryptography
that do not provide their decision in a reasonable amount of h denl d ligibl d to the delav that
time. In this paper we scrutinize different interaction schemes ,SC, emes deployed are negligible compared 1o the aelay tha
for joint decision processes. We develop stochastic models thatiS introduced by the users themselves. Rather, the number of
describe the outcome subject to the number of users requested users involved per decision has to be minimized to keep the
and the probability with which one user provides his decision approach feasible for real-world deployment. Nevertrsltse
in time. The derived closed-form representation of the models \,inimization has to take into account users that do not pieovi
serves as a tool for governing the decision process, allowing forth ir decision i bl t of ti To deal with
a real-time minimization of the number of users involved. 9" eC'S'O,n In a reasonable amoun of ime. 1o ea. wi

this, a certain redundancy has to be introduced regardiag th
. INTRODUCTION number of users requested and the number of users that have

Peer-t pop ¢ bl h q _ tto cooperate as specified by the threshold scheme deployed.

eer-to-peer (P2P) systems enable enhanced communicatiqy e foliowing, we describe how security-relevant deci-

serwcesbln envglc?nrr]n ((ajn(';s where cll_ent-serdv/er-based ie0kit _sions can be performed if neither a central trusted instance
can not be established due to e.g. time and/or oSt COnstraify ¢ yafinaq security policies are available. We briefly idgnt

Large scale emergency response scenarios are a Promingnt .. o thrashold cryptography that are able to deah wit

application domain. Here, the exchange of information a e resulting challenges. Having laid these basics, weritiesc

Services between a|_d o_rgan|zat|ons can offer a consicera fferent interaction schemes between the peer that régjues
benefit for the coordination of search and rescue or of recoll-yacision and the potential decision makers. We provide a
struction effort$. Yet, information and services should not b '

ible i cted B ¢ autherd Stochastic analysis of the different interaction scherfresm
aCZeSS' €1n an ur|1rehstr|c'ée Wway. By means o agt_ ?mmat'this, we derive a closed-form description that allows fag th
and access control, the admission to services and in mmatfe_al—time minimization of the number of users involved in a

can be governed. However, contemporary means for authe Iht decision
cation and access control such as Kerberos [3] are based on
central trusted instances. Thus, these mechanisms carenot b [l. RELATED WORK

transferred directly from the client-server domain to a P2P In this section, we present related work that has motivated

environment. In the absence of central trusted instanees; s 5 influenced our research. We focus on basics of threshold
rity objectives such as authentication and access cordrobe .y \yq4ranhy and on studies on the performance of threshold
implemented by threshold cryptography. Here, the coojmerat cryptography in P2P environments

of (at Ieast)_a certain number O_f peers is rgquired to perform-l-he operation of threshold cryptography is based on shares
crypto.graphlc operat|on§. No smgle (F’OSS"F"_Y comprod1)|se0f a secret key that are generated by choosing a poly-
peer is able to e.g. sign ar_1d issue certificates thgt gr ial p(z) of degreen such that the shared secret key
the access to restricted services. This way, a security Ie‘éﬁuaISp(O). The peersPeery, ..., Peer,, receive the keyshares
comparable to that of centralized solutions can be achieve%(l) p(m) wherem > n. With the keyshares, the peers are
The applicability and performance of threshold cryptogsp|e 1o produce partial signatures. By Lagrange interjmiat
raphy in P2P systems has been studied comprehensivgly, signature can be computed fromt- 1 partial signatures.
However, only little attention has been paid to the fact that y,o<t of the threshold cryptography schemes that have been
1 . 4 proposed require that the set of all partial signers coumntirily
Related projects that apply P2P technology in large scalergamey t full si t has to be k ¢ h tial si .
response scenarios (but do not consider cooperative gecagchanisms) o one1u 3'9”3 ure a_s 0 e_ nown 1o each partia S|_gne_r n
are e.g. DUMBO [1] and SoKNOS [2]. advance. This results in multiple rounds of communication
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Fig. 1. Schematic representation of the different intecaccichemes

required between the signers. A partial signature is valide requests are disseminated within the P2P overlay bjirect
only within the set of co-signers specified. In the contexffects the number of users requested and the probability
of our application scenario we have to consider devicés receive enough partially signed certificates to be able to
that are connected wirelessly and, thus, may be subjectinterpolate a full signature. In the following we describe
disconnections. What follows is that if one member of thdifferent interaction schemes between requesting peeids an
set does not provide its partial signature in time and has peers that contribute to the signature process. We discuss
be replaced, all other partial sighatures have to be disdardbroadcast and multicast approaches. We also take into iaccou
The threshold scheme deployed should therefore be abledifferent levels of knowledge about which peers are equdppe
deal with signers that do not provide a signature withowtith keyshares. We demonstrate the interaction schembasawit
having to discard partial signatures that have been prdvideastry P2P overlay [10] since we plan to verify the models in a
already. To make the system as reliable as possible, we buRastry-based testbed. Yet, the interaction schemes assaop
upon a threshold cryptography scheme that does not need amghe following are independent from the overlay and hold fo
interaction between the signers involved. The scheme gexpostructured as well as for unstructured or hybrid P2P systems
in [4], as an enhancement of [5], meets this requirement.
In [6], the authors compare threshold signature schenfesBroadcast - Unknown Signers
with respect to their performance in controlling access to We assume that the requesting peer has no knowledge about
closed user groups in P2P systems. Performance is measuvhith peers in the network are equipped with keyshares and
in terms of basic operation costs (the time needed to produwgeuld potentially answer a request. In this case, as shown in
partial signatures) and join time (the amount of time a nefigure 1(a), a simple (but expensive) strategy to requesiné |
peer needs to join a closed user group). User interacticmheacision is to send a broadcast initiated by the requestieg p
have not been considered. Non-interactive signature sehemnhich is disseminated in the entire P2P overlay. This apgroa
were not part of the evaluation. The analysis of [6] has be&shown schematically in Figure 1(a).
extended for additional signature schemes in [7]. In the Pastry topology, the broadcast can be realized e.g. by
A non-interactive mechanism for access control in mobiferwarding messages to direct neighbors in the ID space or to
ad hoc networks has been proposed in [8] and [9]. In contrdke complete leaf set to make the process more stable.
to [5], the protocol proposed in [8] and [9] is not based on a .
cryptographic key that is shared among multiple parties, bg- Multicast - Unknown Signers
on bivariate polynomials that can be used to establish jerw Due to the high number of users involved that is caused by a
shared secret keys. A performance evaluation comparableadcast in the P2P overlay, the applicability of a broatica
to [6] and [7] has been performed. User interactions hai® limited in our scenario. Instead, a multicast approach is
not been considered. Because ’standard’ signed certicateasonable. We still assume that the multicast is initidted
as required in our scenario can not be produced with tftlse requesting peer which has no knowledge about which peers
approach, we have not taken [8] into account as a possible equipped with keyshares. In this case, as shown in Figure
cryptographic mechanism for our application scenario. 1(b), a multicast can be realized by sending requests to a set
To the best of our knowledge, a stochastic model of usesf IDs that are selected randomly (if an ID is not used, Pastry
based joint decision processes including closed-formrgesc will route the request to the ID closest to the one selected).

tions for real-time deployment has not been proposed so far. ) ]
C. Multicast - Known Sgners

HI. INTERACTION SCHEMES In our application scenario we assume administrative re-

A peer that requests a security-relevant decision has @ sestrictions that limit the number of peers which are auttexdiz
this request to a set of peers that are equipped with keyshate take part in security-relevant decisions. Thus, a random
Each of these may take part in granting access by issuingedection of the peers to which a request is sent may not
partially signed certificate. The strategy according toolhi reach enough peers that are equipped with keyshares. To



TABLE |

NOTATIONS OF FORMULAE _chosen for visualization_purposes such thgt the systenatgzer
in reasonable boundaries. The stochastic models thersselve
Nthres ’l;‘“mglef of partially Sigfn‘ﬁd certificates required o gre jndependent from this particular instantiation. Yaese
e able to compute a full signature .
Prep Probability with which a single peer answers a parameter; strongly affect the. performance of gooperaﬂve
request decisions in terms of requests issued and users involved. In
Nolay LOta'b”Um?ﬂ of peers in t(*;e 'Thzi OVi”aY turn, in a real-world scenario where the parameters areetkfin
Nkeys umber of peers equipped with keyshares .
Niresdy Number of peers (users) ready to contribute to a by the §ystem itself, our quels can be used to choose the
decision appropriate mode of interaction.
Nomult Number of peers to which a request is sent
Nrep Number of replies received for one request A. Broadcast - Unknown Signers
P(Nrep) Probability for receivingn,., replies from one ) .
request The broadcast with unknown signers can be modeled by
Pb(”(rep) ) PE”W% ][g;:ggﬁigasftw"i‘;ﬁhu‘;}i‘:}ggv":’]”sisg']%re‘is a binomial random variable. The binomial random variable
Pmu(Nrep P\Nrep . . .
Dok (rep) p(nvep) for a multicast with known signers descrl_bes the outcome of repeg_ted Bernoulli experimermts ea
Psuce Probability for receiving a sufficient (W.rtu¢s,,es) of which has a certain probability to be successful. Thus, in
number of replies from one request our context this distribution describes the probabifityn..,)
Psuce_b(Menres) | Psuce for a broadcast with unknown signers for receiving a certain amount,..,, of replies to a request for
Dsuce_mu(Nihres) | Dsuce fOr @ multicast with unknown signers -© g : ep P q
Dsuce_mk (Mthres) | Psuce fOr a multicast with known signers a decision. We obtain
nk g ceys”— Tlre
pb(nrep) = ( eys)p;’}é;p(l _prep)nkeyb Nrep
TNrep

increase reliability, it is reasonable to base the dissatitn

of requests on some knowledge about peers that are equippédor a request to be successful it is not important to receive

with keyshares (and about the status of their users). Tliscertain number of replies but to receiae least enough

approach can be based e.g. on a peer that acts as a mediatgrddial signatures to compute a full signature. I.e., a estjis

the decision process. The mediator keeps track of the patensuccessful if the amount,.,, of replies received is greater than

signers and accepts and relays requests appropriatelypass or equal ton,..s. The success probabilitys,ce_p(ninres)

in Figure 1(c). with respect ton,.s thus can be described as the sum of
While introducing a mediator can be done independentije probabilities for receiving a certain amount,, of replies

from the particular P2P overlay, a way to implement a multstarting fromn,,..,. The upper bound is given by the number

cast with knowledge about potential signers on top of a fPastf peers equipped with keyshares., . We get

P2P overlay is to make use of Scribe multicast groups [11]. Nbeys

Peers tr_lat are eqyipped V\_/it_h keyshare_s (and with users ready Peuceb(Nhres) = P(Nrep = Ninres) :Zpb(nmp)

to contribute to a joint decision) subscribe to a correspand

multicast group. Requests can be sent to this group alorg wit

the requested number of partial signatures.

Nrep=Nthres

Figure 2 shows how the success probability is influ-
enced by the number of partial signatures required assuming
IV. STOCHASTICMODELS Nolay = 500, Ngeys = 25, and p,., = 0.5. Since a broadcast

In this section we develop stochastic models that descrifg2ches all potential signers, we only show the influence of
the success probability,... of the different interaction "thres- Intuitively, the probabilityp.cc s (ninres) for receiving
schemes. A request is considered successful if a sufficiéSufficient number of replies decreases if the number of
number of partially signed certificates is received such thigPlies that are required to compute a fully signed certéica
a fully signed certificate can be interpolated. The number Bicreases and all other parameters are fixed.
partially signed certificates received is sufficient if igieater
or equal to the threshold; .. that is defined by the threshold !
cryptography scheme deployed. Table | provides an overview
on the notation we use in the following.

We provide graphical examples of the models using a sce- °e
nario that consists of,;q, = 500 peers of whichnyeys = 25 o
are equipped with keyshares. The probability, that a peer
that holds a keyshare provides its answer in a reasonable "
amount of time is assumed to 38% for the broadcast and .

Psuce

the multicast with unknown signers. For the multicast with R S “ =

known signers (and known status of their users), we assume

Prep = 95% (we account a loss di% for the network itself) Fig. 2. Success probabilitysuce_b(nthres)

andn;.qq, = 13 (Which corresponds tp50%] of nyeys). With

these values given, we show the influenceigf... andn,,.i; The broadcast with unknown signers can be considered as

on the success probabilip,... Please note that the values arbest-case benchmark regarding,.. since the request is sent



to all potential signers. Due to the same reason it is thetwor889 requests in order to 'hit’ enough peers that are equipped
case regarding the number of users involved. As an exampigth keyshares (and provide their reply in reasonable time)
we generateb00 requests to involve5 users (all peers that to reach a success probability of approximate$s. If we
hold keyshares) to get a success probability of approximat@ssume an equal distribution of the peers that hold keyshare
95% for a threshold ofnp,,cs = S. in the Pastry ID-space (i.e., every peer that holds a kegshar
is "hit’ only once), this means tha}2> ~ 20 users have to
be involved.

For the multicast scheme with unknown signers we assumelf n,,,;; is sufficiently small with respect ta,,,, the
a random limitation of requested peers with respect to tihgpergeometric random variable can be approximated by
distribution of keyshares and to the status of peers. l.@.,binomial random variable. Since our goal is to send a
the scheme does not consider whether a peer to whicheguest to the least number of peers possible, the bino-
request is sent is allowed to answer or able to answer withifial approximation to the hypergeometric random variable
an acceptable time frame. This random restriction can Be applicable for our needs. Figure 4 shows the resulting
modeled by a hypergeometric random variable. In our casgror of the success probability,,.. which is calculated as
the hypergeometric variable describes the intersectioth®f err,,.. = psuce b — Psuce.mu. ThE approximation error is in
set of peers to which a request is sent and the set of pexs percentage range for reasonable valuesngf... and
that would potentially reply to a request received. Thus, fe,,,;; with respect ton,,,. Therefore, we represent the mul-
the probabilityp,..(n.c,) Of receiving a certain amount,., ticast with unknown signers by a binomial random variable.

B. Multicast - Unknown Sgners

of replies, we get This allows us to combine the models for the broadcast with
(neupren) (nomy,(nkeys.pw)) unknown signers and the multicast with unknown signers.
Nrep Nomult —Nrep
P (firep) = &)
MNmault

As for the broadcast with unknown signers, a request is suc-
cessful if the amount,.., of answers received is greater than
or equal ton,,.s. The success probabilitysyce mu (Nthres)
thus is again the sum of the probabilities for receiving daier OMfsuce ©
amountn,..,, of replies starting from,,.s. The upper bound
of the sum is given by the number,,.,,;; of peers to which a
request is sent. We obtain

n, 10 N 25
Nmoult thres =5 100 150 20

psucc_mu(nthres) = p(nrep > nthres) :meu(nrep)
Mrep=Nthres Fig. 4. Approximation erroerrsqycc
The resulting success probability subjectitg,,;; andng,
is shown in Figure 3. As for the broadcast with unknowE:_ Multicast - Known Signers
signers, the success probability decreases,if..s increases . . . .
(note that for reasons of presentation, the correspondiigy a FOf the multicast with known signers, the probability

is inverted) and increases along with the number of usdtg’(7rep) Of receiving a certain amount,., of replies to a
requested. request can (also) be modeled as a binomial random variable.

In contrast to the broadcast with unknown signers, it is not
parameterized by the total number of peers equipped with
keyshares, but by the number of peers to which a request is
sentn,,,;:. This results in

Nmult

08 n It - —Ny
1 - pmk(nrep) _ < mu >p?e,;p(1 _ prep)nnnult Nrep
0.8 0'4 n’rep
o6 02 The success probabilitysyce mk (Ntrres) With respect to
Ry 0 Nipres @gain can be described as the sum of the probabilities

for receiving a certain amount,., of replies starting from
: f nihres- 1he upper bound of the sum is given by the number
= mut nmuy¢ Of peers to which a request is sent. We get

Mthres 5

0.2

Nmult

Fig. 3. Success prObabi”tysucc_mu(nthres) Psuce_mk (nthres) = p(nrep > nthres) = Zp(nrep)
Nrep=Nthres
For comparison with the broadcast with unknown signers, The success probability subject t@,.s and n.,.;; is
if we assume a threshold 8f the requesting peer has to sendhown in Figure 5. As for the multicast with unknown signers,



the success probability increases along with the number Wfth this, we are able to adjust the system parameters during

users requested and decreases,jf..; increasesl0 requests

runtime. Assuming e.g. the amount of replies required to be

have to be generated to involu® users in order to obtain a able to compute a fully signed certificate is given. Furthaen

success probability of more th&3% for a threshold ofs.

Psuce
0.4

15
Nthres

Flg 5. Success prObabi”Wsucc_nLk(nthres)

D. Closed-Form Representation
We now derive a formula that provides a lower bound for t

with different parameters, the resulting formula is apgie
for all interaction schemes discussed.

Let Pfail = 1- Psuce = p(nrep < Nihres — 1) be the prOb'
ability that our system fails (i.e., not enough partial sigmes
have been issued). We apply Chernoff's bound [12]

p(nrep < Nipres — 1) < e(iT(nthresil))M(T) V<0

we assume that the probability that one peer answers within
an acceptable time frame is known (measured) and changes
during runtime of the system (but not within our control). In
this case, the formula can be used to dynamically adjust the
number of peers to which a request is sent in order to guarante
a minimum success probability and a minimum number of
users involved.

V. CONCLUSION& OUTLOOK

In this paper, we have discussed user-based joint decisions
in P2P systems as a means to counterbalance missing central
trusted instances and predefined security policies in order
to achieve basic security objectives such as authenticatio
and access control. We have described different interactio
schemes for the joint decision process. For each interactio
scheme, we have developed a stochastic model that describes
the performance of the scheme. The models developed hold for

. . ) hr‘?on—interactive threshold signature and multisignatahemes
success probability,,... Since we have been able to describ

all interaction schemes based on a binomial random varialé

hich we have identified to be the most appropriate tools for
fabling joint decisions in our application scenario. Weeha
provided a closed-form description of the stochastic model
which allows the relevant parameters of the joint decision
process to be adjusted during runtime.

In future work, we plan to assess the performance of the
interaction schemes introduced in a real P2P system. The
stochastic models shall be validated by experimental t&sul
For this, we use a pastry-based implementation that will be

to obtain an upper bound fgr;.;. The moment generating deployed in PlanetLab.

function M (7) for n,., is given as
M(7) = prepe” + (1 = prep)™ ™'
thus,
Prait < e T (prepe” + (1= prep))

To obtain an upper bound fgr;.,; (thus a lower bound for
Psuce) WE have to find ther that minimizes the right hand
side. Let

f(r) = ef'r(nf,h,resfl)(preper +(1 _prep))nnzult

thus
af

dr (T) =¢ T (Nthres=1) Nmult (prepe‘r"_(l_prep))nmu“ B 1pr€PeT

_nthrese_T(nthres_l) (prepeT'f—(l—prep))nm“”
By setting% = 0 and resolving tor we obtain
r—In ( (nthres — 1)(1 — prep) )
NmultPrep — prep(nthres - 1)
Thus, as a whole,
NmultPrep — prep(nthres - 1) > MHhres =1
(nthres - 1)(1 - prep)
—1)(1 = Nmult
((nthres )( prep) + (1 - pTep)>
Nonault — Nthres + 1

Psuce Z ]-* (
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