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Abstract: Recentexperiencehas shown,that interconnectedsystemsare vulnemble to attads, if
securityguestionsare not metappropriately. In this paperwe presentselectedeasondgor thecurrent
dissatisfyingsecuritylevel of distributedsystemand presentselectecapproadcesof makingsystems
secue. We describeour conceptfor a systematiovay of undesstandingsecurity weaknesseand
elabomating efficientsolutions.
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1 Introduction

Much attentionhasrecentlybeendevotedto securityissuesandit hasbecomeappar
entthata high securitylevel shouldbe a fundamentaprerequisitdor digital market
placesof the future. The recentoccurenceof the | Love You virus [?] or the Dis-
tributedDenial-of-ServiceAttadks [?] attacksagainstfamousweb sitesin beginning
of 2000showved, thatwe will still needquite sometime to reacha securitystandard
of IT systemsalike the standarchlreadyusualin otherfields.

Onereasons, that- especiallyin distributedenvironments it is verydifficult to make
a software sytemsecure asthereare mary differentcomponentsand mechanisms
involved. In addition,trustrelationshipshangdrequently which makesananalysis
of all securityrequirementsery hard[?], [?].

Anotherfinding is thatthe softwareindustrydoesnot seemto learnfrom pasterrors
aseven well-known securityproblemssuchas buffer-overflovs continueto appear
overandoveragain[?], [?], [?], [?].

Thoughnotbasicallyrelatedto security they2k problemdemonstratedhatit is not
animpossiblemissionto copewith known problemsin adwance.As preventive mea-
sureswastakenin advancethattime the lessonrhadbeenlearnedandmajordamage
couldbe prevented.

This documents organizedasfollows: Section?? discussesnajor reasondor the
currentdissatisfyingsecuritylevel of distributedsystems Section?? presentgaselec-



tion of securityapproachesat differentstagef thelife cycle of a softwaresystem.
Section?? introducesour concepffor the systemati@analysisof softwareerrorsand
the determinatiorof appropriatesolutions. Section?? outlinesthe relatedwork in

the field of the analysisof softwarevulnerabilities. Finally, section?? presentghe
conclusionssummarizesur findings,anddiscusse$uturedirections.

2 Thinking about Security Weaknesses

In the following we presentselectedreasondor the currentdissatisfyingsecurity
level of distributedsystems.Basedon the authors experiencethosereasonslo not
originatefrom alimited numberof technicalproblemsonly.

2.1 Complexity

The problemof compleity in distributedsystemss describedestwith a quotation
of Bruce Schneierf?]: Compleity is the worst enemyof security Secue systems
shouldbe cutto the boneand madeas simpleas possible There is no substitutefor
simplicity Unfortunately simplicitygoesagainsteverythingour digital future stands
for. In facttodaysIT systemsave propertiesthatmake theconsideratiorof security
difficult suchasheterogeneitydynamicsandlack of transpareng|[?].

2.2 Innovation Cycles

An ever increasingnumberof new featuresand new productshits the market and
innovation cyclesbecomeshorter Unfortuneatelysecurityis often- if atall - only

seenasan add-onin contrastto otherfrequentlydemandedeaturesof IT systems
suchas performanceuseability andreliability. Furthermoreit is very difficult to

retrofit securityin an application[?] dueto time consumingmodificationsof the

design,rewritings of code,andenhancementsf testingprocedures.Thus,systems
areoftenshippedwith ,,quick-and-dirty”patchesor no securityatall.

2.3 Incomplete or Wrong Assumptions

As statedin [?] ,,assumptionshat programmes male regarding the ervironmentin

which their applicationwill excecute|...] frequentlydo not hold in the excecution
of the progrant. This is mainly becausdhe assumptionsreincompleteor simply
wrongand(partially) explainsflaws lik e raceconditionsandbuffer overflows.

2.4 Know-How Transfer

Making a systensecurdan acorvinienttime requiresa highamountof expertknowl-
edge. In the follwoing we list somenon-technicabspectsthat prevent know-how



transfenn thefield of security

e Monetary Aspects securitysellsand mary peoplebuy it. Many consultants
offer seminarsworkshopsor professionakecurityscans. As their know-how
IS a monetaryvalue, chancesare good to assumethat they are giving awvay
,,onlypiecesof thewholetruth”. Additionally, non-disclosuragreementmight
preventthemfrom passingavailableinformationto the public.

e Ladk of Experience unfortunatelythe commondeveloperis no securityexpert.
Usuallyonly aselectectircle of peoplereally understandsyhatsecuritymeans
andhow it canbedeplo/edinto systems.

e Political Issues in somecasedndividual statesalsointentionallytry to avoid
a (too) high securitylevel. As anexample,the British intelligenceservicehas
originateda wealeningof the GSM encryptionmechanisnj?].

2.5 Findings

As long asno suitablemeansof implementingsecuresystemsareavailable,security

remainsatime andmonegy consumingsoftwarefeature.Thatleadsto theomnipresent
penetrate-and-patcipproachwe noticetoday In a shippedproductvulnerabilties
will be eliminatedonly afterthey areaccidentallydiscovered,in mary casesaftera

successfuhttack. The analysisof the currentsituationmainly shows a passve and

reactve approachinsteadof the attemptto preventerrorsin adwance.

3 System Life Cycle and Security Approaches

Ideally, securityshouldbe consideredat all stagesof the software engineeringoro-
cess.In thefollowing we presenselectedapproachesf makingsystemsecure.The
stageof the systemlife cycle aresubsethatis dervedfrom [7].

3.1 Design: Pattern Approaches

As describedn [?] a patternis a recurrentsolutionto a specificproblemin a context

andshouldhelp novicesto actas(security)experts. For expertsit canbe seenasa

commonvocalularyfor (security)problems. As writtenin [?], it allowsthemembers
of the patterncommunityto identify, nameanddiscussboth problemsandsolutions
moreefficiently.

In thefield of patternlanguagesve find securityrelatedcontributionstoo. A pattern
languagefor cryptographicsoftware is introducedin [?]. It focuseson the main

objectves of information security i.e. confidentiality integrity, authenticatiorand

proof of origin. The authorsrealizedthatcryptograhyis becominga defaultfeature



in manyapplicationsand destilledthe essentialdesignconceptsfor cryptographic
softwarecomponents.

On a higherlevel of granularity[?] identifiespatternsforsecurityenabledapplica-
tions. In contrastto [?], thosedo not focuson cryptograply but on a framework for
building secureapplications.It canbethoughtof asa setof functionalblocks,e.g.a
singleaccesgoint or a secureaccessayer, which shouldbe bestpracticein secure
applications.

3.2 Implementation: Guidelines and Source Code Analysis

Security guidelines,checklistsor programmingcorventionscan improve security
duringthedevelopmeniandtestingof software. As anexamplewe seeFAQssuchas
[?] or checklistdike [?] thatprovide guidancen secureprogramming.

Basedon the researclof software assurancdor securitya methodfor the security
analysisof C andC++ sourcecodehasbeendeveloped[?]. Thetool allowsto check
for known vulnerabilitiesin securitycritical software packages.Otherapproaches
areto replacelibrarieswith securamplementation®r to provide runtime checksof
securitycritical library calls.

3.3 Operation: Security Analysis, Infrastructure and Safeguards

Tools for securityanalysissuchas|[?] and[?] canbe usedfor detectingknow vul-

nerabilties. Typically they candetecterrorsin the configurationor the presenceof

faulty piecesof software.We considertthesetoolsto have botha preventve andare-
active nature- they canbe usedbeforea systembecome®perationabkndto monitor
acertainsecuritylevel.

In a similar way, we classify componentf the securityinfrastructuresuchasIn-

trusionDetectionSytemsandFirewalls. They areusedto enforcea definedsecurity
level and helpto protectfrom known threats. Additionally they may emit notifica-
tionsonthe occuranceof unusuakituations.

Standardsecuritysafeguardscanbe foundin referenceanodelslike the IT Baseline
ProtectionManual[?] or the Site SecurityHandbool ?].

3.4 Findings

Sofar thereseemto be single solutionsfor particularproblems,but anisolatedap-
proachesdoesnot solve the securityproblem. It is necessaryo understandthat
securityaspectsnustbe consideredluringall phase®f softwareengineeringespe-
cially preventve measuresn the earlierphasesvould improve the securitylevel of

distributedsystemssignificantly



4 An Integrated Approach to Softwar e Security

In thefollowing we describeour concepffor asystematiavay of understandingecu-
rity weaknesseandelaboratingefficientsolutions.Ourapproachs clarifiedin figure
1 andis basedon the conceptof a closedfeedbacKoop. Thetop-level components
andinterfaceshatwe have alreadyidentifiedandpartly implementedareintroduced
in thefollowing.

Figure 1: OURAppoac - a Feedbak-Loop: Observe Undesstand,(Re)act

4.1 Interface A: Analysisand Utilization

A highly structuredvulnerability Databasé (VDB) is the mostimportantprerequi-
site for the systematicanalysisof securityproblemswhich will helpto renderboth
existing andnew systemsanoresecure.As we have describedn [?] appropriateda-
ta mining procedureselp to identify and improve patternsthat arein turn usedto
engineemew or to improve existing systems.Our main objectvesare describedas
follows:

e Assessment of the systems hazard:Throughinformationon comparableeom-
promisedsystemssulnerabilitiescanbeindicatedandcountermeasuresanbe
recommended-or completiontheforce of expressiorof theassessmemanbe
improvedby providing testproceduregor individual vulnerabilities.

e Prognosis on how likely it is that vulnerabilitiesoccurandon the catejory of
vulnerabilityto be expectedior new softwarecomponentsot yetregistered.

¢ Avoidance of known faulty desigrpatternswith futuresoftwareprojects: Through
analysingthe vulnerabilitiesfound the faulty designpatterndehindareidenti-
fied. Building up on this, the correcteddesignpatterncan be developedand
madeavailable.

Currentlywe performedasurwey [?]in orderto determinghe mostacceptabl®pera-
tional propertieof avulnerabilitydatabaséhatwill beof usefor thegreatespossible
groupof people,companiesandinstitutions. The evaluationwill revealwhetheran
existing VDB is sufficient for systematianalysis.

1A Vulnerability Databasés containsdetaileddataon vulnerabilitiessuchas possibilitiesof exploitation, impacton
systemsecurity andpossiblewaysto solve the problemscausedy thevulnerability.



4.2 Interface B: Transformation and Screening

A uniform dataschemads importantfor (semi-)automatedxaminationsof data. In
orderto achieve this, it is importantto know the structure of information In general,
highly structuredinformationis more suitablefor machine-baseg@rocessing.Be-
sidesstructure the storageof informationis alsoimportant.We distinguishbetween
databaser file-basedstoragesystems.

Usuallyit will benecessario transcodenformationinto thedesireddatabassecheme.
Dependingon the structure humaninteractionwill be necessaryWith the help of
dynamicontologies|[?], importantcatch-wordsout of the vulnerability descriptions
canbeused.Thecharacteristicef catchwordsarecataloguedvith the helpof logic-
baseddescriptionlanguagen orderto achiese a standardizedocalulary for rating
andscreeningf information.

4.3 InterfaceC: Information Retrieval

In orderto gatherinformationefficiently, wework oncomponent$or (semi-)automated
informationretrieval. Currentlywe have a prototypeimplementatiorfor the moni-
toring of mailing-lists,newsgroupsandHTML pages$. A corverterthatallows for
gueriesirom otherVDBs maybedesirable.

Wheneer eventssuchas NewMessage and PageMbdi fi ed occurt the related
informationis sentto componentshatimplementinterfaceB. Form-basednterfaces
can be usedto guide humanusersby enteringinformation that comesfrom non-
digital sourcesuchasbooksandarticles.

4.4 Interface D: Observation

Obsenationsof securityweaknessesf existing systemsarereflectedin variousfo-
rums. Continueingourwork in [?] we elaboratednoverview of the origins of infor-
mationthatis characterizedby the authorof a securityrelatedcontributions. Cred-
ibility, actuality and completenessare importantcharacteristicof an information
source gxamplesarepresentedhn tablel.

| Type | Credibility | Actuality | Completeness
BugtragMessage high high middle
CERT Advisory high middle high
SecurityBook high low high
VendorMailinglist | middle middle middle
Hacker Web-Site low high middle

Tablel: Classificatiorof InformationSources

2Actually theseareMailing-list archives.




5 Related Work

In [?] a unifying definition of softwarevulnerabilitiesis given. Besidethat, asone
of the mostimportantresultsthe authorshows, that previous classificationsof vul-
nerabilitieswere ambiguous.Basedon that knowledgethe definition of mandatory
featureghatarenecessaryor the developmentof classifictionsled to aremarkable
improvement.

As aformal approacha Vulnerability Databaseontainsdetaileddataaboutsecurity
weaknessesr vulnerabilities. It storesand documentgossibleexploits and their
impacton systemsecurityaswell aspossiblewaysto (temporarilyor permanently)
solve the problems. Additionally it holds metadatdurther describingthe primary
contentandits structure. Sucha vulnerability databasdéorms a good basisfor the
systemati@analysisof softwarefailures.
Theevaluationprocesdremendoushpenefitsrom the possibilityto combinediffer-
entinformationsourcesA first steptowardssucha sharingof informationwasmade
with the developmentof a schemdor unifiedidentifiersof vulnerabilities(Common
Enumeratiorof Vulnerabilities, CVE) [ 7).

6 Summary, Conclusionsand Future Directions

The digital future heavily relies on the Internetwhich hasno appropriatesecurity
level today Therearestrongefforts to changeahatsituation- but therule thatachain
is asweakasits wealestlink appliesto securityaswell. I.e. a strongcryptographic
protocoldesignednto a systemgetsmoreor lessuselessif its implementatiorcom-
prisesbuffer overflows or similar securityweaknessesThusour approachnvolves
a systematia@analysisof systemcomponent@andinterfaces,in orderto improve the
understandin@f the securityproblemandto elaboratecomprehensie solutions.

In this paperwe have

1. providedsomereasongor the worsesituationin thefield of securesoftware,

2. pointed out the correlationof security solutionsto the stagesof a systemss
lifecycle,

3. andintroducedour conceptof a closedfeedback-loogdor the overall software
engenieeringrocess.

Theneedandsuitability of mechanismandtoolsfor describingand(semi-)automating
transitionsbetweenthe involved componentdhiasbeenshovn. Basedon the model
our actualwork concentratesn enhancinghequality of informationgatheringwith-

in thestaticparts(e.g.by meanof theongoingsetupof apublically usableDistribut-
ed Vulnerability Databaseandon furtheridentifying, describingandimplementing
thedynamicparts,mechanismandtools.



