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Abstract

Recent developments in the area of decentralized and infrastructure-less sys-
tems opened avenues for novel applications. Along with these new tech-
nologies, new questions regarding their operational bounds in terms of e.g.
scalability and security arose. Due to the sparse presence of real-world decen-
tralized and infrastructure-less systems, new protocols and applications have
to be scrutinized by means of simulation, in (small-scale) testbeds, and by
analytical models. In this article, we discuss challenges of evaluating security
mechanisms for mobile ad hoc networks and peer-to-peer systems. We focus
on harmonizing predictions of analytical models and results obtained from
simulation studies and testbed experiments.
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1. Introduction

Recent developments in the area of decentralized systems and infrastructure-
less networks opened avenues for novel applications. A prominent example
are tools for supporting communication and coordination of on-site units
in large-scale emergency response scenarios. Here, a combination of peer-
to-peer systems and mobile ad hoc networks forms a communication sub-
strate which operates without a preexisting infrastructure, thus offering en-
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hanced communication services beyond the ’traditional” infrastructure-based
client/server world. Along with these new technologies, new questions re-
garding their operational bounds in terms of e.g. scalability and security
arose. Due to the yet sparse presence of real-world decentralized and infrastructure-
less systems, new protocols and applications have to be scrutinized by means

of simulation and in (small-scale) testbeds. Additionally, mathematical mod-

els must be developed both to verify the validity of results obtained from
simulation and testbed studies and to provide tools for the online adaptation

of relevant system parameters in future real-world scenarios.

In this article, we recapitulate parts of our latest research on decentral-
ized systems and infrastructure-less networks, concentrating on evaluation
challenges. We present recently finished and ongoing work of German re-
search projects such as SicAri [1] and G-Lab [2] that focus (amongst other
objectives) on the emergency response application scenario. We present two
examples taken from our research on novel security mechanisms for (1) mobile
ad hoc networks and (2) peer-to-peer systems. We briefly outline the research
questions and present our proposed solutions, the evaluation methodologies
we applied and the evaluation results we obtained. We then focus on chal-
lenges in harmonizing predictions of analytical models and results obtained
from simulation studies and testbed experiments.

2. Challenges in Evaluating Security Mechanisms for Mobile Ad
Hoc Networks

In this section, we present the challenges we were facing while evaluat-
ing a novel, location-based intrusion response mechanism for mobile ad hoc
networks. The evaluation was based on an analytical model combined with
simulation studies. We used a mutual feedback between model and simula-
tion to obtain a reasonable evaluation methodology covering the parameter
space of the system as far as possible. The following is based on prior work
presented in [3] and [4].

2.1. Security in Mobile Ad Hoc Networks

Wireless data transmission and lack of a communication infrastructure
turn mobile ad hoc networks into a challenging environment regarding se-
curity and, in particular, availability. Various attack vectors that exist in
mobile ad hoc networks in addition to known attacks from infrastructure-
based systems were identified. For survey information, we refer to [5] and



[6]. To deal with these new types of misbehavior, preventive as well as re-
active security measures that are tailored to the conditions of mobile ad hoc
networks were proposed. Well known preventive security mechanisms are
secure routing protocols such as SAODV [7] or Ariadne [8]. Based on means
of cryptography, these protocols were designed to prevent false routing in-
formation from being injected into the network as well as correct routing
information from being tampered with. Though designed meticulously, vul-
nerabilities for both protocols were found recently in [9, 10, 11]. For the case
of compromised preventive security mechanisms, reactive measures can be
taken to establish a second line of defense. In general, reactive security mea-
sures consist of intrusion detection systems combined with intrusion response
systems.

Intrusion detection systems for mobile ad hoc networks are well investi-
gated; for survey information we refer to [12]. Yet, only sparse attention has
been paid to intrusion response. In most intrusion response schemes, e.g. in
[13, 14, 15], an address-based response is performed. Here, a misbehaving
node is identified by its (network) address and transmissions to/from this
address are blocked. Since nodes in a mobile ad hoc network are beyond the
control of a central instance, changing addresses is possible with little effort.
Therefore, an address-based intrusion response system may have significant
drawbacks when deployed in mobile ad hoc networks. As an alternative,
we proposed a location-based intrusion response system in [3]. Here, to ex-
clude a misbehaving node from the network, a geographical quarantine zone
is established around the node’s location. Transmissions into or out of the
quarantine zone are blocked. Thus, as shown in Figure 1, routes in the mo-
bile ad hoc network are established bypassing quarantine zones. This way,
communication is kept away physically from areas affected by misbehavior.

O Benign Node

@® Misbehaving Node
—— Valid Route
- --- Blocked Route

Q Quarantine Zone

Figure 1: Schematic representation of the location-based intrusion response

In [3] we compared the performance of the location-based intrusion re-
sponse system with an address-based solution when confronted with a com-
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bination of a black hole and a Sybil attack. Based on simulation studies
for selected scenarios, we showed that a location-based intrusion response
may perform better than an address-based approach. Yet, in general, this
trade-off depends on various factors such as the particular configuration of
the mobile ad hoc network, the attack mechanisms, and the intrusion detec-
tion system as well as the intrusion response system. Since this parameter
space is too large to be scrutinized completely by means of simulation (or in
testbeds), we presented a generalized analytical model of the attack mech-
anism and the intrusion response system in [4]. We followed an elementary
approach based on a combined geometric and stochastic description of the
routing protocol and the location-based intrusion response system.

In this section we recapitulate the challenges we experienced in harmoniz-
ing model predictions and simulation results. For this, we focus on modeling
and evaluating the packet loss that is caused by misbehaving nodes. To
set our results in the context of related work, we summarize existing work
on attacks and security mechanisms for mobile ad hoc networks focusing on
the evaluation methodologies applied in the next section. We then briefly
describe the relevant details of the mobile ad hoc network and the location-
based intrusion response system that are subject of our evaluation in Section
2.2.1. As the main part, we present the entire chain of model development
(Section 2.2.2), simulation studies (Section 2.2.3), and refining the model
based on simulation results (Section 2.2.4). To conclude this part on chal-
lenges in evaluating security mechanisms for mobile ad hoc networks, we
present the lessons learned during our work in Section 2.3.

2.1.1. Related Work

In this section we present an overview on research that motivated our
work on security mechanisms for mobile ad hoc networks. We focus on
attacks, intrusion detection and response, location-based routing approaches
and highlight the particular evaluation methodology applied.

Attacks on Mobile Ad Hoc Networks. A mobile ad hoc network operates
based on the cooperation of nodes that are usually not within the adminis-
trative domain of a service provider, but controlled directly by the end user.
This makes it easy for an attacker to tamper with the behavior of a node
in order to launch an attack on the network. Attack vectors for mobile ad
hoc networks exist on each layer of the ISO-OSI communication model. A
comprehensive review can be found e.g. in [5] and [6].



An attack that is often cited in the context of mobile ad hoc networks
is the black hole attack [5]. In our work, we use the black hole attack to
exemplify misbehavior due to the severe and easily quantifiable effects on
network availability. The attack can be classified as an active attack on the
network /routing layer. Comparable to the effect of a black hole in terms of
astronomy, a black hole in a mobile ad hoc network attracts and ’absorbs’
network traffic. The detailed mode of operation of the attack depends on
the particular routing protocol deployed. The negative effects of black holes
on the availability of a mobile ad hoc network were studied e.g. in [16].
Regarding the evaluation methodology, the work is closely related to ours
since an analytical model of misbehavior was developed and compared with
results from simulation studies. However, [16] focuses on the route-length
distribution as a metric only and does neither include modeling of packet
loss nor of security mechanisms.

Intrusion Detection and Response in Mobile Ad Hoc Networks. An intrusion
detection system in combination with an intrusion response system as a re-
active security measure can be deployed as a second line of defense for the
case of subverted preventive security measures. One of the first approaches
for intrusion detection and response in mobile ad hoc networks was presented
in [17]. Detection of misbehavior is based on a packet loss metric. For this,
an intrusion detection component (Watchdog) on each node monitors the
forwarding behavior of its neighbors. If a certain threshold of dropped pack-
ets is exceeded, Watchdog sends a notification to the source of the packets.
Intrusion response is performed by the Pathrater component, which collects
information from the Watchdogs, calculates ratings for each node, and ag-
gregates these node ratings to a rating for the route to the intended receiver.
If multiple routes to a receiver exist, Pathrater chooses the one with the best
rating for transmission. By doing so, Pathrater prevents the inclusion of de-
tected malicious nodes in a route. The evaluation of the Watchdog/Pathrater
approach presented in [17] is based on simulation studies. An analytical de-
scription of the approach was not part of the paper. Experiments in testbeds
were not conducted.

Subsequent approaches for intrusion detection were developed with the
goal of overcoming limitations of the Watchdog/Pathrater approach, tak-
ing into account constraints of devices and harnessing the characteristics of
mobile ad hoc networks.

The intrusion detection system proposed in [18] uses a clustering approach



to reduce the system load caused by intrusion detection tasks. For this, one
node out of a set of neighboring nodes (a cluster) is selected as the cluster-
head. In each cluster, only the clusterhead is responsible for performing tasks
for intrusion detection. For reasons of load balancing, the role of being clus-
terhead is switched periodically between nodes belonging to the same cluster.
While the metrics used for intrusion detection are described analytically, the
evaluation of the intrusion detection system is based on simulation studies.
An analytical evaluation or a testbed-based validation were not performed.

In [19], a cooperative intrusion detection system was presented. Here, an
exchange of intrusion detection information among nodes is used to enhance
detection performance. With this, it is possible to lower false positive (a
detection when there is no attack) and false negative (no detection when there
is an attack) rates. The evaluation was performed by means of simulation.
An analytical description of the system or testbed experiments were not
presented.

Comprehensive approaches that take into account intrusion detection as
well as intrusion response are e.g. CONFIDANT [13], CORE [20], and
OCEAN [15]. For each of these, intrusion detection is performed by a com-
ponent whose core idea is comparable to the Watchdog as proposed in [17].
The information that is gathered by the Watchdog component is collected
and managed in a reputation system that is either based on locally available
information only (OCEAN) or global information that is exchanged between
nodes (CONFIDANT, CORE). The assignment of reputation values to nodes
is based on the addresses of nodes as identifiers in all three approaches. Con-
sequently, intrusion response is the exclusion of misbehaving nodes with a
bad reputation from the network based on their addresses. In general, no
data is sent to/via or received from/via addresses that are assigned a bad rep-
utation. Regarding the evaluation methodology, CONFIDANT and OCEAN
were evaluated in simulation studies (a testbed-based analysis of attacks on
mobile ad hoc networks as basis for attack detection/reputation determi-
nation is presented in [13] in the context of CONFIDANT, yet an analysis
CONFIDANT itself in the testbed was not part of [13]). CORE was eval-
uated both by means of simulation and analytically based on game theory.
Yet, the goals of the evaluation were different for the simulation and the an-
alytical part. A mutual validation of evaluation results obtained analytically
and in simulation studies was not presented.

Recently, game theory became more and more popular in the context of
not only evaluating but also designing new mechanisms for mobile ad hoc
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networks. From an abstract point of view, game theory is a tool for mod-
eling give-and-take interactions of two parties. In [21], the authors propose
game theoretic views on issues such as transmission power control, medium
access strategies, and packet forwarding. A model based on game theory for
misbehavior in mobile ad hoc networks is the focus of [22]. Closely related
to this is the work in [23]. Here, a reputation mechanism used to decide on
whether to interact with a node or not (i.e. relaying its packets or using it
as a relay) is developed based on game theory.

Location-based Routing in Mobile Ad Hoc Networks. Several routing mecha-
nisms for Mobile Ad Hoc Networks that harness knowledge on geographical
location of nodes were proposed. An overview can be found e.g. in [24]. Two
of these protocols which are related to our work are LAR [25] and DREAM
[26]. Both protocols use location information to restrict the propagation of
broadcast messages in order to reduce the routing overhead generated.

For LAR, two schemes to improve the overhead of the route discovery
phase of on-demand routing protocols were proposed. For the first scheme,
a Request Zone is specified such that it contains the initiator of a route
request and an area in which the destination is expected to be located. Route
request messages are only forwarded by nodes that are located in the Request
Zone. The second scheme is based on the distance between the destination
and nodes that could potentially forward a route request. Here, a node
only forwards a route request if it is closer (within certain bounds) to the
destination than the node it received the request from. LAR was evaluated
by means of simulation. Analytical studies or testbed-based evaluations were
not presented.

DREAM was developed as a robust protocol in which each message (not
only route requests) is sent as a restricted broadcast. To restrict the broad-
cast, DREAM determines the direction from sender to receiver based on their
geographical location. Only nodes that are (within certain bounds) located
in this direction forward messages. At this point, it is necessary to men-
tion that the main objective of DREAM was the efficient dissemination of
the location information of nodes throughout a network. However, a detailed
description of this process is beyond the scope of this article. Regarding eval-
uation methodology, the functionality of DREAM was verified in simulation
studies. Analytical models or experiments in testbeds were not presented in
26].



2.2. Fvaluation

We now present relevant system details and the evaluation of the location-
based intrusion response system for mobile ad hoc networks. The function-
ality of the location-based intrusion response system is based on excluding
benign nodes from the network in order to maintain overall network avail-
ability. Further, quarantine zones established by the location-based intrusion
response system obviously have to be (at least) of the size of the transmission
range of nodes. Thus, the approach is applicable for large-scale mobile ad
hoc networks only and an evaluation in a testbed that is beyond a basic proof
of concept is hardly possible. We therefore base our evaluation on a combi-
nation of an analytical model and simulation studies to cover the parameter
space of the system as far as possible.

2.2.1. Specification: System Properties

In this section we shortly describe the mobile ad hoc network routing
protocol, our implementation of the black hole attack, the intrusion detection
system, and the intrusion response system. The model we develop is valid
for an abstract reactive routing protocol that selects routes based on age
and a distance metric and uses an expanding ring search in order to reduce
network load. We exemplify this routing behavior using the AODV protocol
[27], since AODV will be used in our simulation studies for model verification.

The Routing Protocol. Reactive routing protocols establish a route between a
source and a destination when it is required for data transmission. To estab-
lish a route, AODV starts a route discovery process initiated by the source
by sending a route request (RREQ) message for the intended destination.
The RREQ is disseminated as a broadcast. Each intermediate node that
forwards an RREQ remembers the preceding node from which the RREQ
was received, thus establishing a reverse route. Upon receiving an RREQ at
the destination node, a route reply (RREP) message is sent along the reverse
route back to the source. Upon receiving the RREP at the source, the route
is established. In case of receiving multiple RREPs for the same destina-
tion, AODV chooses the most recent (determined by a sequence number)
and shortest (determined by a hop count) route, whereas newer routes are
preferred over shorter ones.

Since disseminating RREQs as broadcast messages causes a high network
load, AODV may use an expanding ring search to mitigate this effect. In this
process, route discovery is first restricted to the neighborhood of the source.



For this, the time to live (TTL) of RREQ messages is set appropriately.
[27] proposes to search routes consecutively in the 1-, 2-, 3-) 5-, and 7-hop
neighborhood of the source. If a route is not found in these steps, the search
is extended to the full network diameter which is assumed to be 35 hops in
27].

The Black Hole Attack. Comparable to the effect of a black hole in terms of
astronomy, a black hole in a mobile ad hoc network attracts and ’absorbs’
network traffic. For attacking AODV, this is done by issuing RREP messages
with falsified age and/or distance metrics. To obtain a worst-case behavior,
we consider a black hole that eavesdrops sequence numbers and answers every
RREQ received with the current sequence number of the intended destination
incremented by one and a hop count set to one (regardless of whether the
intended destination really is a neighbor of the black hole). With this, the
route that is offered by the black hole appears to be both newer and shorter
than the route that is offered by the real destination. Thus, the route offered
by the black hole is selected by the source for data transmission according
to the specification of AODV. To complete the ’absorbing’ effect, the black
hole does not forward any data packets after the route is established.

The Intrusion Detection System. Since our goal was not to develop a new
intrusion detection system for mobile ad hoc networks, we implemented a
lightweight intrusion detection system that is tailored to the black hole be-
havior described above while providing a realistic detection performance that
is comparable to that of other intrusion detection systems proposed in lit-
erature. The intrusion detection system works based on local (per node)
information only, similar to OCEAN [15]. Attack detection is performed in
two steps. During a monitoring interval t,,,,, a node X keeps track of the
forwarding behavior of its neighbors (we call node Y a neighbor of node X if
it is located within the transmission range of X'). For each of its neighbors,
X maintains a counter n,.. for packets that Y received for forwarding. A sec-
ond counter 7 ¢4, is maintained for packets that Y forwarded correctly. After
each monitoring interval, X calculates a rating Ry describing the forwarding
behavior of each of its neighbors. Ry is defined as

n
/ rec
RY = RY : — Nforw
Wpal

In this definition, R{, denotes the rating of the previous monitoring in-
terval and wy, > 1 is a weighting factor to balance n,.. and nop,. If Ry
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exceeds a threshold thresy,.., X classifies Y as a black hole.

The Location-based Intrusion Response System. If a node Y is classified as
a black hole by the intrusion detection system of a node X, X establishes a
quarantine zone with radius 74, around Y. As long as X is located within
this quarantine zone, it will not forward any messages. Further, all active
routes which X is part of become invalid. Since X will not forward any
messages while it is located in a quarantine zone, subsequent route request
messages will not reach the black hole Y, as shown in Figure 2. Thus, we
prevent Y from being part of newly established routes while it is quarantined.

O Benign Node
@® Misbehaving Node

----> Route Request

Q Quarantine Zone

Figure 2: Mode of operation of the location-based intrusion response

We assume that the position of a node is not observable within a quar-
antine zone. Therefore, updating the quarantine zone if Y moves is not
possible. For this reason, a revocation of quarantine zones is performed after
the interval t,ese:.

2.2.2. Fxpectation: Analytical Model

Within this section we develop the analytical model describing the ef-
fects of the black hole attack on the packet loss experienced in the mobile
ad hoc network. After defining basic assumptions we start with modeling
the expanding ring search behavior of the routing protocol which leads to
the probability for a black hole being included in a route. Based on this, we
describe the packet loss that can be charged to black holes in a mobile ad hoc
network without intrusion detection and response. We continue with model-
ing the packet loss caused by black holes with activated intrusion detection
and intrusion response subject to the time the intrusion detection system re-
quires to detect a black hole and the mobility of nodes. The notations used
for building the model are listed in Table 2.2.2.

Assumptions. In the following, we assume
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NOTATIONS OF FORMULAE

tmon

Nrec

N forw
Whal

Ry
thTGSblack
Tquar
Ldetect
treset

Ttrans

Anet

[

dhop
Niotal
Nplack
N

P

Monitoring interval of the intrusion detection system in seconds
Number of packets a node received during t,,o,
Number of packets a node forwarded during ¢,y
Factor to balance 7. and 7 ¢y

Rating for node Y

Threshold of Ry for classification as black hole
Radius of quarantine zones

Time needed to detect a black hole

Time after which quarantine zones are revoked
Transmission range of nodes

Size of the network

Side length of the network area

Average distance per hop

Total number of nodes in the network

Number of black hole nodes in the network

Number of nodes reached in step s of the ring search
Network density in nodes per area

e a square network area A,.; with side length [,

e a circular transmission range with radius r4.qns,

e quarantine zones to match the transmission range of the corresponding
misbehaving node at the time the quarantine zone is established,

e a geometrically uniform distribution of benign nodes and black holes
within the network area,

e randomly selected sources and destinations of traffic,

e a random distribution of traffic patterns among all nodes, i.e., the net-
work load is constant and nodes can not be distinguished by their
communication,

e a connected network, i.e., a route between any two nodes can be estab-
lished at any time.
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Expanding Ring Search. For modeling the packet loss we need to describe
the expanding ring search in terms of the number of new nodes an RREQ
message reaches in each step as shown in Figure 3. For this, let A;, be the
circular area covering all nodes located in a distance of at most h hops to
the source of the RREQ, where Ay = 0 and AA, = A, — A,_1. Depending
on the actual network configuration, a constant average geometric per-hop
routing progress 0 < dpep < Ttrans can be assumed. For the remainder of this
paper we use dp,, = "=+ which was obtained experimentally in [28] for a
realistic mobile ad hoc network configuration. This leads to a first estimate
of AA;, defined as

AA}L = Ah — Ah—l = 7T(h . dhop)2 — W((h — 1)dh0p)2
= (2h—1)7-d7

hop

O Benign Node

® Misbehaving Node

@) Expanding Ring
e) Step 1

o
Dest Expanding Ring
Step 2

Figure 3: Area covered by expanding ring search subject to djop

This description holds if the ring search does not leave the simulation area.
To include edge effects for nodes being located at the borders of the simula-
tion area we use a four-step approximation. For a ring radius r = h - djep < é
of less than half the side length [ of the simulation area, the ring can be con-
tained fully in the simulation area in the best case for a node being located at
the center. In the worst case, for a node being located at a corner, only one
quarter of the ring reaches into the simulation area. Since nodes are assumed
to be distributed uniformly, both cases and any in between are equally likely.
Thus, for r = h - dpep < é we obtain AA;, = % (Ah + %Ah). In the same way,
we approximate the cases for a ring radius between half side length and side
length, between side length and diagonal length, and larger than diagonal

length. Altogether, we obtain
LA 30 Ry <

1 el
1A, if = <h-dpy, <1
_ 8 2 op
AA;, 1_16Ah if I < h-dpep < V202
0 otherwise
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The expanding ring search is performed in consecutive steps in each of
which the time to live of an RREQ is incremented. Let hg be the time to live
in hops for step s. With the default parameters specified in [27], hy is given
by the following table (we set hg = 0 for reasons of simplification).

[0 1
0 1

s 5
hs |

4
7 35

2 3
3 5
For the description of the number ng of nodes that are reached in step s of
the expanding ring search let n;,4 be the total number of nodes and A,,.; be
the total area of the network. Because nodes are assumed to be distributed
uniformly, the geometric density of nodes is given by p = %. We get

TLOIO

hs
ns = ns_1 + Ang where Anyg :ZAA,- - p

i=hs—1+1

Packet Loss due to Black Holes in a Defenseless Mobile Ad Hoc Network.
To model the packet loss caused by black holes, we start with describing the
probability ppack(s) for an RREQ reaching at least one black hole in steps 1
to s of the expanding ring search. If we assume 7,0 black holes in n444; total
nodes, we have N1 — Nprack benign nodes in the network. Thus, the number
of possible combinations to select the ngs nodes that are reached exactly in
step s of the ring search only from benign nodes is x = (”wml;s"“““’“). The
number of combinations for selecting the ng nodes from n, total nodes is
Yy = ("tgt‘”) Now, % describes the probability that an RREQ reaches only
benign nodes in steps 1 to s of the ring search. For the probability pyaer(s)
that a RREQ reaches at least one black hole in steps 1 to s of the ring search,
we have to consider the special case of ng > Nota — Npiack, 1-€., the number
of nodes reached in step s exceeds the number of benign nodes. Certainly,
the RREQ reaches a black hole in this case. Altogether, we get

1 i Ns > Ntotal — Nblack

. n -n
Dolack(s) = 1— % otherwise
ns

We assume a random selection of traffic patterns as well as of source
and destination nodes. Hence, the probability for a data packet to get lost
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due to a black hole equals the probability for a black hole being part of the
corresponding route between source and destination. To determine this, we
need to calculate the probability pges:(s) for reaching the destination node
in step s of the ring search. Since destinations are assumed to be chosen
randomly, this probability correlates to Ang,. We obtain pgesi(s) = %.
With this, the probability for the RREQ reaching the destination in step
s and at least one black hole in steps 1 to s of the ring search is given by
Daest () - Dotack(s). For the overall probability pjoss piack for data packets to get
lost due to a black hole, we need to consider all steps of the expanding ring

search. We get

5
DPloss,black = Zpdest(i) : pblaak(i)
=1

The upper bound of the sum depends on the maximum number of steps
performed for the ring search. For our model, we assume a maximum of 5
steps as specified in [27].

Packet Loss due to Black Holes with Intrusion Detection and Intrusion Re-
sponse. Although the location-based intrusion response system excludes black
hole nodes from the network, the influence of black holes can only be miti-
gated and not be thwarted completely. Thus, the probability pioss defended for
packet loss despite active security measures can be described as

Ploss,defended = DPloss,black * PIRS fail

Here, prrsyrqi denotes the probability that the intrusion response system
fails to prevent a black hole from dropping packets. As the main influences
on prrsfeir we identified the detection time of the intrusion detection system
and mobility of nodes. Both lead to independent parts prgrsfqidetect and
PIRS fail,;move Of Drrsfair- Thus, we obtain

PIRSfail = PIRSfail,detect T PIRS fail;move

To detect ongoing misbehavior, the intrusion detection system has to
monitor the suspicious node for a certain time. In our scenario, the black hole
may continue dropping packets during this time. To describe the resulting
probability prrsfaitdetect (as a part of prrgrea) for packet loss during the
time the intrusion detection system needs to identify misbehavior, we start
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by modeling the detection time. For our intrusion detection system, the
detection time is given as tgetect = Mmon * tmon Where n,,,, denotes the number
of monitoring intervals needed until a black hole is detected and t,,,, denotes
the duration of a monitoring interval.

As described, a node Y is classified as a black hole, if the rating ry exceeds
the threshold thresy,... Since a black hole node in our case does not forward
any packets, Ry is defined as Ry = % per monitoring interval t,,,,. If
we consider a steadily loaded network, the traffic during the detection time
is (nearly) constant at a rate A. Thus, nec = A tmon. If a black hole is

detected, n,0n - ’\ut);”‘;” > threspger holds. The number n,,,, of monitoring
Q.
thresplack Woal

intervals needed to detect a black hole is then given by n,,,, = <o
Thus, for the detection time of the intrusion detection system, we obtain

_ threspack * Wha
tdetect - \

After a black hole is detected, the corresponding quarantine zone excludes
the black hole from the network for the time ¢,.s;. Altogether, a black hole
can be active for the time 4.0+ as part of the total detection-protection-
period tgetect + treset- Thus, for the probability prrsfaitdetect Of losing packets
due to nyeer black holes during the detection time of the intrusion detection
system, we obtain

PIRSfail,detect = Tlblack M
' Zfcletect + treset

We assume that quarantine zones can not be adapted directly when a
node moves since tracking quarantined nodes is not possible. Thus, as shown
in Figure 4, mobility of a black hole leads to a newly affected area Ay fect-
Nodes in this area are not aware of the black hole and will forward RREQ
messages without restrictions.

The probability prrs fair,meve for packet loss due to node mobility can be
modeled based on the number n4fre+ of nodes located in Agffer. Each of
these nodes has to perform a detection of the black hole which leads to a
corresponding multiple of prrstairdetect as described in the previous section.

The angle a, as shown in Figure 4, can be determined by a = 2 - arccos <2thans)

where d denotes the distance between the position where the black hole was
first detected and its new location. With this, we can determine the area
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Figure 4: Influence of black hole mobility on the intrusion response system

Ageq of the circular segment defined by the quarantine zone and Agffece. We
2
get Ageg = "rgne . (o — sin(a)), thus

_ 2
Aaffect = TTirans — 2. AS@Q

Since nodes are distributed uniformly within the network area, we get
Naffect = Aaffect - p- Thus, the loss due to node mobility can be described as

PIRSfail,move = TNaffect * Mblack * PIRS fail detect

2.2.3. Observation: Simulation Studies

To validate the model, we compare the model predictions with (parts of
the) results of the simulation study we presented in [3]. To visually demon-
strate the accuracy achieved, we show the model predictions as curves to-
gether with the 95% confidence bars taken from the simulation results. The
simulation results were obtained from a scenario consisting of 1., = 1000
nodes with ny.q € {1,2,3,5,10} black holes on a square simulation area
Aper with [ = 4750m side length. The size of the simulation area was chosen
such that a connected network is typically achieved, i.e., a route between ar-
bitrary nodes exists with a high probability. The nodes moved continuously
according to a random waypoint mobility model (which can be considered as
a worst-case scenario regarding predictability) with a speed between 1 and 2
meters per second. This leads to an average distance d = % from the
location at which a black hole was detected to its new location when the quar-
antine zone is revoked. We used a constant bitrate traffic pattern with a net-
work load of 20 streams in parallel consisting of packets with a size of 512 byte
at a rate of 2048 kbytes per second resulting in a moderately loaded network.
With a detection threshold thresy,.. = 10 determined as an optimum in pre-
liminary simulations for the scenario given, the resulting detection time of
the intrusion detection system is tgeeer = 15. The reset intervals for quaran-

tine zones were taken from t,..: € {15, 30,45, 60,90, 120, 180, 300, 420, 600}
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in seconds. Each scenario was simulated for one hour simulated time split up
in 6 parts of 10 minutes each to reduce unwanted side effects of the random
waypoint mobility model. The simulations were performed with a modified
version of the JiST/SWANS simulation tool for mobile ad hoc networks [29]
running on a CONDOR distributed computing cluster [30].

The comparison of model prediction and simulation results for the loss
caused by black holes in a defenseless network is shown in Figure 5. For the
2, 3, and 5 black hole scenarios, the model prediction is within the confidence
interval of the simulation results. The small deviation for the setups with 1
and 10 black holes can be explained by the inaccuracy of the heuristic we
used to model edge effects of the expanding ring search.

1

08

06 |

04

Loss caused by black holes

02

0 . . . . .
0 2 4 6 8 10
Black Holes

Figure 5: Model prediction (curves) compared with simulation results (confidence bars)
of packet loss caused by black holes without intrusion response

Figure 6 shows the comparison of model predictions and simulation results
for the loss caused by black holes in a network with intrusion detection and
intrusion response. Please note that for reasons of readability only the results
for the 3, 5, and 10 black hole scenarios are presented. While prediction
and confidence intervals (i.e. simulation results) match well for the 1, 2
and 3 black hole scenarios, it stands out that for the 5 and 10 black hole
setups the prediction and the simulation results differ strongly (note that
the curve matching the 10 black hole confidence bars belongs to the 5 black
hole prediction).

2.2.4. Adaptation: Matching Model Predictions and Sitmulation Results
The predictions made by the analytical model and the simulation results

match reasonably for the effect of black holes on a mobile ad hoc network

without security mechanisms. Small deviations can be explained by the
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Figure 6: Model prediction (curves) compared with simulation results (confidence bars)
of packet loss caused by black holes with location-based intrusion response

inaccuracy of the model due to the heuristic used to model edge effects.
We therefore assume that the model describes the effect of undefended black
holes within proper bounds.

Further, model predictions and simulation results match for the 1, 2, and
3 black hole setups in a mobile ad hoc network with intrusion detection and
location-based intrusion response. Only predictions made for scenarios with
5 and 10 black holes do not correspond to the results obtained by simulation.
Thus, our assumption was that the model itself described the behavior of the
intrusion detection system and the location-based intrusion response system
reasonably but might be instantiated incorrectly. Rerunning and tracing
the simulations, we found that in the scenario with 5 black holes only 4,
and in the scenario with 10 black holes only 5 are active at a time. We
attribute this to overlapping-effects of quarantine zones. If we instantiate
the model accordingly (4 / 5 black holes in the model for the 5 / 10 black
hole simulation setups), we obtain a match for all scenarios as shown in
Figure 7. We, thus, need to extend the model to cover the probability of
a black hole being active in scenarios with multiple black holes and active
location-based intrusion response.

2.8. Lessons Learned

In this first part of the article, we presented an analytical model that
describes the effects of black hole attacks and location-based countermeasures
on mobile ad hoc networks. Based on a combined geometric and stochastic
approach, we developed a light-weight model for the routing process as well
as for the packet loss caused by misbehavior.
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Figure 7: Corrected model prediction (curves) compared with simulation results (confi-
dence bars) of packet loss caused by black holes with location-based intrusion response

To evaluate effects of the black hole attack and the location-based intru-
sion response, we needed both an analytical model and simulation studies.
The analytical model was required to cover the parameter space of the system
as far as possible. To validate (and correct) the model predictions, we had to
perform simulation studies for selected parameters. We found that, despite
following an elementary approach, on the first attempt we did not consider all
factors that affect the interaction of the black hole attack and the location-
based intrusion response system. To achieve an appropriate evaluation of the
location-based intrusion response system for mobile ad hoc networks, it was
necessary to combine both the analytical and the simulation perspective and
to have a mutual feedback between both. We only presented the feedback
from simulation to model in this section. Yet, a feedback in the opposite
direction was used during implementation of the attacks and the intrusion
detection system as well as the location-based intrusion response. This way,
implementation errors leading to strong deviations of model predictions and
simulation results could be corrected beforehand.

3. Challenges in Evaluating Security Mechanisms for Peer-to-Peer
Systems

In this second part of the article, we present challenges we faced in eval-
uating cooperative security mechanisms for peer-to-peer systems. As eval-
uation methodology, we used an analytical model and testbed experiments
having a mutual feedback between model and testbed. The following is based
on prior work presented in [31] extended by recent results of testbed experi-
ments.
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3.1. Security in Peer-to-Peer Systems

Peer-to-peer systems enable enhanced communication services in envi-
ronments where client/server-based solutions can not be established due to
e.g. time and/or cost constraints. As for mobile ad hoc networks, large
scale emergency response scenarios are a prominent application domain. Re-
lated projects that apply peer-to-peer technology in large scale emergency
response scenarios, but do not consider cooperative security mechanisms, are
e.g. DUMBO [32] and SoKNOS [33].

In an emergency response scenario, the exchange of information and ser-
vices between aid organizations can offer a considerable benefit for the coor-
dination of search and rescue or reconstruction efforts. However, information
and services should not be accessible in an unrestricted way. By means of
authentication and access control, the admission to services and informa-
tion can be governed. However, contemporary means for authentication and
access control such as Kerberos [34] are based on central trusted instances.
Thus, these mechanisms can not be transferred directly from the client /server
domain to a peer-to-peer environment. In the absence of central trusted in-
stances, security objectives such as authentication and access control can
be implemented by threshold cryptography. In threshold cryptography, the
cooperation of (at least) a certain number of peers is required to perform
cryptographic operations. No single (possibly compromised) peer is able to
e.g. sign and issue certificates that grant access to restricted services (which
will be the example we use in this section). This way, a security level com-
parable to that of centralized solutions can be achieved.

The applicability and performance of threshold cryptography in peer-to-
peer systems has been studied comprehensively. However, only little atten-
tion has been paid to the fact that (cooperative) security-relevant decisions
require a well-defined set of regulations, if they have to be made automati-
cally. In the application scenario outlined, any interaction desired can hardly
be foreseen. Thus, the availability of predefined security policies can not be
assumed. To deal with this, we consider the case of authorized users being in-
volved directly in security-relevant decisions. In this case, performance issues
of the network as well as of the threshold cryptography schemes deployed are
negligible compared to the delay that is introduced by the users themselves.
Rather, the number of users involved per decision has to be minimized to
keep the approach feasible for real-world deployment. Nevertheless, the min-
imization has to take into account users that do not provide their decision
in a reasonable amount of time. To deal with this, a certain redundancy

20



has to be introduced regarding the number of users requested with respect
to the number of users that have to cooperate as specified by the threshold
cryptography scheme deployed.

In the following, we recapitulate our work presented in [31], describing
how security-relevant decisions can be performed if neither a central trusted
instance nor predefined security policies are available. We shortly discuss
variants of threshold cryptography that are able to deal with the resulting
challenges and present related work on applying threshold cryptography in
peer-to-peer systems focusing on the evaluation methodology applied. Hav-
ing laid these basics, we describe possible interaction schemes between the
peer that requests a decision and the peers that (potentially) contribute to
the decision. We provide a stochastic analysis of the different interaction
schemes that allows for the real-time minimization of the number of users
involved in a joint decision. We then validate the model with selected re-
sults obtained recently in a series of testbed studies. We explain deviations
observed between model predictions and testbed results and present a harmo-
nized instantiation of the model where model predictions and testbed results
match reasonably.

3.1.1. Related Work

In this section, we present related work that has motivated and influenced
our research. We focus on basics of threshold cryptography and on studies
on the performance of threshold cryptography in peer-to-peer environments
highlighting the evaluation methodology applied.

The idea of threshold cryptography was initially presented in [35]. The
mode of operation is based on shares of a secret key that are generated
by choosing a polynomial p(x) of degree n such that the shared secret key
equals p(0). The keyshares are calculated as p(1),...,p(m) where m > n.
By Lagrange interpolation, the secret key can be reconstructed if n+1
keyshares are combined. In [35], reconstruction is performed by a trusted
device that collects the keyshares and, subsequently, may perform crypto-
graphic operations. In peer-to-peer systems, the availability of a trusted
device that is accessible for all peers is not given. In threshold cryptography
approaches developed for such distributed and decentralized environments,
the keyshares p(1), ..., p(m) are distributed to the peers. Also the generation
of the keyshares can be performed cooperatively and in a distributed way,
without the need for a central instance. With the keyshares, the peers are
able to produce partial signatures (e.g. for a certificate that grants access
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to restricted resources within the peer-to-peer system). The computation of
the full signature is again based on Lagrange interpolation.

Due to the mode of operation of Lagrange interpolation, most of the
threshold signature schemes proposed require that the indexes of all keyshares
with which the partial signatures shall be generated (i.e., the x of p(z)) must
be known in advance, before the partial signatures can be generated. A par-
tial signature is then valid only for the specified set of keyshares. In the
context of peer-to-peer systems, this results in multiple rounds of commu-
nication required between the peers that contribute partial signatures. In
peer-to-peer systems in general, peers may go offline at any time during the
signature process. For our application scenario in particular, we also have
to consider mobile devices that are connected wirelessly and, thus, may be
subject to more frequent disconnections and also energy constraints. If one
member of the set of peers providing partial signatures does not provide its
partial signature in time and has to be replaced, all other partial signatures
have to be discarded and the process has to be restarted from the beginning
resulting in an increased time required to produce a signature and increased
energy consumption. The threshold scheme deployed should therefore be able
to deal with signers that do not provide a signature without having to discard
partial signatures that have been provided already. To make the system as
reliable as possible, we build upon a non-interactive threshold cryptography
scheme that does not need any communication between the peers providing
partial signatures. The scheme proposed in [36], as an enhancement of [37],
meets this requirement.

In [38], the authors compare threshold signature schemes with respect
to their performance in controlling access to closed user groups in peer-to-
peer systems. User interactions have not been considered. Non-interactive
signature schemes were not part of the evaluation. Regarding evaluation
methodology, performance is measured in terms of basic operation costs (the
time needed to produce partial signatures) and join time (the amount of time
a new peer needs to join a closed user group). The evaluation is performed in
a small-scale local testbed consisting of four machines running multiple vir-
tual peers each. An analytical model used for evaluation was not presented.
The work presented in [38] was extended to additional signature schemes in
[39]. Here, the evaluation was based on a testbed consisting of ten nodes
running multiple peers each. An analytical model was not presented.

A non-interactive mechanism for access control in mobile ad hoc net-
works has been proposed in [40] and [41]. In contrast to [37], the protocol
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proposed in [40] and [41] is not based on a cryptographic key that is shared
among multiple parties, but on bivariate polynomials that can be used to
establish pairwise shared secret keys. User interactions have not been con-
sidered. Because 'standard’ signed certificates as required in our scenario can
not be produced with this approach, we have not taken [40] into account as
a possible cryptographic mechanism for our application scenario. Regarding
evaluation methodology, a performance evaluation subject to metrics describ-
ing the basic performance of the threshold cryptography scheme deployed in
terms of computational costs and energy consumed was performed. For this,
measurements in a testbed for a mobile ad hoc network consisting of five
nodes were conducted. An analytical model for system evaluation was not
presented.

3.2. FEvaluation

We now present relevant system properties and the evaluation of user-
based cooperative decisions for peer-to-peer systems. While common Internet-
based peer-to-peer systems for e.g. voice over IP communication or fileshar-
ing usually consist of millions of peers, for our emergency response applica-
tion scenario, we assume the network size to be in the order of hundreds to
thousands of peers. Thus, a testbed evaluation of the user-based cooperative
decision process with a network size as expected in a real-world system is pos-
sible. We therefore base the evaluation on the combination of an analytical
model and testbed experiments to achieve a high degree of realism.

3.2.1. Specification: System Properties

A peer that requests a security-relevant decision has to send this request
to a set of peers holding keyshares. Each of these may take part in the deci-
sion process by issuing a partially signed certificate. The strategy according
to which the requests are disseminated within the peer-to-peer overlay di-
rectly affects the number of users requested and the probability of receiving
enough partially signed certificates to be able to interpolate a full signature.
In the following, we describe different interaction schemes between request-
ing peers and peers that contribute to the decision process. We take into
account different levels of knowledge about which peers hold keyshares. We
shortly explain how the interaction schemes can be realized in a Pastry peer-
to-peer overlay [42] which will be the basis for the testbed evaluation. Yet,
the interaction schemes as proposed abstractly in the following and the an-
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alytical model describing the interaction schemes are independent from the
particular implementation of the peer-to-peer overlay.

Interaction Scheme for Unknown Shareholders. If the peers holding keyshares
are unknown to the peer that requests a decision, broadcasting the request
within the entire peer-to-peer overlay would be a straightforward interaction
scheme. In this case, all users holding keyshares are contacted. Thus, in case
the decision is positive, a broadcast would result in the highest probability
for a decision request to be successful (i.e., for receiving enough partially
signed certificates to be able to interpolate a fully signed certificate). Yet,
due to the high number of users involved that is caused by a broadcast in
the peer-to-peer overlay, the applicability of a broadcast is limited in our
scenario. Instead, a multicast approach is reasonable. We assume that the
multicast is initiated by the requesting peer and that the requesting peer
has no knowledge about which peers are holding keyshares. In this case, as
shown in Figure 8, a multicast can be realized by sending requests to a set of
peer-IDs that are selected randomly. Regarding the implementation on top
of a Pastry peer-to-peer system, if an ID is not used, Pastry will route the
request to the peer with the ID closest to the one selected.

O

@ Requesting Peer

O Peer with Keyshare
@) O O 'Standard' Peer

—> Request

Figure 8: Schematic representation of the multicast with unknown signers

Interaction Scheme for Known Shareholders. In our application scenario, we
assume administrative restrictions that limit the number of peers which are
authorized to take part in security-relevant decisions. Thus, a random se-
lection of the peers to which a request is sent may not reach enough peers
holding keyshares. To increase reliability, it is reasonable to base the dis-
semination of requests on some knowledge about which peers hold keyshares
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(and about the status of their users). This approach can be based e.g. on a
peer that acts as mediator for the decision process. The mediator keeps track
of the peers holding keyshares and accepts and relays requests appropriately,
as shown in Figure 9.

While introducing a mediator can be done independently from the par-
ticular peer-to-peer overlay, a way to implement a multicast with knowledge
about the distribution of keyshares on top of a Pastry peer-to-peer overlay
is to make use of Scribe multicast groups [43]. Peers holding keyshares (and
with users ready to contribute to a decision) subscribe to a corresponding
multicast group. Requests can be sent to this group along with the requested
number of partial signatures.

O

@ Requesting Peer
O Peer with Keyshare
O 'Standard' Peer

® Mediator / Head of
Scribe Group

—> Request

Figure 9: Schematic representation of the multicast with known signers

3.2.2. Fxpectation: Analytical Model

In this section we develop stochastic models that describe the success
probability pgye. of the different interaction schemes. A request is considered
successful if a sufficient number of partially signed certificates is received such
that a fully signed certificate can be interpolated. The number of partially
signed certificates received is sufficient if it is greater or equal to the threshold
Nynres that is defined by the threshold cryptography scheme deployed. Table
1 provides an overview of the notation we use in the following.

Model of the Interaction Scheme for Unknown Shareholders. For the inter-
action scheme for unknown shareholders as outlined in Section 3.2.1, we
assume a random limitation of requested peers with respect to the distri-
bution of keyshares and to the status of peers. That is, the scheme does
not consider whether a peer to which a request is sent holds a keyshare or
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Table 1: Notations of formulae

Nihres Number of partially signed certificates required for computing a
full signature

Drep Probability with which a single peer answers a request

Niotal Total number of peers in the peer-to-peer overlay

Nkeys Number of peers holding keyshares

Tomult Number of peers to which a request is sent

Nrep Number of replies received for one request

p(nyep) | Probability for receiving n,., replies from one request

Psuce Probability for receiving a sufficient number (i.e., more than
Nnres) Of Teplies from one request

whether the user is currently able to answer within a reasonable time. This
random restriction can be modeled by a hypergeometric random variable. In
our case, the hypergeometric variable describes the intersection of the set of
peers to which a request is sent and the set of peers that would potentially
reply to a request received. Thus, for the probability p(n,e,) of receiving a
certain number n,., of replies, we get

(nkeys 'p'rep) (ntotal - (nkeys ‘Prep ))
o Nrep Nmult —Nrep
p(nrep) - (ntotal)

Nomalt

For a request to be successful it is not important to receive a certain
number of replies, but to receive at least enough partially signed certificates
to enable interpolation of a fully signed certificate. That is, a request is
successful if the number n,., of replies received is greater than or equal to
Ninres- The success probability psyee(ninres) With respect to ng.es thus can be
described as the sum of the probabilities for receiving a certain number 7.,
of replies starting from ny,.s. The upper bound of the sum is given by the
number n,,,,;¢ of peers to which a request is sent. We obtain

Nmult

psucc(”th'res) - p(nrep > nthres) :Z p(nrep)

Nrep=Nthres

Model of the Interaction Scheme for Known Shareholders. For the interaction
scheme with knowledge about which peers hold keyshares as presented in
Section 3.2.1, the probability p(n,.,) of receiving a certain number n,, of
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replies to a request can be modeled as a binomial random variable, resulting
in
_ [ Tmtt \ | e Nomult—Tre
o) = (7 g (1= g
nrep
The success probability psuce(Tinres) With respect to ng.es again can be
described as the sum of the probabilities of receiving a certain number n,.,
of replies starting from ny,..s. The upper bound of the sum is given by the
number n,,,;; of peers to which a request is sent. We get

Nmult

psucc(nthres) = p(nrep Z nthres) :Z p(nTe}D)

Nrep=Nthres

3.2.3. Observation: Testbed Studies

We validate the models for the different interaction schemes by experi-
ments in the PlanetLab [44] and G-Lab [2] testbeds. PlanetLab is a world-
wide testbed currently consisting of about 1000 nodes distributed at about
500 sites worldwide that are connected over the Internet. Although minimum
requirements regarding hardware and connectivity of nodes are specified,
PlanetLab is a heterogeneous environment. This together with large vari-
ances in the computational load of nodes reflects the conditions of Internet-
based peer-to-peer systems. G-Lab, on the other hand, is a German national
testbed that currently consists of about 150 nodes at 6 universities. Com-
pared to PlanetLab, hardware and connectivity is homogeneous and the over-
all load of nodes is moderate. G-Lab uses PlanetLab software for resource
sharing and access control of its nodes. Thus, our experimental setups can
be executed on PlanetLab and on G-Lab without modifications.

In the following, we present selected results of our testbed studies that
show all particularities we observed. As experimental setup (and, thus, as
instantiation of the models), we used a peer-to-peer system consisting of
Niotar = 100 peers of which nye,s = 50 hold keyshares. The threshold (i.e.,
the number of partially signed certificates required for interpolation of a fully
signed certificate) is set to ngqes = 10; the probability with which a single
peer provides an answer to a request received in a reasonable time is defined
as Prep = 0.5 (random numbers following a shifted standard normal distri-
bution are drawn to determine whether a reply should be provided). The
desired success probability is set to pgue. = 0.95. To achieve this, the model
demands to send n,,,; = 49 requests using the interaction scheme for un-
known shareholders and n,,,,;; = 26 requests using the interaction scheme for
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known shareholders. In order to validate the model not only at this singular
point, but for any success probability 0 < psue. < 1, we varied the threshold
in 1 < ngpres < 30 for the results presented in the following. All plots are
given with 95% confidence intervals obtained from at least 40 request-reply
iterations.

Experimental Results for the Interaction Scheme with Unknown Shareholders.
Figure 10 shows the predictions of the model instantiated as described above
as well as results from both the G-Lab and the PlanetLab testbed for the
interaction scheme with unknown shareholders. Phenotypically, the model
provides a reasonable prediction of the success probability pg... subject to
the threshold ng..s. Yet, the success probability observed in both testbeds
is always significantly below the model prediction. Also the results of the
two testbeds show a significant deviation. The success probability measured
in PlanetLab is always below the results measured in G-Lab. The deviations
can be explained by lost requests and replies as well as by peers holding
keyshares that go offline during our experiments. The model also does not
consider that sending requests to randomly selected peer-IDs might result in
peers receiving two requests concurrently. In this case, our implementation
drops these duplicate requests since two partially signed certificates gener-
ated with the same keyshare are of no use for the interpolation of a fully
signed certificate. Due to the inherent heterogeneity in hardware, load, and
connectivity of PlanetLab compared to the homogeneous nodes of G-Lab,
the effects of packet loss and churn are more severe in PlanetLab than in
G-Lab.

Experimental Results for the Interaction Scheme with Known Shareholders.
The model predictions and the results obtained from both testbeds for the in-
teraction scheme with known shareholders is shown in Figure 11. We present
the results for an implementation based on a dedicated peer that keeps track
of all peers that hold keyshares and acts as mediator during the decision
process. The interaction scheme based on Scribe multicast groups is shown
to be more susceptible to packet loss and churn.

Again, the model predictions of the success probability subject to the
threshold match the success probability measured in the testbeds phenotyp-
ically. It stands out that the model predictions match the results measured
in G-Lab reasonably, without significant deviations. This can be explained
by the relatively low packet loss observed in G-Lab and the missing effect of
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Figure 10: Success probability subject to threshold for the interaction scheme with un-
known shareholders. Comparison of model prediction and results from PlanetLab and

G-Lab.

duplicate requests for the interaction scheme with known shareholders, where
the mediating peer relays requests appropriately. Due to the higher packet
loss and churn of PlanetLab, the success probability measured in PlanetLab
is again below the model prediction and the results measured in G-Lab.
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Figure 11: Success probability subject to threshold for the interaction scheme with known
shareholders. Comparison of model prediction and results from PlanetLab and G-Lab.

3.2.4. Adaptation: Matching Model and Testbed

We now compare the model predictions with the results obtained from
both testbeds if we adapt the instantiation of the model according to the
conditions we observed in the testbeds. Please note that, if not specified
otherwise, the instantiation remains as described above.
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Adapted Model Parameters for the Interaction Scheme with Unknown Share-
holders. During the experiments for the interaction scheme with unknown
shareholders in the PlanetLab testbed, we measured an average total num-
ber of peers n;, = 92. The difference to the original instantiation can be
explained by churn (i.e., by peers going offline) during our experiments. Due
to the same reason, we observed nge,s = 39 online peers holding keyshares.
Due to packet loss and duplicate requests, the probability with which a sin-
gle peer provides a reply to a request received decreased to prepy, = 0.39.
The number of requests sent decreased to n,,.; = 43. If we instantiate the
model accordingly, the predictions match the results measured in PlanetLab
without significant deviations as shown in Figure 12
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Figure 12: Success probability subject to threshold for the multicast with unknown share-
holders. Comparison of model prediction, results from PlanetLab, and adapted model.

In G-Lab, we observed no effects of churn, but effects of packet loss and
duplicate requests resulting in pyep,, = 0.43 and np,e = 44. If we instantiate
the model with these parameters, we obtain a match of model predictions
and success probability measured in G-Lab without significant deviations as
shown in Figure 13.

Adapted Model Parameters for the Interaction Scheme with Known Share-
holders. For the interaction scheme with known shareholders, we observed
Niotal = 90, Nkeys = 3D, Dreply = 0.5, and Ny = 21. The better values of
Dreply and My, compared to the original instantiation and the deviations
observed during the experiments for the interaction scheme with unknown
shareholders can be explained by the missing effect of duplicate requests for
the interaction scheme with known shareholders. If we instantiate the model
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Figure 13: Success probability subject to threshold for the multicast with unknown share-
holders. Comparison of model prediction, results from G-Lab, and adapted model.

accordingly, we obtain a better fitting model prediction. Yet, model predic-
tion and simulation results still show differences. These remaining deviations
of model predictions and simulation results can be explained by experiments
during which the peer that acts as mediator in the decision process is affected
by churn. If this peer, as a single point of failure, leaves the peer-to-peer sys-
tem during the phase in which requests have to be relayed to peers holding
keyshares, the decision process most probably is not successful.
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Figure 14: Success probability subject to threshold for the multicast with known share-
holders. Comparison of model prediction, results from PlanetLab, and adapted model.

During the experiments conducted in G-Lab for the interaction scheme
with known shareholders, we only observed a minor deviation of the proba-
bility with which a single peer provides a reply to a request received, resulting
in peuce = 0.49. The result of the adapted model instantiation is shown in
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Figure 15. Since we only had the minor difference of pg,.. with respect to
the original instantiation, original model prediction, adapted prediction, and
testbed results do not show significant deviations.
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Figure 15: Success probability subject to threshold for the multicast with known share-
holders. Comparison of model prediction, results from G-Lab, and adapted model.

3.3. Lessons Learned

In this second part of the article, we discussed user-based cooperative de-
cisions in peer-to-peer systems as a means to counterbalance missing central
trusted instances and predefined security policies in order to achieve basic
security objectives such as authentication and access control. We described
different interaction schemes for the cooperative decision process. For each
interaction scheme, we outlined a stochastic model that describes the perfor-
mance of the scheme.

To validate the model, we performed experiments in two testbeds which
have different inherent conditions regarding heterogeneity of hardware and
connectivity to prove the general validity of the analytical model. As for our
work on security mechanisms for mobile ad hoc networks, we needed a two-
dimensional view of the system, i.e., a mutual feedback between testbed ex-
periments and analytical model to achieve an appropriate evaluation method-
ology. Although we only presented the feedback from testbed to model in
this section, we used the feedback in the opposite direction to correct errors
in the implementation beforehand.
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4. Conclusions

In this article, we presented selected parts of our recent research on se-
curity mechanisms for decentralized systems and infrastructure-less systems.
In particular, we discussed a location-based intrusion response mechanism
for mobile ad hoc networks and interaction schemes for user-based cooper-
ative decisions in peer-to-peer systems. We set the focus on the evaluation
methodology we applied, showing results from the entire chain of analytical
models, simulation studies, and testbed experiments. We especially high-
lighted the process of harmonizing the different perspectives, i.e., matching
results obtained from the different evaluation methodologies by providing
mutual feedback between them.

Simulation Testbed

Improvement of simulation tool

Figure 16: Mutual interaction of models, simulation tools, and testbeds for comprehen-
sively evaluating protocols and mechanisms for communication networks

As a concluding remark, we want to emphasize that, from our point of
view, it is necessary to combine perspectives of models, simulation tools, and
testbeds during the evaluation of novel protocols and mechanisms for com-
munication networks. The mutual feedback process, which is underlined also
in related work as [45], is shown in Figure 16. This way, we think it is pos-
sible to obtain a reasonably comprehensive view on the system scrutinized,
thus minimizing the 'gap’ between science and reality.
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