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Virtualization is essential to cloud computing, yet its security 
vulnerabilities in the cloud environment haven’t been sufficiently 
studied. This analysis of cloud security focuses on how virtualization 
attacks affect different cloud service models.

A
s cloud computing realizes the vision 
of computing as a utility, providers 
are developing a shared pool of con-
figurable computing resources, which 

customers can dynamically provision and release 
according to their changing needs.1 Thus, both 
groups benefit: providers can reuse computing 
resources, and users reduce costs through on-
demand resource provisioning.

Cloud computing provides different layers of 
computing utilities, from storage and network-
ing to tools and applications, through three 
main service models: software as a service 
(SaaS), platform as a service (PaaS), and infra-
structure as a service (IaaS). The models rely on 
existing technologies for support—in particu-
lar, virtualization provides on-demand resource 
provisioning and multitenancy. However, cur-
rent virtualization security mechanisms might 

not work in cloud computing.2 For example, 
traditional virtualization security solutions as-
sume that a guest OS inside a virtual machine 
(VM) is known in advance. In cloud computing, 
the guest OS running in a VM is controlled by 
a user, and a priori knowledge of the guest OS is 
unavailable.

Although many researchers have investi-
gated cloud security (see the “Related Work in 
Cloud Security” sidebar), little is known about 
virtualization-related security issues, even 
though virtualization is a core cloud comput-
ing technology.3 Here, we challenge the notion 
that cloud computing isn’t necessarily sub-
ject to virtualization security issues. We ana-
lyze how virtualization vulnerabilities affect 
the different service models, which can differ 
greatly from how they affect conventional IT 
environments.

Threat as a 
Service? 
Virtualization’s Impact 
on Cloud Security
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Cloud Computing Security Challenges
Confidentiality, integrity, and availability are widely 
used benchmarks for evaluating IT security. We 
apply these conventional benchmarks to cloud 
computing and add one more—security manage-
ment, which is also critical for cloud security.

Confidentiality
A user can access SaaS offerings via a Web 
browser over the Internet. The user’s network 

traffic and data should remain confidential in 
transit—that is, protected from unauthorized ac-
cess. Adopting HTTPS mitigates confidentiality 
risks. Additionally, because a user can upload 
data to a cloud when using the SaaS offering, the 
cloud should also prevent unauthorized users 
from reading the stored data. A PaaS provider of-
fers a development environment to establish Web 
services or applications and thus has similar con-
fidentiality concerns.

Related Work in Cloud Security

Many researchers have investigated cloud computing 
security. Kresimir Popovic’ and Zeljko Hocenski 

provide a generic overview of the security issues, 
requirements, and challenges that cloud service pro-
viders face.1 S. Ramgovind and colleagues provide an 
overall security perspective on cloud computing, illus-
trating security requirements coupled with cloud ser-
vice and deployment models.2 Hassan Takabi and his 
colleagues discuss user authentication, access control, 
policies, service, and trust in the cloud environment.3

In 2011, S. Subashini and V. Kavitha surveyed SQL 
injection flaws, cross-site scripting, insecure storage, 
and invalidated redirects or forwards.4 Minqi Zhou 
and colleagues investigated cloud security and privacy 
issues in terms of the special relationship between 
users and providers in a cloud.5 The relationship 
contains three parties: the cloud service user, cloud 
service provider/cloud user, and cloud provider. 
However, most of the existing research discusses 
cloud security from a generic viewpoint outside a 
cloud. None of these works discuss the threat levels 
in different service models (SaaS, PaaS, IaaS) from the 
perspective of virtualization technologies. Yet because 
virtualization is essential to cloud computing, we must 
consider its security threats and develop appropriate 
countermeasures.

In 2009, Thomas Ristenpart and his colleagues 
showed that a cloud platform multiplexing many 
customers’ VMs across a shared physical infrastructure 
can introduce new vulnerabilities, such as cross-VM 
side-channel attacks (extracting information from a 
target VM on the same host machine).6 Their work 
emphasizes the importance of virtualization technolo-
gies in the context of cloud computing security. How-
ever, the authors only stated threats resulting from 
virtualization technologies. In 2011, Bernd Grobauer 
and his colleagues defined some indicators of cloud-
specific vulnerabilities, including those resulting from 
Web applications, cloud software environments, and 
cloud infrastructures.7 They didn’t, however, discuss 

in detail the implications of virtualization technology 
on different service models. The work of M.A. Morsy 
and his colleagues is the closest to our work,8 because 
it considers cloud security issues in different service 
models, but it discusses virtualization-related issues 
only for the IaaS model.
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In IaaS, multiple users can rent computing 
resources from a single physical infrastructure. 
Thus, confidentiality in this case requires isolat-
ing resource usage among the multiple users—
that is, one user shouldn’t be able to view another 
user’s memory status or resource use. Further-
more, because PaaS is based on IaaS virtualiza-
tion, protecting the status of resource use is also 
a security challenge in PaaS.

Integrity
Integrity is damaged if an illicit user executes, 
modifies, suspends, copies, replays, or delays 
data, messages, or assets. Attackers are often 
interested in different targets, such as network 
traffic or virtual disks, so the integrity mentioned 
here varies based on the attack and service model. 

Similar to the discussion about confidentiality 
in SaaS, we need to protect data in transit, stored 
data, and network traffic. In PaaS and IaaS, the 
integrity of the platform settings and configu-
ration files is especially important, because if 
someone maliciously modifies such settings or 
files, it would affect not only the PaaS and IaaS 
offerings but also the services deployed through 
those offerings, such as SaaS applications. The 
business scenarios for cloud computing, to some 
extent, magnify the security challenges.

Availability
Availability is endangered if the service or server 
is spoofed, penetrated, or suspended and can’t 
operate as expected. Since broad network access 
is essential to cloud computing,1 the Internet-
facing resources, such as the Domain Name Sys-
tem (DNS), are one of the main targets of attacks 
on availability.

DNS attacks aren’t new in the IT security 
realm. However, the attacks are still problematic 
in cloud computing owing to its characteristic 
broad network access. A user can’t access the 
service offering over the Internet without reliable 
DNS. In addition to the Internet-facing resources,  
the service offering itself should be secure in 
terms of availability.

Security management
To accommodate on-demand self-service and 
rapid elasticity, security management in cloud 
computing must be able to immediately address 
and reflect the changing requests. Additionally, 

the scope of cloud computing could increase the 
load and complexity of security management, 
leading to another security challenge.

Virtualization’s Impact  
on Cloud Security
Threats to cloud security can originate in key 
mismanagement, vague service-level agreements, 
and weak service-oriented architectures. How-
ever, virtualization is fundamental to certain 
cloud characteristics, such as multitenancy and 
resource provisioning, so we focus on virtualiza-
tion’s related security issues as a starting point, 
leaving other critical issues for future work.

Virtualization lets users simultaneously run 
multiple isolated machines (VMs) on a single 
physical machine (the host machine). The hyper-
visor, or VM monitor, is the software that sits be-
tween the host machine and VM. The hypervisor 
allocates and manages the physical resources 
among the VMs. In cloud computing, a service 
provider can create a VM with customized con-
figurations for a service user. The virtualization 
technology supports resource pooling and mult-
itenancy, so its security is essential.

Virtualization security in general has been 
widely discussed in the literature,4,5 but here we 
analyze certain virtualization vulnerabilities in 
terms of cloud security in particular.

VM Hopping 
With VM hopping, an attacker on one VM gains 
access to another victim VM.6,7 The attacker can 
monitor the victim VM’s resource usage, modify 
its configurations, and delete stored data, endan-
gering that VM’s confidentiality, integrity, and 
availability.

A prerequisite for this attack is that the two 
VMs must be running on the same host, and the 
attacker must know the victim VM’s IP address. 
Although PaaS and IaaS users have only limited 
authority, Thomas Ristenpart and his colleagues 
have shown that an attacker can obtain or de-
termine the IP address using standard customer 
capabilities.8 We thus infer that VM hopping is a 
reasonable threat in cloud computing. Further-
more, multitenancy makes the impact of a VM 
hopping attack potentially larger than in a con-
ventional IT environment. Because several VMs 
can run simultaneously on the same host, all of 
them could become victim VMs. VM hopping 
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is thus a crucial vulnerability for PaaS and IaaS 
infrastructures.

It could also indirectly affect SaaS, because 
PaaS and IaaS offerings are often the foundation 
of SaaS. To develop and deliver SaaS offerings, 
SaaS providers rent or purchase computing ca-
pabilities from PaaS or IaaS providers. SaaS of-
ferings deployed on victim VMs would also be 
vulnerable to VM hopping, affecting availability. 
It could also endanger SaaS confidentiality and 
integrity if the users’ data is falsified when the 
attacker gains access to the target VM.

VM Mobility 
The contents of VM virtual disks are stored as 
files such that VMs can be moved or copied from 
one host to another over the network or via por-
table storage devices without physically stealing a 
hard drive.4 VM mobility provides quick deploy-
ment but could lead to security problems, such 
as the quick spread of vulnerable configurations, 
which an attacker could exploit to jeopardize the 
security of a new host.

Several types of attacks exploit vulnerabilities 
in VM mobility—including man-in-the-middle 
attacks.9 Attack severity ranges from leaking 
sensitive information to completely compromis-
ing the guest OS. Also, because VM mobility of-
fers increased flexibility, it similarly increases the 
complexity of security management.

In the IaaS model, a provider offers underly-
ing hardware and resources as a service, and a 
user can create his or her own computing plat-
form by importing a customized VM image into 
the infrastructure service. The large scale of IaaS 
makes VM mobility’s impact on confidentiality 
and integrity in the cloud potentially larger than 
in a conventional IT environment. On the other 
hand, SLAs could reduce the complexities raised 
by VM mobility if they clearly stated the shared 
obligations of service providers and users for se-
curity management.

A PaaS provider offers a provider-designated 
computing platform and solution stacks to ser-
vice users. The users exploit the libraries and 
APIs to develop their own applications on a 
fixed computing platform with importing their 
own VM images. Although PaaS depends on 
virtualization as a key implementation technol-
ogy, it doesn’t support VM mobility, so this ser-
vice model doesn’t have the same the security  

challenges as a conventional IT environment. 
Nevertheless, SaaS and PaaS confidentiality, in-
tegrity, and availability are still exposed to the 
threats raised from IaaS.

VM Diversity 
Virtualization lets a user efficiently create many 
VMs, but securing and maintaining the VMs is 
difficult owing to the wide range of OSs that can 
be deployed in seconds.4,7 VM diversity makes 
VM security management a challenge, but SLA 
constraints could help address this issue.

In IaaS, a service provider must ensure secu-
rity and robustness of the services and hypervi-
sor, while the user must properly configure his 
or her VM image and secure the service offer-
ings. In other words, the user should share the 
responsibility of keeping the guest OS patched 
and updated. Because IaaS scatters the respon-
sibilities of a central service provider, it’s resis-
tant to the security management issues raised by 
VM diversity. Similarly, PaaS is robust against 
VM diversity compared with the conventional  
IT environment, if the obligations of both 
the provider and user are explicitly described  
in SLAs.

VM Denial of Service
Virtualization lets multiple VMs share physi-
cal resources, such as CPU, memory disk, and 
network bandwidth. A denial-of-service (DoS) 
attack in virtualization occurs when one VM oc-
cupies all the available physical resources such 
that the hypervisor can’t support more VMs, and 
availability is imperiled.

The best approach to preventing a DoS attack 
is to limit resource allocation using proper con-
figurations. In cloud computing, DoS attacks 
could still occur, but having service providers set 
adequate configurations to restrict the resources 
allocated to the VMs reduces their probability. In 
addition, it’s beneficial to configuration manage-
ment to have the SLA clearly define service pro-
vider and user responsibilities.

T able 1 summarizes the threats and com-
pares the impacts on the conventional IT 
environment with that of each cloud ser-

vice model in terms of virtualization attacks. The 
virtualization attacks don’t impact SaaS directly, 
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but this doesn’t imply that virtualization attacks 
on PaaS and IaaS can’t indirectly affect SaaS. 
However, in some instances (marked with an “×”), 
the conditions of the PaaS and IaaS models ac-
tually help reduce the vulnerabilities or alleviate 
their impact.

Our analysis showed that threats associated 
with VM mobility are reduced in PaaS. More-
over, the challenges of security management in 
IaaS could be lower than those in a conventional 
IT environment because of the SLAs. Thus, al-
though virtualization still poses cloud comput-
ing security threats, some of the characteristics 
of cloud service models can inhibit certain vir-
tualization vulnerabilities. We hope our findings 
help researchers and practitioners explore cloud-
specific security issues and design appropriate  
countermeasures. 
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Table 1. Security impacts of virtualization in different IT environments.

Virtual machine  
(VM) vulnerability

Conventional 
environment

Cloud computing environment

SaaS PaaS IaaS

VM hopping 
 

Confidentiality —* 
 

Confidentiality Confidentiality

Integrity Integrity Integrity

Availability Availability Availability

VM mobility 
 
 

Confidentiality — 
 
 

×**
 
 

Confidentiality

Integrity Integrity

Availability Availability 

Security management

VM diversity Security management — × ×

VM denial of service Availability — × ×

*No direct impact, though indirect affects are possible
**Reduced occurrence of the vulnerability or alleviated impact
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